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- IMUAY95EEELIaT (Deadline) lngls1agA 0938 UY19T88LIA1Y0LAaEAANTTY koY
TUNDUTIMNATBINTZUIUMITYIUINTULazAuaadliola WenTiaaeunudnsalussazduneoy
- uiwd1399 (Backup plan) AasElIlunsdlusuinndliifiadidymvseaUassa deiudnisd
wrudrseaiielianudusgarmnudivuneg

- Usziiuanuided (Risk) 1919uAndulumiuni1syinauiavan sudalulsazianssusie
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- §3URaveU (Owner) TulauUNI5MOUTIMNR Agdoddl SURAYOUINOADYNTIRADULAL

AAMNLIUITINTEUIUNIT e lud SN Uy

Y
a v

- yuUszana (Budget) Tunaula § Ainuuallaghosmddssulszanainuelinag e

anAULELNe NN TULA

2.1.2 D - DO WRAIUINI9DNHAZAIIUNITATULAY

NFIINAAUALNULAIADINAINALAE OV INTIZAEA DN UFINEINLTDTS ALunns
a A v o & a
239 WinlMAUNAaNE239
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Tudumeullsesszanliianedn msadunisazsiadgmduniuuiane dudadumanain
¥ [ 1 v a o 1 1l = < =] = 1 [% PN v
Astdunuiananiuitihieslinausolulusiandidn 9 deneu msizannwindeuiiniuaule

aztaatumnudsrmeniadulilrdanansenuldnausem
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Wesdunisundegenieud szfownsaaeulilan wnudinaniinadndiuluauiing
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2.1.4 A - Act YSuusauflasaznsunulnsisialy
v a wa o o & & oA e ° & DY
a1nsUfuRunuisnaIUszauaudnsaluegad Alwanusuiuinyssandldiun
13 | = = Y a o - % a
ALBIANT HIUNISUSENIA Useau Ba nian1sdnniseusunieluuivm easienisiuasunlas
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2.2 miﬁ@ﬁlﬁﬁ'}ﬁﬂ (Authentication) [5]

6 o

N13EUAIRUNITRgINAInY wazn1slians Wunszuiunisnimalulaguldnivaiv
NSNYINTAULAENTEUIUNS Wi atdunsiiuusyans nnuardneainlunissnviaiugy
(Confidentiality) Asgn#Aas (Integrity) warAunseuldvastoya (Availability) saudiaiiolaly

nn1sgnanaulaggliuseasAfvsennlusunsuuisssanlatiininndy mnfianisanaunse

9nUNINTUII TR ERE1NININedeBIAnT Tun1saiunisiasdigriliguuuuns

[ [ v I 1 1 a U A
sﬂmmmﬂaamnasuaqsuaagamulﬂasmmmzau LLaSSU’JEJa(ﬂﬂ’NZLILﬁEN’fD’]ﬂﬂ’]i‘UaE)lILLﬂﬁﬂGl’Juﬂﬂaﬂ/l
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a o | 1 Q’lld 1 [~ & A o
LNALIAINATTNITINTIUAN 9) ImagﬂLLuumaaﬂizmumimamaammuamﬂizﬂawmﬂm

o

Wewwindndudesendomalulad wazarusiameznaienagldlunisaiuagudayanis 9 ¥

1 < 5 o &
Ausanuseantlu 3 TUABU A9Y

2.2.1 M3352YANY (Identification)
Y I % = = v = v g v
nsszuiinu lunmsrumuaziUssuiguiyanalagsateyadnseuumiugiuteyaves

v & 2 O 4:4' 19 o & v ) | a v = o
Aldeu Fudutupeuidldnudndudouansinu wu n1snsenderldau (Usemame) niosia

=

Hlda1u (User ID) iiewtldeaulussuy vionslddnsussandmvssusulunisseydnuveusiay
yana et Tudlagtudedldou uasswadldonu ennazdilifomefiagldlunsssyinuues
fld i dadu Sudufleedouiudeyantiedu ietnusznaulumnsaasuanutndede
voafldeu 1wy Forflda1u (Username/User ID) 531 (Password) eyadiuyana (Data

Privacy) Anslunisitildau (Access Right) s

2.2.2 M3duduigaufinu (Authentication)
nsfigainu Wunsesisdeunitisadsnnuiula wasiluesosduduinduynnatiugis
gj a ¢ v vy 14 % 1 a LY
TupaunTigaliinuansaldvedldiu (Userame) wagsiian1u (Password) Tunsivgatlsiinu
lngnsfigasnurudelldnu wazsiaiiu [Wuisnsnamueelauiniign sgnslsinunalnves

N5gauAInU (Authentication mechanisms) Manglglunisaieanudasnsds awnsauwdale

[y

3 ARUANYY 6191l

'
a a ¥

1. Knowledge factor fa fs#iAu3 (Something You Know) Jeyaiiinvesdeyasiiieau

9 Y Y

WPen 1 SR (password) Waenslafu (PINs) 1Uusu

a a Y v =

2. Possession factor fia &aiAadl (Something You Have) Yadayaiiaiuisaduduindu

9 Y

AI1U09939 LU Wavese Tasusendiussrvy nauwavsefdnise Wudu
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3. Biometric factor fia @7inasdu (Something You Are) dayaiiluianunsalasuulasla

9

1 2 A 1 2/ a 1 1%
Wy aretiadle dumn lasain e 1Wudu

2.2.3 n15ans (Authorization)

a‘r{:] L =

n1slians udnwagnilswesnisauauanudunslasase (Security Controls) nendu

v 4'

nsidasednsvesldnunasdiunldiulussuudig q lnen1siigaudinu (Authentication)

a

AosiAugAunsIians (Authorization) sldansadnnssuiunislanszuiumvisesnlule

dusuusniinidunisnszuiunisiigaudnuneu ieuansbiiuinduyanadinaiass Aedidily

eXe

a [

szuudesgnuaniuIInszuuansadigsuuld wazddudaunlunslians Aededninues

yanaidunluszuu Iyanatuauisaieslsiussuula Une aesdunisIiansdsaiunsaunus
< o &

pantdu 3 JULUU MU

& 1
a

1. msliavsduneyaea Tddmsuiigalsny uareugalidfannudnsinvualy
va £ g 1 ¥ o [y o a So v | { & Y v v
2. msbiansilunengu Mdmsumsimundnsliudaznguvuuuilaglininensioy
wazdenldiusgsuninany
3. MsWiavsvanesyuy Wunszuiumsiiigausiiny uazeygnlidildanung o 1 laed
& a a = = v LY 1 [y 1%
sUsvuiiun e 1Wewindes 199 (Usemame) wagsianiu (Password) a111305835Un15 1

Al nuadarildnuszuy (Login) Wesiases wianansadmvaeszuulalaglideasoinldnug,

2.3 a9AUsENaUAUANNLUAIUADANBYDISTUUETSEUNA : CIA Triad (6]
The CIA Triad \JunwiAaiiddgluiiunisshwieiuvasadevesoya Yglmsulalaly
Sewwasnsundesayaniazidengauainnisidnie nsanulas nensvhatglaglilasusugyn

Ly

uan nfiFadu Framework Afivselovidmiunisussdunissnuanulaendelaesiuues
DIANS
The CIA Triad Uszneulugefdnusionun 3 ¢ fe
1. Confidentiality (Ms$hwianudu) myundesdeyannnisitnfazenisiUamelaglyla
fueynn Ssmneauitnameyanaiildueugarhiuiiansod favdegdeyafiandenson
g nsshwiauduanusaiilanigidsanne wu n1sin9id (Encryption), N15AIUANNTSLUNEN
(Access Controls) kagn135useInugnNABIuasyly (User Authentication)

2. Integrity (ANUaNYIA) N155NHIAIUYNABILAZANNABAADIVEITOYS FINUILAIY

laimsinsunlensevihangdeyaludnuaenlilasusuge wWelvdulafismnuauysel 1o
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laa18786199 Wy nsdrseuaz)Audeya (Data backup and Recovery), 8ane3funis
n539a8U (Checksum Algorithms) uavaewduiavia (Digital Signatures)

3. Availability (Ayamseuldenu) szuuiasiasevienesnsouldnulasyihaueggneas
dielwanunsaudnfedoyald arunsold38aneg Wy enrutrdou (Redundancy), sevuilalanes
(Failover systems) uazlwianuia1ud (Load Balancing) wisliuulaindmnumndeulden

2.4 waluladildlunsufinau

2.4.1 Domain Controller
Domain Controller L1ud ai5anunuias 8 Server Algvintna1du Active Directory

[ ¥

Domain Service Faagyinihndanuguteyavedlaiuu (Domain database) Wagdnnsnisdedns

senIneg Iaufulauy swudadaimdi liuinisnsiaaeunisasd e ld (Logon

Authentication) nN1silawurauAIBIRBNRIWMesaNt1Y (Client computer) wag K14 (User)

2.4.2 Active Directory [7]
. . I P a A a P . . A o v
Active Directorylluimalulad wsen1susnisiisenlain Directory Services Aivnunlgidu
& a LY o & LY [ 1% . a
Audnatlunisusmsdamninensluszuu ninmsdniudeyaluguves Object nMsAauiinuaz
n13MUANNISIAUINIT &9 Object lu Active Directory 1u Key ndnvestayalu AD Database
WesnaunsaunanuImsIansinettesiuaulasnsy Tdigauiinu 39 Object Tu AD asdl
Security ID lalgfiutae lag SID 98gn Random WuN14 RID Master Role using Object Nignasng
Y ¢l SID Mldunuiaiunvesusaz Object Fovinbiuadldiuaziiuiuiio Object Nwanmaiu

Auszuungly

2.4.3 Group Policy [8]
Group Policy tunseanuuudiasiitethunvieliannsadanisial esneufimes uas
;ﬂ%’muimﬂ‘%'miwiﬁdwsﬁ/u Tneodeaan1aes Active Directory §eanunsaniivua Policy 7
Fosnsvaduldarniadesiiviiniiniifu Domain Controller Ing Policy wandasgndasolus

wsosazdldnuluansnssylilnednluda

2.4.4 Organizational Unit

[y <

Organizational Unit @8 35n1539ALAY Active Directory Object Fadunisuuauen Object

134 Logical Wiabimunzaudunissiungulunisuinmsdnnig nasinasie OU wasauds Jeas



10

#1190 @u1Tn LU Users / Groups / Computers / Printer 411911UTd OU i elwanunsa

wisennisdnnsilungy o sialy

N

OuUs

Ny N ™

Reseller Finance

AT 2.2 F0E19NTUUS Organizational Unit
2.4.5 Lightweight Directory Access Protocol (LDAP) [9]
Lightweight Directory Access Protocol (LDAP) 1y Protocol ﬁllﬁﬁjﬁmﬁjuﬁum‘ﬁagaslu
g1udoya neufiazasdnin LDAP Aeeyls ungiluniuneu Directory Access Protocol (DAP) fio

1M1 X.500 ¥89 Directory Tus2UU Network 39 LDAP 1 “lightweight” 1 #u1eDs AU

Wénas sz Version usdiulalddssuu Security wdae daulngjazinenunldiudeyadinan

o

[ k4

FI8ALBUATDINTINNU WU TB, Uana, Auns, Nieg Lusu

Y

ALUIUNITYINGIUYDY Protocol LDAP

o Client 16vi1n15:3 ouse LDAP session v§117u LDAP server az158n71 Directory
System Agent (DSA) Faunfiagld TCP port 389 @m¥u LDAP over SSL @3azlu port 636 Tag
113 Client 9¥ds Request 117 Server uagn13 Server Aagmay Response ndull Tagligndud
Client #9358 Response N&UNNoUT 9xd 3 Request Susialy s2ufe Server osfiludosds

Response Bunaua1diume nsizdayarmunlzgnivddagld Basic Encoding Rules (BER)
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LDAP Test Tool LDAP Server
—oind Request
—
Bl)d RP‘!'\nncn —
-
Benshmack-S pecific Request
—>
repeated
n times
S erver Response -
-
Uabind Request
——
Unbind Response
e

AT 2.3 9189901991197U984 Lightweight Directory Access Protocol (LDAP)

2.4.6 WatchGuard Log Server [10]
WatchGuard Log Server i ugaumnilaves WatchGuard Server Center sfudugiudoyad
anusaiusuTindeyateninudufinain Watchguard Firebox fideusaiiuszuy Ama1use

[%
a (Y

fiade WatchGuard Log Server lgsuuneufinmosiilddmnsunsdanisviovuneuiinnesau 9
AudsanunsniiudsnnefduiiniiiAuionisdsesteyanaznisversvualadndelunisi
v udl qmwiéﬁﬂsuﬂimﬁwﬁga WatchGuard System Manager (WSM) uaztd enfind sianiz
drutsgnaunas Log Server wintiu Tng Log Server Sufindoyasudoyariiunesn TCP 4107 way
4115 Watchguard Firebox nﬂl,ﬂ?aqﬁ'lf'ﬁ'am'aﬁ’u Log Server %ﬂ’uﬁﬂ%’aga%ﬁﬁlam%q

MNEAEIa lruian Jeyatuiiniioin1sasasvesiietnds Log Server
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2.5 N N8Y ulgue AIAIZTU VILﬂEJ"J"UEJ\‘lﬂUﬂWiUJ‘]Uﬂ\ﬂu

2.5.1 wlgurgnazuuruuialun1ssnerauduasuasnd gsn a1 SEULNAYINTEN T

#A1513UFY W.A. 2565

nsgnsassaauldsznaldulouisuazuuiuvalunissnvianusuasaon i
ANSAUNA VBINTENTIESTULAY W.A. 2565 [1] WleFuil 23 furau 2565 MmuLUIMINTEI
ngufniuandninuuazisnislunisvignssunididnusetindniasy wa. 2549 diineu
Uannsenseasnsagy Jwelvimbisnuludsiansensnasisaguynuisioufifinudsenia

wlsuekazkuufualunsshwanudiunslasadeansaumna w.a. 2565 lnainsensn

tY a

2.5.2 W31 UUYRRIAEN1INITINRANEINUABNNINDS W.A. 2560

v

va | v o

%3 a d' % a L1 %
WILINYUULURNINNIYNTITATENIAIMUNALNSINUADUNILADT W.A. 2560] TaUszniaadlusiy

A

AIUUNYILEY DTUN 23 UNTIAN W.A.2560 uaziinaldUaRuAUATUN 24 UNSIAL W.A. 2560

va | v o

Wusuly wsesadnaRinmenisnseyiiaieniuaeuinmes w.a. 2560 Aenses1vdaAni

D Ag7}

(%

sen1snsyihRaigiureniowes Jsreufiamesliudegtuinudweniinnesilis rouimes

linda aunsalviy saudeseuuaIe) fgnatuaudiessuuaeuimesnie Jadun.s.uineluun
=~ [ o a o a & ¥ k4 a s o a
wiadesiu Aruaumsnsgyiafnaziiadulaainnisidaeuiianes mnlasnsevianuianiy

a ¢S v v A ° o
N.9.U. ADUNILEIDIU ﬂﬁ]gmaﬁ‘lfﬂ§Uﬂqﬁa\ﬂmU@qﬂJm N.9.U. m‘wwﬂﬂ

2.5.3 wszsryUygiafunsasdoyadiuynna w.A. 2562 [11]

v

MA99INA PDPA %30 W.5.U AuATadayaduuana w.a. 2562 gnusenialduds “doya

diudy” fedndeslasuanudugeuanidivesteyansy ssrnsuseliiuanadsazinteyaluly

[
&Y Y Y1 Y 1 a

Usglowiduld dalu ndnouffidvsnazsindeyadiudniluldeslstn uazuonaindansiudn

] [

F9H@NTBNUINUIY 9T

- andlasun1sudslimsnu (Right to be informed)
v a 1% & ' & | v [ Y] v v ~ o ¢l
AilduAgtomiavan liddnadu HR de IT dsaudaudivesteyalimsuiainguseasin

anihdeyaluld siufvesmslunisindegaiunudeya uenanidsiesvenseezinanldnudeya

YITALIU
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- AnSvarniadeyadiuyana (Right of access)

winsiiavsidnfsdeyaiiisatfunueuasvedudoyanngauaudeya fadwensiy
foyailiulaeliildveoyanlddndie (Insesins-uitnensiniuenansifielymineududusey
nsndadeya)

- anslunisvelileudeyadiuyana (Right to data portability)

v a v = )

mnninauaglideyatiugaiuauseniisly udreluldiudngaunudnsenis awnsa

Y 9

@ o

Tk muaudeyasetudmsaloutayalily vioaglouteyaseninwauauivitla a1luAadani

wintianazliliazidinngvang

1Y

- Avddndunsiiusiusn 19 vialawedoyadiuunna (Right to object)
WrveoyaausadnAunsiusIusy 14 vielawmedayadiududalsld minly
UszanAlinudaya
- Andueliaunieiinaiy (Right to erasure also known as right to be forgotten)
P v o w 9 A - 1% v aa £
minnudmvandeya dhdeyalumeuwnslunaisisagvioifslaig Wvesdeyaidns

voliau viane wievinlideyadiuuaradudoyanlianunsoszydiuana

- Angvelvisziunisidteya (Right to restrict processing)
= = 0 vy 1 = N o o v A v o
LN@LU@UUIQIMiVGU@%aLLa'J ﬁi@lﬂjaUuﬁlf\]igﬂ‘Uﬂ']ﬁ‘l/]']ﬁ’]ﬂ%@ﬂ;ljal,ll@@ﬂL'Ja'](ﬂ@\ﬂ/naqﬂ LN

[
[ &Y

aziteyatululdlunangmune wieisensesdnslag

Y

- avlunsvelviunludeyadiuynaaa (Right of rectification)
W1veeyaddnsveunluteyalvignies uazdUinndeyalilndediaue luinelinaiy

dilaiia msuiledeyadesgasananlulunungmung

a = dl o a
2.6 HUIAANE W) WNYINUNITUILLUU

n3Uszfiuluy Goal Base Evaluation [12] uguuuunisussiliuiiauelae (Junisussdiu

e A o 3 < a o & o

ngamunevseingusvasavadlasainisilunueilunisusaiduanuduiavedasinig lagn1sin
=y v v A o = = Y & a a a

HafilannnisiavsaiunusudeyannuieuiisuiudwmendudaSnulasdanunimees

1ASINS
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n15UszdukUy Goal Free Evaluation t1uguuwuunisuszidudiiauslag Scriven Wunis
Usziiun L legaanizitvuneveadlasanisidunueivingdy wiasfiansuinaiiatuimunsy

H89119101A59N5 LKA NAlAEASI NAlAYDDN WASKHANTENUNININUINLAENINAY

WH891191n1ASIN5 LAKA NAlAEASY NAlAYDDN WATKHANTENUNININUINLAENINAY

=) o 1 o/ 1

2.7 NEHNITAUIUNINGNATDE1Y Taro Yamane
Taro Yamane[13] fio nilslugnsAuinvuinngusiegaimangandmivauideiiionan
wuugaunulaenisidgns nnls e (Taro Yamane) Tums Auiauuinnguiiega aevinlng
Jreswankuuasuaulvinungustegenan ununiavdeawanlviiungudieg19na ans Taro
' = dl' o Y 1 a & a ! 1
Yamane (1113 &13174) ¥3egnsaulunis Auamvuanguiieg1s Mvansaududasdienii
398 (Fmsunuifedied1sia) ldeawanuuuasuaulviiungudiegvesnuidennauiienad
Iuuvaeiuau Inensldgns Taro Yamane Auinmvuianguimegaivanganlumuides

#1579 (Survey Research) 439188011 UNAUA8E1TIABILANKUUADUANNIINHUMT BV LAY

WABNEINaNSo8 AU
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unil 3

ASn1sAEUNIS

nsmunszuLBuduiiyaranldinussuuesetisdumesidnvesdrinnudasiuniuaulse
71 11 dminuaseisssusy dyaymneifiemuauuaziudunisdiiueievisdumesidn el

msldszuumaluladansawmabiduliagamnzay danusiuasasnsie

3.1 1A309NaN YA

2 A va o [

1. szuvdududiyanaildnuszuuinievisdumesiianfideldimunaulddmsudaiu
Joyadnsnsldanuwaznmvaeuansyldaulag Firewall
[ I3 v a 3 = <
2. syuuiaiudeyadsiasaeuiinmesiagldlusunsy WatchGuard Server Center Faitu
TUsunsuiildeusiuiy Firewall WatchGuard Md600 v nfidaufiuiazuanitoyavsnas

a I3 & a I = v i
ﬂE]lI‘W'JLfﬂ@ﬂ@EJLLaﬂﬂNaL'UuL'J‘U@'UL‘V]E]iLWﬁ%Qﬁ"I@JWiﬂIW\T"IUIWQWEJ

o ¥

3. gunsalasiumiodns (Firewall) wielfdussuusnwmnudasndeniots viwiines

{ va o

#5933V ATIaaeudns waglranslumsdniauasevie Aanseagldaunuulevendidelanvu

Y

4. 1ATRIARN NP BSATNNUlTAMSUNAARUNIS LTI

' v
Y

5. lduuvapununyiduasnediuies lngnguseg1anaumeniLes

< v
3.2 N13NUIIVIINVAUA

¥

1. Amuanisinudeyaludiuvesdseiinndildnulseinunsseznaniuieyadnuiu 47 Ju

Y

o
< 4 (9

TAYANIININUIUTUR TALA U DUAITINUA 90 TULABATAILIUYBY LT 1LY AILATUN 24

Y

fueneu w.e. 2566 Satuil 9 naadnieu we. 2566 Weailun1snsiadeuanuaiunsatunistesiu
Y = A 1 U ¥ A 1 3 ¥

nmsnfaeseYIeuazNIIEYRInUL IFuATeYne Taenis export eendlugukuulng CSV deya

P9uiulng WatchGuard Server Center @efoyafilavzdnivagluguuuunsns ethluiasiz

sty Insuanidiiegdlasswainamiselayanmisnd 3.1

AN9197 3.1 wanenansIniutoya

User IP Address | Login Time | Logout Time | Duration | Medthod | Status
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Inedayaaunsanansliiuitlas (Usen Tdauaniile (P Address) Susiunisldanudiols
(Login Time) &uann1stdanuiialus (Logout Time) szziiainisldausiuwinlus (Duration) 05
madnldnueygnutemila (Medthod) wazanunisalldanuduegndls(Status) Faannznns

Tdnuazuanstiangldnudiuamnsadifssuulavsell wedteyadnanluiwmeidneninly

nshiusnmsssuuasedeuazseRuANuaansalunsdesiu muau ssymaudldanuesetiey

2. {Ivelaiusiusindayalageenwuuasuauairudusuuasuauesuladliymainsly

dlnaudesiuaiuaulsan 11 uag AndL11.2 UASASSITUITIY ABULUUABUNINLDY (Self-

[

Administration) TngldUssfiuUsyansnauayauddavessyuuly 4 Jade fedl
1. PuUsEENSNNURITEUU
2. pnuanudfguoin1sdesiussuy
3. umnudeie

4. AuUAMAINNTIAUINNS

3.3 Aipenidoya

a ¢ i

1. Bmszrauanunsatunistdesiunisdildnuasetiy §3dgldindeyaila u1ving

Y

Ansgideyandouiadounonunaluzluuumss Weasnalidnlaie nsinszideya Tae
Hatinssamn 16un Adga Agean fevar drmdoauunnsgiulazaiads

2. Awszianuanunsatunisdanudeyassnasaeniiunes WnevihnisfumdeyalsyiAnis
T nueetneifiogaiuasuiu gnieswestoya

3. Aisginnuanunsalunisdaivdesanudedmun lnensiueufisusseziailunis
Faufiuiinan fussesalumsdafumudveng Weguunatiufiawginismerdols

4. Tesginnuannsalunsufiiaunasnsildtmualy TnaFeuifisuanuanselu

N15719UY0352UUAY WU UATUN19TN¥1AUTUAIADAT A TUAITAUNA YINTENTH

wa | 4 o

A5G WA, 2565 hay Wrs 1w UnaAInen1InseRaneINuABNImeT W.A. 2560

o

5. Mnmaiudeyanuuasuny §Idelaideyadild uvhnsiesziuasudanadeys wieu

'
aaa

edgusenuraluzluuunis ieasudeyalidnlaladng Geadfinld laun wfouazdiu

[

WeauunInggu (S.0.) Al
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=
[l

ANSMIALRAL

nmsmdndeavuainsgiy S.D. =

3.4 N15AEUNI5IY

3.4.1 Avuangulvaneuazisdudiatng

[

msdusnegstoyanudladu 2 daunadl

1. ypansulglunsidenssl loun yaainsluddnaudesiunivgulsei 11 wag Aaw.11.2

a

uAsAssTINTIUNRavEldnueseviedumesidavemiisnudiuiu 160 au giduldinisdu
A18E19U8IUARINTIIWI 114 au lagldannnisAuinvesgasves nls eaun lunisivun

$79819 IAULENTLAUAINUTDIU 95% ASEAUAINULAATIALAARUYNSULALLLAY 5% %58 0.05

[y

YDITEAUTYE ALY

o

miq'uéhaEJ'NG‘TQﬂa'nmmﬂmﬂﬂuﬁwﬁmmﬂmﬁumuqmiiﬂﬁ 11 WAy ARY.11.2
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VMware vSphere Client

vmware

VMware vSphere”
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5.0.
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o ma
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Foddess/lome:  [QENNEEED v
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A9 4.1 waneniinanen s lgeulusunsy VMware vSphere Client

1.2 naYyl create a new virtual machine wan next W& fvus CPUs 1a4A394

Tneleminuasiuazdenlisail socket core way 2 virtual socket core 923U 4 cores

®

Vel Machie verson: 11

e of cores per vt skt e

Totsl rumber of cores:
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Guest Operating System BEEIE T
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5CSI Controller " Thin Provision
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Create a Disk
Advanced Options
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Location
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DOC_STORAGE (3)

Microsoft Windows Server 2012 (54-bit)
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New virtual disk
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Thick Provision Lazy Zered
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dude automatic installation of the guest operating
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| I Show AllDevices Add... Remove
Hardware Summary
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|| @ ocrus 4
E] videocard Video card
& VMCIdevice Deprecated

@ scslcontrollerd Paravirtual

£5 CD/DVD drive 1 (edited) [DDC_STORAGE (3)]..

& Hard disk1 Virtual Disk
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Device Status
-
[¥ Connect at power on
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" Host Device
% Datastore IS0 File
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server linaneidu Active Directory Domain Services 39A098N15AAFT Roles and Features lag
oy o ¥ X
HTuROUNIRAGT A9l

3.1 1UnlUsuAsu Server Manager AuuiaLden Add roles and features tieldald a1y

features active directory domain services

« Brevious | [ Hert» -- Cancel

A9 4.8 uanamtaanisiiensukuun1sinas Tngidennsiaauuy

Roles-based or feature-based installation
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v
v =

3.2 na Next Wildgtunaunmsidendsnaesvaemdunsinnadasdudiiaesdegiu

lﬂ' o a a g 1
NAUUNITANFY Roles 2y

T8 Dashboard
B Local Server
i A Senvers
#§ File and Storag

CESTINATION SERVER
cosc11

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

(@ Select & server from the server pocl

1
© Select a virtual hard disc
Server Pool (;Q) :
I
Filter: ]
ame

1 Computer(s) found

This page shews servers that are running Windews Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offine servers and newly-sdded servers from which data
collection is still incomplete are not shown.

| <Previeus | | Newt> irstall | | Cancel

‘ ‘ -

AN 4.9 ¥ ERNESNLIBSNAEYINNNSAASY Roles

3.3 N Next U1ldgnins19n15iden Roles Mazfnn 1 lagvin1siden Roles Avil

Active directory domain services (AD DS), DNS Server wag Network policy and Access Services

DESTINATION SERVER

Select server roles 0DPCH1.adodpeiLgnth

Before You Begin Select one or more roles to install on the selected server,
Instaliation Type Roles Description

|» [®] Active Directory Certificate Services (1 of 6 install 2 Network Policy and Access Services

provides Network Policy Server

== V| Active Directory Domain Services (Installed] (NPS), Health Registration Authority
Features [ Active Directory Federation Services (HRA), and Host Credential
Authonization Protocol (HCAP),

Network Policy and Acces [ Active Directory Lightweight Directory Services which help safeguard the health and
Role Services [ Active Directory Rights Management Services security of your network.
Confirmation [0 Application Server =
[C] DHCP Server
V| DNS Server (Installed|
[ Fax Server

[» [®] File and Storage Services (2 of 12 installed)

[ Print and Document Services
[[] Remote Access

[<] .mv [ 1>

= [

AT 4.10 WaINTNE1INISIEeN Roles taavinnisiaan Roles il Active directory domain

services (AD DS), DNS Server wag Network policy and Access Services
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3.4 np Next ﬁﬁlﬂgiwﬂwha Confirm installation 1Wagudunisiiy Roles lagdisieaziden

Roles 7latdantd ndanasiaaausousos Inslmasnlutadsanisnasunessnlusminatdunis

MvueAsuAuYeLEiesivd a1ntunady Install

Confirm installation selections

DESTINATION SERVER
ooPCit

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DNS Server

Confirmation

To install tlhe following roles, role services, or features on selected server, click Install.

1 Restart ination server ically i required
Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check bores.

Active Directory Domain Services 2 o
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-lns and Command-Line Tools

Export configuration settings 5
Specify an altemate source path

AN 4.11 uanminesneagunsaaan Roles Aildvinnsiiendnna

3.5 Wefndussusoudsiinesazyinissanisndalusifiaidunisiivuaansuduln
nUUlUN server manager 8nASINA Promote this server to a domain controller Wotdunis

AYUA domain name VBUAIDUTSNLIDS

eployment Configuration

Domain Controller Options
Additional Options

Paths

Review Options
Prerequisites Chack

Deployment Configuration

Select the deployment operation

O Add a domain controller to an existing domain
O Add a new domain to an existing forest
@® Add 2 new forest

Specify the domain information for this operation

Root domain name: ad.odpcit.ddemophgo.th

More about deployment configurations

TARGET SERVER
ODPCI1

< previous | [ pext> |

Install. Cancel

AN 4.12 WANIUTNANINISANUA domain name LagLaan Add a new forest LAINNAUATD

domain name
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3.6 ndsaniy Az duninaan1sAseiiugu Mviun Password WazLaAITIBazIBen19Y

[
Y

TnaidenAvianuaduasuduauluimiasunanisnin ndwineasadaseazideasauiosns

Ju Install Aaztadalunisaaan Active Directory Domain Services

= Active Directory Domain Services Configuration Wizard [- o]

TARGET SERVER

Prerequisites Check oDPCtI

| @ All prerequisite checks passed successfully. Click 'Install’ to begin installation. Showmore X

ent Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this
roller Options computer

DNS Options Rerun prerequisites check
Additional Options
Paths A~ View results
1. Windows Server 2012 R2 domain controllers have a default for the security setting Kad
named "Allow cryp phy algorithms ¢ ible with Wi s NT 40" that prevents |
weaker cryp phy i when g security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http:// =
go.microsoft.com/fwlink/?Linkld=104751).

1. A delegation for this DNS server cannot be created because the authoritative parent ‘
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "ad.odpc11.go.th". Otherwise, no action is required. v

i, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > Install Cancel

AN 4.13 wanamiteinesIeazBunni1saaa1 domain controller uazyy Install

© ERpTT— [=To=l

WELCOME TO SERVER MAMAGER

@ corfigure this local server

#ddd roles and features

cunesTasT

WHATS NEW

@ Remote Deskiop Sewices b

AN WORE

g Fie and Storage

1
Services

@ Femore Desing

1 ¥ Local Server 1
Services U =

® vammgesnity
Erenis

AT 4.14 uanIvteng Server Manager Han15@nRd Roles U89 Server #83270 Install LaSauan

3.7 Tumeudaundunisilald Network Policy Server wiieilu Services Ald\deusianu

'
1 1Y J

Firewall Ingfiun#goaAun1in Network Policy Server waanaidnainiu lnaadnuanil NPS(Local)

139N Start NPS services 52UUZHAAUNSIWA NPS Juun na OK tusulasadu
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(%) Network Policy Server SHECHIER X
File Action View Help
@ o

b (] RADIUS Clients and Servers

b [Z] Policies =

b M Network Access Protection Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
l;‘; Accounting client health, connection request authentication, and connection request authorization.

p Wl Templates Management

Standard Configuration -

Network Policy Server [

To enable NPS to authenticate users in the Active Directory, the computers
running NPS must be authorized to read users' dial-in properties from the

domain. that allow

\ . 3 _ " ches (also
Do you wish to authorize this computer to read users' dial-in properties from the

ad.odpcl1.go.th domain?

oK | | Cancel

Templates Configuration v
<[ m [>

\Action: In progress...

AW 4.15 wansntnen1sialgeu Network Policy Server

4. NaveIN13AMUA Password Policy dmiugldau
Password policy #38 UlgungsianIufonuastan MU UAIs lUNISAMUASHANIY
tdl v v v ! a 6" o v U 4
laonsdeuaznisianissianulussvuasuiinmeslasdrunaulesiunivqulsalaldniy

11MIFIUVDS Windows Server Aodasdiau dududosiiniim Complexity Tng aau Complexity

[

J51988L080 Mnail

(%
a

4.1 IUANUINMABINENUBY 8 FdnyThazUTenaumie 3 tu 4 1ad
[ = v a 1 [ = U a ¢ @
Awdange A 83 Z Tuwuusiiunlng, n1wsangy a 89 z Tukuusiaiumién

o v [

Flaw 0 D4 9 uaz Fonusedgydnuval WU (for example, |, $, #, %)

o

4.2 n1siviun Password policy 19U Active Directory User @nansavinlalag
vJ @ server manager > tools > group policy management editor >windows
settings > account policy > password policy lag Policy fimun e

Password fgailasan 360 Tu AereaUfeu password nd191n 360 Ju

(% '
LY A o

Password flangtiaeiiandie 0 Ju Avansaiudeu password lanaaasianlidivug
Password fiaiiauen 8 fsnwyivuly

Password Sududasiinany complexity
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Policy Policy Setting

24 Enforce password history 24 passwords remembe
24 Maximum password age 360 days

_i Minimum password age 0 days

&) Minimum password length 8 characters

<4 Minimum password length audit Not Defined

s, Password must meet complexity requirements Enabled

x| Store passwords using reversible encryption Disabled

AT 4.16 LAASNAUDINITAINUA Password Policy

5. msUufinteyayaainsiing Active Directory

[

msiiudeyanlidawsesliiing Active directory Aiiiunis fisil
5.1 1Wa Active directory UuLATes Server idaLn3suld aidun1sadne organization unit

(OU) mudeyaiiladawseuliitoanuasainlunisuimsinnis

& Active Directory Users and Computers =18 x|

Fe Action View Help /1

e 2@ 0Dcz Em tufElran
Type

I Active Directory Users and Com|| Name

~7| Costen adodcllgoth/

[(omce | [ Heo |

Rk

A9 4.17 N158374 organization unit (OU) Litefyuaemungsau



5.2 \d@n organization unit (OU) fifaan1siiiutayayaaing

user Lﬁuﬂau”a first name, last name, full name wag User log on

37

LLéj’de;u Create a new

=

File Action View Help ol

e» 2F 0 DJcis Bm|ifaaran

J Active Directory Users and Com| Name Type Description

b (5] Saved Queries 1 Buittin builtnDomain

b 3 adodpcll.goth 7| Computers  Container Defoult container for up...

] Domain Con.. Organizational.. Default container for do...
(1] ForeignSecu... Container Default container for sec...

Active Directory Users and Computers

il 4.18 uanantisnesgazidendeya New User

5.3 N Next UnbUguiininua Password iia 7 User must change password at next

logon wdfIvuA password L3uAundALRI sl

& Createin: ad.odpcll.goth/

Password: |o..o.o

Confirm password: |oo.ooo|

[w] User must change password at next logon

[ ] User cannat change password

[] Password never expires
[] Accourt is disabled

ANA 4.19 WEAAIULIAIINNSINTUA Password New User
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5.4 na Next 9zuananthisasunansaamilamimuald aanduna Finish

2

o

‘When you click Finish, the following object will be created:

New Object - User -

Createin:  odpcll.local/eies. 11.34s1aq587%

Full

User logon name: COM7@odpc11.local

The password never expires.

name: COM7 Com? PN

<Back | Finish | | Cancel

A7 4.20 uanantiengasunan1sasis User

5.5 #8991n9IN15a519 User 3eusaawailiiyinin1saaneini Icon User Miglasunisasia

wdudentve Add to a Group wiatdunsivuali User Tu Active Directory daiul3lu Group

Aleasaly

A

Copy...

e
2

24

Add to a group... ’

e 0 (e 0 e e (e

L

Toeo T T T T T T T

i
ou sel
o

AN 4.21 WARIF

MName Mappings...
Disable Account
Reset Password...
Move...

Open Home Page
Send Mail

All Tasks >

Cut
Delete

Rename

Properties

Help

9879N19AANYIT New User Uaianiuy Add to a group
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o
[ Y

5.6 ¥a931NUULLIONUIRS Select Groups 19 NunTe group asluaes waanm Check

o aa a

Names fn3efifiunigniesasiidudaldtdonlaiuiliuansliiuindum sroups lWoAIINTUNA

OK 2z1dun1stasadunIsiiy User 29n1uyinn15vingnauasusnuiu User 11999

Select Groups -

Select this object type:

[Gloups or Built-in security principals ] I Object Types... l i
From this location: i
!odpcﬂ.local I l Locations... I

Enter the object names to select [examples):

ODPC11 Check Names i
h
9
o] [Cwen ] |}

AT 4.22 wanIntinieng Select Groups %a3a1n#lavinn1s Check Names

6. n3\liousie Active Directory AU Firewall

< - o . . o a ) o &
ANFLIRUAD Firewall NU Active Directory AMtUUNITANNYUNDUAIU

6.1 L“?J’ngWatch guard management > Authentication > Server nadentl Active Directory

\esanisly Server wuu Active Directory

@a'tchGuard Fireware Web Ul

Servers
Authentication Servers
SERVER STATUS
6 Users
Primary
Backup
Primary
Backup
Primary
Backup

1 domains

A9 4.23 uansduiugliuunmsidenseiasnsaensalauy Firewall laglmaenlduuy

Active Directory
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6.2 31nUU nA Add tWeYi9uLiia Domain name 7daLmssulluounaiu Firewall lag
n1511 Domain Name ¥89 Server Mias1sliunnsenlutes Domain Name Tu Firewall settings >

Server > Active Directory > Add > Domain Name

@'gchGuard Fireware Web Ul User: ddc11 @ n

AN 4.24 WARIIENNSANUA Domain Name

7. MYUA Session Authentication Ul Firewall
msthmusszernamadldaumdian Authentication Hdiedetne Taawdlusae Policy
ﬁ?uﬁ Tu Watchguard firewall management > Authentication > Settings mﬂﬁ?uﬁmumﬂuﬁ’ﬁa
Firewall Authentication #ai)
Session timeout @8 szazalums Login Wildnuudasadsie 8 v
ldle timeout A8 szagIanshildey 2 s

limit concurrent user fig 91uIuT 1 user UIUPUNTAlGERAD 3 QUNT

@gchGuard Fireware Web Ul

ANA 4.25 WAAINITANTUA session Authentication A8RIAUAAINT LTI



41

(%
[ [

8. AnuA Firewall Policy dmsun1silnnisldeu Authentication Inefidunau Al

8.1 Lsﬁ%j Watchguard firewall management > Firewall Policies > ADD Policy

@a’tchGuard Fireware Web Ul

Al 4.26 wanantiee Firewall Policies > ADD Policy

8.2 n&991MInnii1s19 ADD Policy & w09 From 1#iden ADD 910151 1den Member
Type Ju Firewall Group Haalden ODPC11 Group Faudu group fisldnnsiing Add User 13

Tu Active Directory Domain Services

Add Member

Member type Firewall Group v

ODPC11(odpcii.local)

AT 4.27 WARIIA1aN1S ADD Member type 1u group #iléimualilu ADDS
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8.3 Tulsvas To unismuunasetielag Aneenisli User fidnslunisidrfsanntduna

Save Policy

Edit

Name | Allo afl Client B enabie

I e T
Connecuorns are ot m Policy Type Al to all Client

ADD | REMOVE

ADD = REMOVE

ATl 4.28 waRINaN" configure firewall policy iléimuslyf User 910 sroup ODPC11

ANU150LU1DATBUY

9. fnsia Windows 10 U Log Client LLawﬁ’wLﬁumifﬁ’mumﬂﬁ&y’amﬁlugm
9.1 n¥snfilddinsadradinesuarronfinnediadouliluduneuound anturi
nadglusunsuuImsdanisnenianesiaiiouass YMware vSphere Client Laonia3 o9
AeNiinned Log Files fiadels manwan Edit Settings anntuLdan CD/DVD Drive 1 Liievinns

W@en Windows 10 Pro iso 2 nuuyinn1sanag

€@ 550 Client - Virtual Machine Propert O

w¥e|owm]awms| Virtual Machine Version: 11 /i
~Devicestatss ————————————————————————

™ show All Devices Add... ¥ Comn

Hardware T Summary ' Connect at power on

WK Memory 4096 M8 Devica Type

W crus 4 c

B videocard Video card O Dk

© VMCldevice Deprecated

@ scStcontrollerd LSILogic SAS

| @5 cojovo drive: [DDC_STORAGE (3)] W...

& Hard disk1 Virtual Disk  foat Dot

& Floppydrive1 Client Device

B Network adapter | MPLS [ =

@ Datastore 1SO Fie

[DOC_STORAGE (3)] Win10_1903.sc  Browse...
_Mode
C pa
¢

Virtual Device Node

 |IDE (1:0) CD/DVD drive 1 -

L]i]/;

ANT 4.29 wWaAIUTIAN9NNSEaan Windows 10 1SO Files @11sURAnMa
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9.2 n&99INAAHY Windows 10 Wa2¥11n158uA IP Address 1u Static L alaluns

\Weuman154iu Log Files

< Network Commections (=10
t | § 4 Metmork ant rtonat o+ Netwok Comnectom o ________~ ¢
| o © ‘x_]_"

{xTh

.‘ [
- Gerew
Fou G oot [P setngs aespned avtomatcaly f your network s0pons
3 capatiity, Otharmten, You meec 5 Ak your reteork admee wor
for e morapraie I setirgs
Ctrtan an B addess actoratcaly
# Une the folowng 3 s e
> ssgem —
bt m———
Dv ooy e
# Lne Bw Sollowng DN server addhvmes:
Freferred NG server L}
Mot OAG serve om—
Vaixte wTIgs or ¢t P 3
=
o Carcel
1aem | tem selecied

AN 4.30 LARINUNEIINITAINUA IP Address LU Static

10. AnAs TUsLNSH Watchguard System manager

n15AAe 9 LlUsWnT Watchguard System manager lagtdan server software 1410

[
Y

10U Next hazfnaq

W’ Installer - WatchGuard System Manager 12.9.0

Select Components

Select the check boxes for the components you want to install. Clear the check boxes
for all other components.

Client Software
i.. [M] WatchGuard System Manager
Server Software
i [M] WatchGuard Management Server
.- [4] WatchGuard Log Server
- [4] WatchGuard WebBlocker Server
- [M] WatchGuard Quarantine Server
L. [ WatchGuard Report Server
[ Language Packs
i [J French (standard)

~

The selected components require 32,3 MB of disk space.

<o =

AT 4.31 UAAIRLNAINIIAAAY Watchguard System manager

11. ¥insideusie Watchguard Systern manager ffu Firewall

11.1 devhmsfnsalusunsudnda inmsidalusunsu WatchGuard System Manager 12.9.4

Wi 8Y1NN5A 9IRS aus alUsHNTY A1nTuEan? Files > Connect to Device.. W ¥INNISANNUANTS

A ! a = o &
LUDUAD IWEJNT]EJEWLE]EJ@ PNU
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IP Address : wungLaY IP Address U89 Watchguard Firebox

User Name : i@ Username Nmiunansing Firebox Iﬁﬁamﬁém‘i’f@yja

Passphrase : fio Passphrase amgiduaflasnnieuiuda Firebox

Please enter the user login information

of your Firebox.

X

-
@atch(}ua rd

IP Address or Name:
User Name:
Passphrase:
Authentication Server:
Domain:

Timeout:

[17200.1

~]

‘ loguser |

Firebox-DB ~

Iz 3 seconds

Login Cancel Help

AT 4.32 LAASUTINAINNITAIMUANISIAIDUAD WatchGuard System Manager

11.2 191d Watchguard System manager lisite Log Server ﬁLuHm% Logging WU

#1 Watchguard Ailgeue nldnuliiinisneadu Refresh

WatchGuard Server Center

connected 1o the Log server

AN 4.33 waARISI8NNS Device U84 Firebox Mlavinn1stiausiall

12. flaAuaNundanu Log Files

12.1 vinmsimuasigazidentun1sdniiu Log luwy log server > server settings 1ng

) dy d' i [ <@
AMUUAVUINYDINUNN LG LUNTIALAU
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"6 WatchGuard Server Center a

) Usnsgemert Server Log Server WatchGuard Server Center

Purge Degnostes Logs

Tha ptos celetes sl Dwgnostc o messsges generated by your devces (Debug level of hgher) from the Log Server catatase

Reset | Aoy

a v ° & s & .
AN 4.34 LFAAIUUININAITANNRUANITHINATINIIALAU Log Files

4.2. HAN1IATIVEBUNTHINU
ATITADUAILYNABIVBINITYINNUVDITTUU iailSeuiisuiudunaunsnaunuiimuualy

1. nedeun1siliousoszning Firewall uaz Active Directory
1.1 m3ideuse Firewall U Active Directory Domain Services Liteidun1svili Firewall
annsadnfsgiudeya Active Directory delddmiunisnsraaeudns nsldenunetie Tng
a1u150a529d0unanisid eun oldlnenas Test Connection Ut Firewall Management

>Authentication > Servers Iumyj TEST CONNECTION FOR LDAP AND ACTIVE DIRECTORY

Servers

Authentication Servers
SERVER

AWl 4.35 uanentiea Firewall Management iy TEST CONNECTION FOR LDAP AND

ACTIVE DIRECTORY
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1.2 Lﬁ'aﬂmﬁmuﬁ by TEST CONNECTION FOR LDAP AND ACTIVE DIRECTORY \@en Server
dmsunsnageusdu Domain Names 283 Server it b virnnsadnely 91ndwld Usemname was
Password 7ilgivnis ADD 13lu Active Directory w&nm TEST Connection wldnadnssmeluil

1.2.1 nM9vingeuna8 Username Wag Password ﬁgﬂéfawaﬁa connection server : Ok
Log in: Ok

Server Connection

Server Connection

Test the connection to your LDAP or Active Directory authentication server(s)

Authentication Server odpcii.local et

Username com1

Password

a v o ) a ¥
AN 4.36 LLEAIRUININAITNAEDUNIY Username ey Password 7ENADY

1.2.2 ¥MN15nA@eunle Username wag Password fbilsasmzidaulinade connection

server : Ok Log in : bind : Failed user is not authenticated

Server Connection

Server Connection

Test the connection to your LDAP or Active Directory authentication server(s)

Authentication Server odpcii.local v
Username com8
Password

erver: Ok (connected 10 172.18.11.35)

Log in (bind): Failed (user com8@odpc11.local is not authenticated]search binding error, check your searching username or password])

Get group membership

a v v a P
AINN 4.37 LLEANRUININAITNAEDUNIY Username ey Password YNANBY
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1.3 ag‘dmamimwaaumiL%awiaiswm Firewall wag Active Directory

gINTATUNALAIINITYINNITUYBIN TN BI¥MIN Firewall Wae Active Directory &n3insa

THauls Wulusauinawuld

2. yegaunsildusTuvBudufiuana

2.1 msnegaunislguszuulaglilisnisnageussuuluu Black Box Testing laans

nemanisalnaainasiinduinmmvualvieglusuuuumanisalitessyravesnisviela feil

A15199 4.1 WAAINANISNAGDUIEUY

o

winn13al(Test Case)

Fumau(Test Step)

NaaNS(Expect Result)

(FreEafignAed)
Aldungssuume
Username Wag Password 91

LGN
U

1. Jousainievie

2. Uant Login

3.1d Username (abcl)
4.4 Password (1234)

5.naUs Login

Lildnuanansaiingszuula
3.55UULEAINTA you have
been successfully

authentication

(Fhogneilaignaes) dldauly
anansaingszuulavinld

Username #1358 Password R

1. Jousainievie

2. Uaniln Login

3.1d Username (abcl)
414 Password (4568)

5.naUx Login

Lifldanuldannsadigssuy
1o

2.55UUUARITFDUY
Authentication Failed:

Invalid credentials.

(Fregilaignaeg)
Aldelianunsadngssuula
wnlild Username 30

Password

1. BUADLATDUNE
2. Uaniln Login

3.naUx Login

1.55UULAAS Pop up W33

Wou Invalid credentials!
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You have been successfully authenticated.

AN 4.38 vnifwhqLLammamiLsﬁ"@izwﬁ%%

Authentication Failed: Invalid credentials.

@a’tchGuard' "

Username: |
Password: {: B
[odpci1.iocal v)

AN 4.39 Lansntnenensuasfoudnlgaulidnsa

2.2 NAYDINITATIVADUNITITINUTEUU Authentication seuulavnaulaniuiingwauls

A3197 4.2 LEAINANITNTIVEDUNITVINIU

A ¥
LRUN9E)

N13UGURTS

AsrinquIzasAvsalyl

LiveusedngssuunIany

LiveusaidngdsesuuinIang

N

253U Pop WENNSaNg

Y

253U Pop Msin9nsLdng

Y

n53 Rademsldanuu 10S

SEUUY SEUU
3undsruudisassunasids | 3undsvuudisassuuasuds M54
oU WMoy
4l rudumesidnls lneassl | aldudumesidsls Ineasdl A5
<@ wa % <@ wa £

MsNUUsEIRNSITaU AMsAUUTEIRMSITau

. 1o & [ . 1o & [
5.L0g in WiduSaudafou 5.L0g in Widu5audsfou A5
SRANTURANAA SRANTURANAA
6.oiiolultanuuu 2 vy seuu | 6. delidldeuuny 2 vy sTuu 59

v a

ALAAFNTNTITITUDR UL

v a

ALANFNTNTITINUDR UL
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2.3 agunan1snsIvaeunsiinldauseuy Authentication

31nnan1snaaeulunised 4.3 agldimanisnagaunisidildaussuudududiynna
& i ey v 9w v 9 o vaas £
Julumuiianlifeanunsadnldauldilie Username way Password asafiugnudayavesiians
THnudilsamedould waganwanisaseaeulunsnsd 4.4 msdildaudulngduluauunud
119l wudynnmsldauuugunsalldseuud Usnag i0S Nureasmiidiensidng seuuld

Usng

3. psyadeuN S ldanusTUUdanU Log Files

HaINAiliRnRuAToIRBT IS MSUTALIU Log Files fauasyuuaraiusaideusown

[

lUnsivaeudeyaves Log Walngaunsanageunisiildanuiensiaaeutayala fail

3.1 \Weusaiinszuudniiu Log Files W1umne hitps://172.18.11.37:4130 Wazyinemusey

Username LLay Password SU’eNEE@LLaiz‘UU

@gchGuard WebCenter

Username |i_|
Passphrase |— |

| Login |

Al 4.40 wanantisansidigiusunsudainu Log Files

3.2 Wewgdsruundiaznuiuntdidsuansgunsalifieidengunsaliiviinisdaiv Log

Files

@ﬁchGuard WebCenter User: | Help | Logout

4 ?

LOG MANAGER Devices

Devices Name = Connected 1P Address Serial Number Version Model

Servers — DDC11-

Search Nakhonsithammarat pes .'18'1. .360297002. 12.3.1 WatchGuard M4600
REPORT MANAGER

Devices

Servers

A7 4.41 uansmtisnensidnglusunsudaiu Log Files
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3.3 Jevhnsidengunsalasuanantisasdmsugsieasidensiig vein15daiu Log

Files

1®§chcuard WebCenter User: | Help | Logout
. ] ;
LOG MANAGER Devices » DDC11-Nakhonsithammarat Per Client | On-Demand | Custom Time Range
:eVlCES Avallable Reports Dashboard Traffic Web Mail Services Device Detail Compliance
ernvers

Daily | Weekly

Dedrn Default to:  Hosts | Users

REPORTMANAGER | @  October2023 O -
Devices Su Mo Tu We Th Fr Sa Application Usage [ Top Applications by User v |
Servers e e e No data available

8 9 10| 11] 12[ 13

Blocked Applications | Top Blocked by User v |
No data available

2023-10-13 00:00 — 2023-10-14 00:00
Dashboard
Traffic

Packet Filter Traffic

Proxy Traffic

Top Clients By Bandwidth

Top Clients by Hits

Top Bandwidth [ Users (Sent and Received) v |

Web
Most Active Clients
Most Popular Domains.
‘Web Activity Trend
Mo TraTic Surmaty, Uninovn |
Device
Denied Packets
Authentication
DHCP Lease Activity
Firebox Statistics

Detail
Denied Packets
URL Details

Compliance

AN 4.42 LaRetiAng Dash board 984n153ALAY Log Files

3.4 7529@DUNSVIIUDINITAU Log Files

nlaRn1siruaaly Firewall aufiunisdmuivu Log Files deludunsosnauiinines

[

Log Files IP Address 172.18.11.37 aunsansiagaunsvinaulagldénds Command line 1éiail

3.4.1 Whgnsldeuds Command line lagldalusunsy PUTTY @ennisieseniy

IP Address Tngldaiinnisidousewuy SSH

@5.,,

Category: ) ) -
[=)- Session Basic options for your PuTTY session
& ] L.oglging Specify the destination you want to connect to
T eml(:;boa o Host Name (or IP address) Port
' Bel [123.456.789.10 | [1234
i - Features Connection type:
i Wirklow @SSH  OSerial O Other: | Telnet v
H Appearance
Behaviour Load, save or delete a stored session
i Translation Saved Sessions
[+ Selection [
Colours
=)~ Connection Default Settings Load
Data
- Proxy Save
(- SSH
Senial peas
Telnet
- Rlogin
SUPDUP Close window on exit:
OAways ONever (@ Only on clean exit
About Open Cancel

ANA 4.43 wWARIATEASlUSHASY PUTTY dnsutdaunalues Firewall
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3.4.2 \floviinnsna Open agidunisideuneoluss Firewall szuvaylingen Username

¥

Ay Password ﬁm%’ué’”ﬁﬁm%mﬁq Command line ¥4 Firewall

AN 4.44 uansrta1aluSUATY PUTTY d19U login 1 nleanu

3.4.3 {99113 login SeuTeeudilvldeds show log-setting [component] 1iaAN13
W91ures log Nlaiuruaa1linu Firewall Tngliden component 11 watchguard-log-server
\Wenazndouared Log Server 71 Firewall ladstaya log WUl azlardsfio show log-setting

watchguard-log-server @saglananssiunpuiames Log Server inviunlife 172.18.11.37

AT 4.45 uanIn3ldAda show log-setting watchguard-log-server titagUanaslunisdmiu

Log U89 Firewall
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3.5 MAdOUNSITIUNIIAUM Log Files

WeussqingUszasAlunisdaiiudeyaasasmeneufiames (Log File) iieauisagdoua

Usgifinsldanudumesidaladsdndudesaunsafumdaya Log Files nsldaudoundsladwi

(%
v

nsnadeuMIAUYaLaNsIdUgsUAITURBY el

3.5.1 1ousioltnszuudnifiu Log Files Hyng https://172.18.11.37:4130 wagyhanuszy
Username W Password 109fjauassuu Inbudentiade lnsanunsnssymeandonnisdum
Igigtat

Time Range fi @1w13aszyraIatlunsAumla

Log Type A9 11lAv09 Log NIADINISAUNI

a

Any of these words fie MYeyanidIuveIiNszy

ALL of these words fi8 1UayanilAiszy

v = v A

EXACT match of this phase fie Toyanseiufissynnusenis

Y

NONE of these words fa Jeyanuneniiunildiuresissy

@ﬁchcuard WebCenter

LOGMANAGER  Search > DDC11-Nakhonsithammarat @
Devices

Time Range | Custom v| LogType|Traffic  v|
Servers
Search ANY of these wordsl | 4
REPORT MANAGER ALL of these words' |
Devices EXACT match of this phrase| |
Servers NONE of these words| |
Custom Date-Time Range x
Start: End:
2023-08-28 10:10 |2023-08-28 10:00

4 —— >

OK Cancel

dl ¥ ¥ 4 L2
NN 4.46 LLﬁﬂ\ﬁSuiﬁﬁJﬁL’Jﬂ']lﬂﬂ?iﬂﬂ%?ﬂ@yja Log 8auUnaN

=

3.5.2 Wievhnsaumsyuuaglyideua Log Files Masiudaulaniviinisrumlneiivoya

Y

[

assiuingUszasAlunIsdaiu fadl


https://172.18.11.37:4130/

v &

AN91971 4.3 wansnnumnevesdayandaiuiu Log Files

viiadaya AUNUNY

Date-Time

Junaldau

Src

IP Address LAT8IAUNII

dst ip

IP Address 1A589Ua18914

src_user

%o User gy

L0GMANAGER  Search » DDC11-Nakhonsithammarat ©

Do Time Range | Custom | 2023.08-22 07:00 %0 2023.08.30 09:00 UTCO7 00 Change  Log Type| Traffic v
Servers
| Semen ANY of these words| com1 [
REPORT MANAGER ALL of these werds |
Devces EXACTmatchof thaphase. |
Sorvers NONE of these weeds. J

View 1- 25 of 618

Date-Time

2023-08-28 09:11:49

2023-08-28 09131149

2023-08-28 09:11:49

2023-08-28 09:11:49

2023-06-28 09:11:49

2023-08-28 09:11:49

2023-08-28 09:11:49

2023-08-28

a5

2023-08-28 09:11:49

2023-08-28 09:11:50

2023-08-28 09:11:50

2023-06-28 09:31:50

2023-06-28 09:11:50

2023.08-28 09:11:50

2023-06-28 09:11:50

2023-06-28 09:11:50

2023-06-28 09:11:50

2023-

28 09:11:50

2023-08-28 09:11:50

2023-08-28 09:11:50

2023-08-28 09:11:50

2023-08-28 09:11:50

2023-08-28 09:11:50

O Cancel

Page1 of25 -+ 25

Message

FWAlow, Allowed, pri=4, disp=Allow, pokicy =All-to-all-Client-00, protocol=dne/udp, src_ip=192.168.40.155, src_port=60976, dat_p=5.9.8.8, dut_port=53,
S7C_p_nat=223.204.146.59, §rc_port_nat=11780, Sr_intf=40-¥40-Wii, dst_intf=2-388, rc=100, pcct_len=S8, tti=127, src_user=com1@odpci 1.local
PWASow, Aiowed, pri=é, dup=Allow, policy =All-to-ail-Client-00, protocol=dne/udp, src_ip=192.168.40.155, src_port=49708, dst_p=8.8.8.8, dst_port=53,
SrC_ip_nat=223.204,146.59, 8rC_port_nat=46135, src_ntf=40-VA0-Wifi, dst_intf=2-388, ro=100, pckdt_len=58, tti=127, src_user=com 1 @adpct 1. tocal

PWARow, Allowed, pri=4, dap=Alow, policy =All-to-sil-Client-00, protocoledna/udp, src_ip=192.168.40.155, src_port=57333, dst_p=8.9.8.8, dst_part=s3,
oC_ip_nat=223.204.146.59, rc_port_nat=64027, src_ntf=40-VAO-Wifi, dst_intf=2-386, rcw100, pekt_lan=58, ttl=127, src_user=comi Sodpct 1 local

FWAlow, Allowed, pri=4, dsp=Alow, pokcy =All-to-all-Cent-00, protocol=https/udp, src_ip=192.168.40.155, src_port=50522, dst_=216.58.199.227, dst_port=443,
ST_ip_nat=223.204.146.59, SrC_intf=40-VAG-Wifi, dst_intf=2-388, rc=100, pckt_len=1278, =127, src_user=com1 @odpcl 1.local

FWalow, Allowed, pri=4, dsp=Alow, pokicy =All-to-all-Crent-00, protocol=hitps/tp, SrC_P=192.168.40.155, $rc_por=55666, dst_ip=216.58.199.227, dst_port=443,
SE_D_nate134.236.155.237, src_intf=d40-V40-WH, dst_intf=1-CAT, re= 100, pckt_lensS52, ti=127, pr_infomoffset 8 S 1130219090 wn 61690, src_user«coml Sodpcl 1.loce!

PWASow, Alowed, pri=s, dapealiow, policy=Al-to-sll-Client-00, protocoledne/udp, Src_ip=192.168.40.155, src_port=60194, dst_p=8.9.8.5, det_port=s3,
SIC_iD_Nat=223.204.145.59, S1C_port_nat=1639, src_intf=40-V40-Wifi, dst_intf=2-308, rc=100, pot_len: 127, src_user=com1@odpct 1 local

FiAlow, Alowed, pri=4, disp=allow, policy=All-to-ail-Client-00, protocol=dns/udp, Sr._ip=192.168.40.155, src_port=64255, dst_p=8.8.8.8, dst_port=53,
S7C_ip_Nst=223.204.146.59, SrC_pOrt_net=26741, Src_inth=40-Y40-Will, dst_intf=2-388, rc=100, pckt_len=62, ttl=127, src_user=com1Sodpet 1.local

PWASow, Aiowed, pri=4, disp=Allow, policy =All-te-ail-Clhient-00, protocol=dns/udp, src_ip=152.168.40.155, src_pont=55692, dst_p=3.8.8.8, dst_port=S3,
1C_D_Not=223.204.146.59, S1C_DOM_nat= 7054, Src_intf=d0-VAO-Wifi, dst_intf=2-386, rc=100, pkt_len=82, e 127, src_user=comiSodpct 1 Jocs!

FWASow, Alowed, pri=4, dag=low, policy = All-to-ail-Client-00, protocelehitpa/udp, src_p=192.168.40.155, sc_port=60132, det_ip=142.250.199.3, dst_port=443,
STC_ip_net=134.236.155.237, Src_intf=40-V40-Wii, dst_intf=1-CAT, rc=100, pckt_len=1278, tti=127, src_user=com1@odpci1.jocal

FWASow, Allowed, pri=4, disp=Allow, policy =All-te-all-Cliert-00, protocol=https/tep, src_ip=192.163.40.155, 3rc_port=55667, dst_ip=110.164.17.250, dst_port=443,
S1C_D_Nst=223.204.146.59, $rC_intfa40-VAO-W, dst_intf2-388, rce 100, pekt_lenes2, ttia 127, pr_infowolfset 8 5 260051547 win 61690, src_user=comi @odpcil.local
FWAScw, Allowed, pri=4, dap=Alow, policy =All-te-all-Cliert-00, protocoledna/udp, src_ip=192.168.40.155, src_port=62716, dst_9=3.0.8.5, dst_port=53,
1C_iD,_Nat=223.204.146.59, 5r<_pOrt_nat=49425, src_intf=40-VA0-Wif, dst_intf=2-388, rc=100, pckt_len=67, ttl=127, src_user=com1 Sodpct 1 focal

FWASow, Alowed, pri=d, dape=Allow, policy =Al-to-all-Client-00, pretocol=dra/udp, orc_ip=192.168.40.155, src_port=58009, dot_9=3.9.5.3, det_port=53,
S1C_ip_nat=223.204.146.59, 5rc_port_nat=18713, src_intf=40-V40-Wif, dst_intf2-388, rc=100, pckt_len=67, tti=127, src_user=com1@odpc1.local

FWAScw, Allowed, priwd, dispmAllow, policy = All-to-all-Client-00, pretacelehttps/tep, src_ipe192.163.40.155, src_port=SS668, dst_ip=13.107.5.80, dst_port=443,
re_ip_nat=134.236.155,237, sre_intf=40-VAO-Wih, dst_intfe1-CAT, rcw100, pekt_len=52, tt1=127, pr_infowoffset § § 251942232 win 61690, src_user=com1@odpei local
TWASow, Allowed, pri=4, dap=Alow, policy = All-to-ail-Client-00, pretocol=hitpa/tcp, src_ip=192.163.40.155, arc_port=55669, dst_jp=13.107.5.80, dat_port=dd3,
src_ip_nat=134.236.155.237, sre_intf=40-VAD-W#, det_intf=1-CAT, rce100, pekd_len=52, #i=127, pr_infomoffset 8 5 996463239 win 51690, sre_user=com1@odpct1 Jocal

FWAllow, Allowsd, pri=d, dispmAllow, policy =All-te-all-Client-00, protocsi=dna/udp, src._ip=192.168.40.155, src_port=59995, dst_p=3.8.8.8, dst_port=53,
5r<_ip_nat=223.204.146.59, 5rc_port_nat=61049, src_intf=40-VAO- Wi, dst_intf=2-388, rc=100, pckt_lenw61, =127, sre_user=com1Bodpet 1 local

PWASow, Aliowed, pri=4, dap=Allow, policy =All-to-all-Client-00, protocol=dna/udp, sre_ip=192.168.40.155, src_port=49396, dst_p=8.0.8.8, dst_port=53,
orc_ip_nat=223.204.146.59, src_port_nat=18807, src_intf=40-V40-Wifi, dst_intf=2-388, rc=100, pekt_len=61, tti=1327, src_user=com1@odpcil.local

FWATow, Allowed, pri=4, disp=~Allow, policy = All-to-all-Client-00, protocol=hitps/udp, src_ip=192.168.40.155, sre_port=55197, dst_ip=216.58.199.227, det_port=4d3,
orc_ip_nat=223.204.146.59, src_intf=40-VAD-Wifi, dst_intf=2-388, rc=100, pcla_len=1278, tie127, src_user=com1Sodpcil.local

FWAlow, Aowed, pn=4, dsp=Allow, pobcy=Al-to-all-Client-00, protocol=hitps/tcp, Src_ip=192.168.40.155, Src_port=55670, dst_ip=216.58.199.227, dst_port=443,
SrC_ip_nat=134.236.155.237, src_intf=40-VA0-W, dst_intfe 1-CAT, rcm100, pekt_len=52, tti=127, pr_infowofiset 8 S 1728872343 win 61690, src_user=com1@odpet 1.local

FWANow, Allowsd, prim4, dip=Allow, policy =All-to-all-Client-00, protocoledne/udp, sre_ip=192.168.40.155, ere_port=S6801, det_p=8.9.8.9, det_port=s3,
SrT_ip_nat=223.204.146.59, $rc_port_nat=1190, src_intf=40-VA0-Wifi, dst_intf=2-388, rc=100, pit_len=64, =127, src_user=com1Bodpcll.local

FWASow, Allowed, pri=4, disp=Allow, polcy =All-to-ail-Client-00, protocol=dns/udp, Src_ip=192.168.40.155, src_port=57863, dst_p=3.8.8.8, dst_port=53,
Sr¢_ip_nat=223.204.146.59, Src_port_nat=61249, src_intf=40-¥40-Wifl, dst_intf=2-388, rc=100, pida_len=64, tti=127, src_user=com1odpct 1.iocal

FWAlow, Alowed, pri=4, dap=Allow, policy =All-te-ail-Client-00, protocol=hita/tcp, src_ip=192.166.40.155, src_port=55671, dst_p=13.107.6.158, dst_port=80,
$rC_ip_nat=134.236.155.237, src_intf=40-VA0-Wil, dst_intf=1-CAT, rc=100, pekt_leneS2, tti=127, pr_infowoffset 8 S 14993208 win 61690, src_user=com Sodpct 1.local

FWASow, Allowed, pri=4, dup=Alow, pobicy = All-to-all-Cirent-00, protocol=hitpa/tep, e
S7C_ip_nat=223.204.145.55, src_intf=40-V40-ifi, dst_intf=2-388, rc=100, pokt_len

19~192.168.40.155, 5c_port= 55672, dst_ip=204.79,197.239, dat_port=443,
2, t=127, pr_info=offset 8 S 4196662245 win 51690, src_user=com1@edpcil Jocal

FiATow, Allowed, pri=d, dispeAllow, policy = All-te-all-Client-00, protocol=https/tep, Src_ip=192.168.40.155, Src_port=55673, dst_ip=216.58.221.196, dst_port=443,
S7C_D_Nt=223.204.146.59, Src_intf=40-VA0-Wi, dst_intf=2-38B, rc=100, pel_len=S2, tti=127, pr_infowolfset 8 S 2432745471 win 61690, wrc_user=com1 @adpci 1 Jocal

AN 4.47 uanwIegetayan1sAUMT Log Files SauUmas
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3.6 ayUnan1snsinaeun1sldaussuudniu Log Files aniiladvinauneaeuidigssuy

AsIvERUMTTeNRD wazAumtoyadounds aguldnssuiunsdmiu Log Files vauldmiuunu

Ak



4. AFIFOUNANITATNUAAINABINITVDITEUU

| 2 as s = a s . &
LU DNLUULE SWLIDITLAZLATDIADUNILN DS LOg Files 19U

4.1 951980 ULYSNLIDST

[

A5 4.4 NIATIIABUANGNYLIATBATINLIES

54

wHuinely n1sUURDI AseIngUsaAnsly
1.sguudUsn1s windows Server | 1.58UuUjuAn1s windows Server M99
2012 2012
2. CPUs : 4 cores 2. CPUs : 4 cores PN
3. Memory: 12 GB 3. Memory: 12 GB £33
4. Hard Drive : 100 GB 4. Hard Drive : 100 GB PN

4.2 aT1deUARNRIMDS Log Files

M1397 4.5 NIATIIADUANGNBULIANIZIATBIABNTIAES Log files

wruinels QEETRIEEER AsrinquIzasAvsalyl
1. syuudumns: Windows | 1. ssuuyfjuAnis: Windows 10 BN
10
2. CPUs : 4 cores 2. CPUs : 4 cores #99
3. Memory: 8 GB 3. Memory: 8 GB #1139
4.Hard Drive : 100 GB 4.Hard Drive : 100 GB liieanesionisldanuy

4.3 HAN1INTIVERUAMANYLLATOIABLNINBSTS YIRS UAEADUTINET Log Files

91015797 4.4 wansliiunisivuagudnuaas0adsHesduluauunungly

a Y J (% al a 4 . a
AEAINAITNN 4.5 LLE"I@QEL‘VILﬁu%qﬂ’ﬁﬁ]i?"ﬂﬁaUﬂmaﬂ@mgLQWW%LF’WENF’]@&IW'JLG]EJ? log files Usuand

[ '
[y

NundaLAutoualuiie e

Y
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5.1 #UNIINTIVABVUTLANS AINN15YII91UTB AT a8 B U as L nlaald AT paile

Microsoft 365 network connectivity test tool Aiun1snaaaulUTaUEUNaNISITNUNDULAY

PAIRAANITZUU Authentication toNasIn1s199 4.8

A9 4.6 WEAAHANSHUS UL UNISNAABUNIS LY IUNDULAL AIRANAITEUU

wAN15al(Test Case)

Aauldaruszuu AD

NAIYIIUTIUU AD

Media Connectivity

No errors

No errors

Packet loss

0.00% (target < 1%)

0.00% (target < 1%)

Latency

86ms (target < 100ms)

100ms (target< 100ms)

Jitter

3ms (target <30ms)

2ms (target <30ms)

(%
(%

1NAITNN 4.6 LAAIAIUITNSIRAFINITITIIUTZUU Authentication lidanansznuse

Usgdngnmnisinauressyuuaseviedumesidavesdinanudesiuaiuaulsai 11 dmdn

UATAITITUINY

Microsoft Teams

Test Result
© Media connectivity (audio, video, and application sharing) No errors

© Packetloss

A Latency 100 ms (target < 100 ms]

© itter

Connectivity

All connectivity tests passed

AN 4.48 WAAIHANISNAABUNSILTIUSEUU Authentication
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5.2 ATI9EOUAINAINITANITVINIUVDITEUY INISIUSIUBUNTYINOIUIBITEUU NDUNNT

TH9UTZUU haendINISIgUsEUU WinSauiisuUsesansnmnisyinaueeessuy nesalul

1. aT9aeUl ldusEUUIATaTIeiaunisidausEuL Authentication Tnenisvinnisidnty
M333a0Y IP Address veurldauszuume Firewall lnguannadanmi 4.61 felianunsaseyd

) v ay v va & A = a v Yy o oA 19 avy
mnuldnunlilafinnsnsteirsesneuitunesiiaenadasivtegldnuasld

wrcaraces | oomess — | wosr | roous S [ oorme |

V100-LAN 192.168.100.216 DESKTOP-KIC4M7F a0:8c:fd:da:c9:ae 2023/11/16 08:55:49 2023/11/16 16:55:49
V100-LAN 192.168.100.50 Aekachai-k 74:56:3¢:57:68:31 2023/11/16 08:31:18 2023/11/16 16:31:18
V100-LAN 192.168.100.235 LekAdmin 34:64:39:34:62:98 2023/11/16 08:22:55 2023/11/16 16:22:55
V140-LAN 192.168.140.20 DESKTOP-F3]J4QHS 1c:69:72:97:f6:7e 2023/11/16 08:33:51 2023/11/16 16:33:51
V141-LAN 192.168.141.39 DESKTOP-HMGPJ43 50:eb:f6:26:19:f3 2023/11/16 09:03:37 2023/11/16 17:03:37
V141-LAN 192.168.141.45 DESKTOP-N7HLFHS 1c:69:7a:7c:bc:4a 2023/11/16 08:44:30 2023/11/16 16:44:30
V141-LAN 192.168.141.47 DESKTOP-VFECGMP €0:18:03:b4:cc:8c 2023/11/16 08:43:15 2023/11/16 16:43:15
V141-LAN 192.168.141.44 DESKTOP-4NFFMTM 1c:66:6d:90:e5:9f 2023/11/16 08:42:32 2023/11/16 16:42:32
V141-LAN 192.168.141.43 TEMPIT 1c:66:6d:90:€6:68 2023/11/16 08:34:49 2023/11/16 16:34:49
V141-LAN 192.168.141.40 DESKTOP-KSLQH6L 1c:69:7a:98:32:81 2023/11/16 08:24:10 2023/11/16 16:24:10

A9 4.49 Uanman1InTIRdeuLldausTUUIAseYIenaunsideu sEUU Authentication

2. A593@0 UK IUTTUULATRY8NA N1 91UIE UL Authentication Tagn1sidly
M51980UT1UIUR 19911 Authentication List Ut Firewall lnguanafan1ni 4.62 Aea1unsnssy

snuveldeulain User fivinisldau

Authentication List

Authentication List

Summary
Mobile VPN with L2TP: 0 Mobile VPN with SSL: 0 Mobile VPN with IPSec: 0
Mobile VPN with IKEv2: 0 Access Portal: 0 Firewall: 3

Total Users: 3

Users Locked Out: 0 = UNLOCK USERS

Authenticated Users

LOG OFF USERS

v | user TYPE DOMAIN CLIENT ELAPSED TIME IP ADDRESS

v haris.h Firewall User odpcli.local Authentication portal 0 days 00:48:29 192.168.40.179
v kanaphot.t Firewall User odpcii.local Authentication portal 0 days 00:40:56 192.168.143.25
v nopparat.b Firewall User odpciil.local Authentication portal 0 days 00:08:01 192.168.100.69

AT 4.50 WARINANITATIFABUL IFUTEUULATEYINAINTIYTL S8UU Authentication

3. M529@UUTEIRNSIINUTEUUNBUNISITIIUTEUU NITEEIIUIZUULASDYNENBUNIT LY

USTUU Authentication lifinsdaAvyseiRnisldaunsadig

4. MSI9@DUNT FTINUTLUUNAINTTEITIIUTEUU Authentication Tag@1u150L01M53980U

Usgianislaauniednelaniu Log Files Server
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AN5197 4.7 WSeUMBUNISYINa I UNDUBALNEINISITINUSEUU

1 } 74 L v
Aauldanuszuu NAIIYITUTLUU

lanunsaslaniilasldnussuveging anansaseyinugldanusyuula

lalanunsansiaaause Innsidaudaunadls  @1u150m529@aUUsEIRNTS M UG UNILR

lanusaundesdoyanigluainmatntien  awnsamuaumMadazetneannsiindiedn
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Hardware | options | Resources | Virtual Machine Version: 11 /&
Disk File
I LS iioaices Add M [[Gatastore1 (7)] S50 Cient/SS0 Cient.vmdk
| Freawae Summary
W& Memory 4096 MB Disk Provisioning
|| @ crus 4 Type: Thick Provision Lazy Zeroed
B videocard Video card Provisioned Size: o [e =

& VMCI device Deprecated

|| © scsicontrollero LSI Logic SAS
{| @ co/ovo drive 1 [DDC_STORAGE (3)] W... Vel Device Node.
© Hord disk1 Virtual Disk
|| & Floppydrive1 Client Device
|| @ Networkadapter1 MPLS

Maximum Size (GB): 520.46

[Scst (0:0) Hard disk 1 ~|

Mode

™ Independent
Independent disks are not affected by snapshots.
P

Changes are immediately and permanently written to
the disk.

c
| Changes to this disk are discarded when you power
of
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Sufi (Date)
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a aa v v & v a s .
M19797 4.9 wansadan1sldauszvudaiutoyaasnasnouiinmes (Log Files) vas

dinaudesiumiuulsnd 11 JmMInUATATEIINTIY 9WIU 47 Fu 589IeTun 24 fugieu w.e.

2566 feTuil 9 neERnIBU N.A. 2566

Caaiy Fudl Swoumadilden | Swoumsdildouilouy | Swougunsalitdld | Swouddle
59 Ufjueis nu nu
1| 24/09/2023 19 12 19 12
2 25/09/2023 190 196 188 106
3| 26/09/2023 174 175 169 102
4 27/09/2023 168 172 161 92
5 28/09/2023 163 204 156 93
6 | 29/09/2023 128 135 121 76
7 30/09/2023 26 29 23 14
8 | 1/10/2023 12 39 12 9
9 2/10/2023 168 180 166 100
10 | 3/10/2023 193 195 186 106
11 4/10/2023 199 195 193 113
12 | 5/10/2023 192 201 188 108
13 | 6/10/2023 193 199 188 110
14 | 7/10/2023 35 22 25 19
15 | 8/10/2023 14 13 15 10
16 | 9/10/2023 173 177 172 101
17 | 10/10/2023 173 177 169 100
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Gty Ful Swoumadilden | swoumsdildouilou | Swougunsalitdld | Sl
39 Ufjudis nu o
18 | 11/10/2023 197 199 188 107
19 | 12/10/2023 187 186 182 102
20 | 13/10/2023 20 9 16 11
21 | 14/10/2023 6 2 6 5
22 | 15/10/2023 5 5 5 5
23 | 16/10/2023 174 184 173 105
24 | 17/10/2023 200 212 191 109
25 | 18/10/2023 189 203 179 104
26 | 19/10/2023 169 167 163 97
27 | 20/10/2023 191 176 174 98
28 | 21/10/2023 27 13 25 17
29 | 22/10/2023 15 12 16 10
30 | 23/10/2023 21 18 20 12
31 | 24/10/2023 192 205 189 110
32 | 25/10/2023 189 184 184 113
33 | 26/10/2023 192 193 183 111
34| 27/10/2023 185 174 172 107
35 | 28/10/2023 29 22 27 17
36 | 29/10/2023 22 17 21 12
37 | 30/10/2023 156 165 154 93
38 | 31/10/2023 203 196 190 111
39 1/11/2023 198 190 186 109
40 | 2/11/2023 199 209 193 110
41 | 3/11/2023 177 171 168 105
42 | 4/11/2023 22 14 19 12
43 5/11/2023 10 7 11 8
4a | 6/11/2023 198 224 198 115
45 7/11/2023 213 218 203 117
46 | 8/11/2023 194 192 190 115
ar 9/11/2023 207 215 198 118
37 6,207 6,303 5,975 3,536
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4.3.2 Msdaiviarseuieyaasvsneuiames
foyaasasaoufinmes (Log Files) fanuavasszu fpuaszuvanunsagedoadaya
dgalnsuanidoya anmunisalitnldoy Judewd Jeglinu varemaivhaudesio Wilnaea
FldFeusouazulouionissnemuiuaslasndsveslisieasd (Policy) fivdesliiiunisldeu

lnganusaidenuaninalugukuy Dashboard %138 export sanunlugulng CSV tied1esionis

Ussgnaldsiniulusunsudu

LocmaNAGer  Devices > DDC11-Nakhonsithammarat

Per Cient | On-Demand | Cusiom Time Range
Devices Available Reports

Dashboard | Traffic | Web | Mail | Services | Device  Detail | Compliance
Servers
Daily  Weekly
Search -
September Packet Filter Traffic [Daily Trend vi| | Proxy Traffic [Daity Trend v|
RepORTMANAGER | @ tumber 2023 el - wo:v -
Devices Su Mo Tu We Th Fr Sa e | e =
‘ e e
Servers o | o e
w | i
|
o | 0.60
‘ 10
24| 2526/ 27) 28] 29] 30 ol 0.4¢
2023.09-24 00,00 — 2023-08-25 00:00 | e
Dashboard .20 i
Tratfic |

Packet Fitter Traffc |
Proxy Traffic

Top Clients By Bandwidth
Top Clients by Hits

web
Most Active Clients

Most Popular Domains External Interfaces Bandwidth [Extemal v]| | veN Interfaces Bandwidth [ven v|
Web Activity Trend No data available T | | Nodata available T
Web Traffic Summary i )

ice
Dened Packets

DHCP Lease Activity

Detail
Denied Packets
URL Details

Compliance

A9 4.53 UanInLEAIUeYaITIIsARNNImETuFULUY Dashboard
HALATEUUAINIA A anTIAaRUT YA 1aTABNTIM T YR I ulaniy w.s.u.
a = g v v g v
ARLIMTAD Tuia1Wlden IP Address Aun1s IP Address Uanennd portuazlusinmeaildau

sufenusaszyimnugldnulanuingussarvesnuide

LOGMANAGER | Search > DDC11-Nakhonsithammarat ©
SR Time Range  Last 1 Hour  v| LogType|Traffic  v|

Search ANY of these words | Paweena
REPORT MANAGER ALL of these words
Devices EXACT match of ths phvase

Servers NONE of these words

+0R  Psearch

Search complete: 287 records  Export  Clear
View 1 - 25 of 287

2023-11-17 17:44:27
2023-11-17 17:44:27

2023-11-17 17:44:27

sp=Allow, policy =All-to-all-Client-00, protocol=httpa/tcp, src_ip=192.168.40.66, src_port=64927, dst_ip=5.8.8.8, dst_port=ad3,
~40-

649
2023-11-17 17:44:27 Vifi, dst_intf=1-CAT, rc=100, pckt_len=64, ttl=63, pr_info=offset 11 S 1489441570 win 65535,

I-Client-00, protocol=https/tep, src_ip=192.168.40.

-to-s €_port=64928, dst_ip=8.8.4.4, dst_port=443,
V40-Wif, dst_intf=2-388, rc=100, pek

2023-1117 17:44:27 fiset 11 5 3948026653 win 65535,
2023-11-17 17:44:27

2023-11-17 17:44:27 8.6.8.8, det_port=53,

17, src_port_nat=15867, src_intf=40-V40-Wifi, dst_intf=2-388, rc=100, pekt_len=

A9 4.54 MsruUseiiteyaasnasaeuiames gauamunsamvuaeulylunisAum
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3) ﬁmumwznaﬂumi%’mLﬁwﬁws’lmmmaﬁzwfﬁ'@Lﬁuﬁagaaiﬂﬁ]iﬂamﬂama%

4) My lunsaunisenuiiiengiiumivue

5) AMUUAVUIANUN LN TIALAUNTNTIE9TUY

@8 WatchGuard Server Center

File Help

®:, Servers
Q; Management Server
Wl Report Server
#4 Quarantine Server
% WebBlocker Server

*& Users

&l Log Server WatchGuard Server Center

Server Seftings  Database Maintenance Notification Logging

Database Size -
Maximum database size: 150 |GB Current database size: 59.71 GB
Available space: 90.29 GB (60.2%)

Automatically delete data older than |91 day(s) Last updated: 111772023 06:27 P

Refresh
Authentication Key Setting -
Change the Log Server Authentication key Modify

Logging Connections
[] Disable TLS 1.0
Diagnostics Logs

Purge Diagnostics Logs

This option deletes all Diagnostic log messages generated by your devices (Debug level or higher) from the Log Server database.

Reset Apply Help
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11. 7 @5 PDPA niineuensy neuvsemiudeyadausi. duAudie 25 dwnau w.e. 2566. 910

7 &vis PDPA Wilnaumsy nauussnaudeyadiuda - SO PEOPLE

o A

12. nufN15UsEilY (Evaluation Theory) 8.03.9003 LWAdRTa. duAullle Tufl 31 &wnax w.e.

2566. 970 https://home.kku.ac.th/sompo_pu/spweb/evaluation/evaluation-theory.pptx

13 AUIUNANIIDE AT "NLS 81" Taro Yamane. dUALLle 24 fanau 2566.

970 https://digi.data.go.th/blog/method-of-controlling-the-sample/
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Adlansldauuuneuines

1. Wdldnuduwmeds Wedhgduwesidnszuu azthlug (redirect) ludawi Login

https://ddc11.watcheuard.in.th:4100 Gl'mgﬂﬁ 1 @1u150td Username way Password ﬁléf%

waznldaulaas

Username: | Aekachai.k | e
il

' ™ Password: | ssssssssssse
atchGuard | |

Domain: | odpc11.local v |

| Login || Reset |

N7 1

2 mnbumiienadsgun 2 Wine Connect windassuuldnungin Login Winau Wiln Web

browser lafle 1w Chrome , Edge , Safari ,#509U¢) Waafiuw 1.1.1.1 munni 3 udnm Enter

A Mot secure | haspsy19E168.300,7:4100/ Tw_user_login tmi Tredirect = hitpy v msficonnectiest.oom redinect fm ]

Connect to a network

The network you're using may require you bo go to its sign=in page.

=

NN 2


https://ddc11.watchguard.in.th:4100/

B & Google x |+ - O X
~ O w1111 e y -
Gmail sum i o Q

0

L 4

L

) 4

AT 3

3. mnuasedla iantisnedsnng 4 wazdeldansnsadiigniin Login whldala lvinaf A1
Advanced %38 Tugsluniwilng Lilena Advanced waagusngvinasiamiuning 4 lving

Continue to 192.168.200.1 (Unsafe) *** faa1unsitiotaasluldwuuining Link dlatae

Your connection isn't private

Attacikers might be trying to steal your nformation from 192.168.200.1 (for example. passwords,

messages. or credit cands).

NET-ERR_CERT_COMMIOMN_NAME INVALID

.+ advanced

This server couldn’t prove that it's 192.168.200.1; its security certificate is from
ddec11.watchguard.in.th. This may be caused by a misconfiguration or an attacker

intercépling your connection.

Continue to 19216820001 (unsafe)

NN 4

4. ilonm Continue to 192.168.200.1 (Unsafe) agiinguiinging anuniwd 5
T¥insen Username : il#iu Password :

\den Domain tu : odpcll.local (UnfasiuASusiuegu)
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Username: |Aekachai.k

‘ = Password: |lol.o.o....o
@atchGuard e

|
| —

|l
i
@

AN 5

5.4dl9 Log in d§aszuuthlugminiu google.inth awnsaldaulsiae

Google

6./1NABIN"T Log out g https://ddcll.watchguard.in.th:4100 Wiinm Logout

You have been successfully authenticated.
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Adlan1sldaruvuiiena

1. Wlduszuvdudusinuuu Tablet , Smartphone

wneleusedunesilnagudiinldnulils Winadwydnwal (i) information icons

09:14 ol T &)

< Settings Wi-Fi Edit

Wi-Fi (;

 ODPC11-Wifi s {0
EOC_WIFI 8 =0
Other...

Ask to Join Networks

Auto-Join Hotspot



2. Wiaiingwin Information lvina#iUs Forget This Network, visefsnaiusiegu &

A -1
LNDANLAIDUIYU

09:14 -l = &)

£ Wi-Fi ODPC11-Wifi

No Internet Connection

If this is your Wi-Fi network, try restarting
the modem and the router, or contact your
ISP.

Forget This Network

Auto-Join ()

Auto-Login

Password ssssssee

Low Data Mode

Low Data Mode helps reduce your iPhone data usage
over your cellular network or specific Wi-Fi netwarks you
select. When Low Data Mode is turned on, automatic
updates and background tasks, such as Photos syncing,
are paused.

Private Wi-Fi Address ()

Wi-Fi Address 42:57:30:B7:DD:74

Using a private address helps reduce tracking of your
iPhone across different Wi-Fi networks.

Limit IP Addr eSS ckio C— ()

v
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) = A A v a &
3. NAYULUNITAN LW@aﬁJﬂ']{leN']ULﬂsaqﬂﬂu

Forget Wi-Fi Network
“ODPC11-Wifi" ?

Your device and other devices using
iCloud Keychain will no longer join this
Wi-Fi network.

92



93

4

4. ¥I9AUNT MU HUSDEWAD NALYAUABLIN TN ULATDUNY Wireless NHpIN159nATS 1d

password U89 Wifi #11niin1sana

09:30 1l 56 @ Enter the password for “ODPC11-Wifi"

< Settings Wi-Fi Edit Cancel Enter Password

Wi-Fi

o

Password

You can also access this Wi-Fi network by bringing your

S IPhone near any iPhone, IPad, or Mac which has
NETWORKS t t
connected to this network and has you in their contacts

DIRECT-Mo-EPSON-L5290 Se... & =

ODPC11-Wifi &=

®
EOC_WIFI & =0
®

Other...

Ask to Join Networks Notify

Known networks will be joined automatically. If no known

ole, you will be notified of available

Auto-Join Hotspot Ask to Join

Allow this device to automatically discover nearby

personal hotspots when no Wi-Fi network is available.
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5. WaleudasyUsaekassuUIzUINgMTsd msvEuduinuly nsen Username password

AV v A
Alesuannnumaluladansaune

09:14 ull 56
& ddc1l.watchguard.in.th
ODPC11-Wifi
Log In Cancel
S |

r——
P L
@ atchGuard'| "™

o
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1y a o/ 1
@uamiwaauwamu

1. 98997n1A5U User log on wag Password a2

ﬂdilﬂﬂﬁﬁﬂﬁﬁ‘g LU LE LA

o a2 =5 J
Ungtanue nILIeEvIo

User logon: Khem.k
Password : pl2s

f9e19 User waz Password Nlasu

2. Wldedesmeuinineivizenaufiumeslindniviniu fezdldnudunedidnes ans.11 Taeidh
Tudmaiules - 172.18.11.35/RDWeb/Pages/en-US/password.aspx
130 https://172.18.11.35/RDWeb/Pages/en-US/password.aspx

I1@ e



https://172.18.11.35/RDWeb/Pages/en-US/password.aspx

3. e lugsdedluden 2 uwi ssusnguiniuled Tinady Advanced vietugs nulugy

N

Your connection is not private

% U tﬂgj
ATUANU

Attackers rmight be trying 1o steal your information from 172.18.11.35 (for example,

passwords, messages, or credit cards), Learn mare

NET=ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of secunty, turn on enhanced protection

—

Advanced Back 1o salety

i

4. ndsandinadu Advanced wan axUsnguiniules linafasddoninu Proceed to

172.18.11.35 (unsafe) nalugudnuansil

A

Your connection is not private

Attackers might be trying to steal your information from 172.18.11.35 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced

This server could not prove that it is 172.18.11.35; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 172.18.11.35 (unsafe)
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5. Wlowinnasd Proceed to 172.18.11.35 (unsafe) azusInguiciules aslusuduasd

€& > C A Livaoady | https//172.18.11.35/RDWeb/Pages/en-US/password.aspx

 Work Resources
" RemoteApp and Desktop Connection

Domain\user name: I

Current password: I

New password: I

Confirm new password: I

6. 35N15LUABU Password

9999 1 Domain\user name ﬁaiﬂd‘ﬁaga Domain MusIe “\” a1unle Username 71

195U WU Domain s ODPC110 wazm i Username k93U “Khem.k” aatiulvnsanlutas

Domain\user name 2z l@L1 ODPC110\khem.k

%947 2 Current password : Tnsenau password 7lAsU Ao p12s
%997 3 New Password : d1m3un1snmunsia Password vl 91599n159zf098d1uu
9819108 6 FITNWYT UMINWIDINGURATAILATNAUAY

4999 4 Confrim New Password : lnsanasanuya9i 3 1d Password Tudiidasnisdn

ATIMAIRINNTBNTOLAATUNNYBILAY T1ANA Summit

[ suomit | Cancel
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& > C A livaoady | hitps//172.18.11.35/RDWeb/Pages/en-US/password.aspx 2 %

@ Work Resources
muernmulen - RemoteApp and Desktop Connection

Help

Domain\user name: IODPC1 10\aekachai.k

Current password: I sesees

|
|
New password: | ........ I
|

Confirm new password: I --------

(S ]

7. Wenady Summit glavtiaeeunm

A ivaoasdy | hitps)//172.18.11.35/RDWeb/Pages/en-US/password.aspx?Error=PasswordSuccess 2

s
&) Work Resources

mearnmulan - RemoteApp and Desktop Connection

Help

Domain\user name: I

Current password: I

New password: I

Confirm new password: l

Your password has been successfully changed.




8. N3fNINTAL Yo KU vise san1sdnldnu dedlduuuresu deluilivedinsiaau

waluladansaume

wuuesuudsduegliviosvianu
AT e LI SO L3 IO (nwlne)

. e e e S (nwndangw)

@

TunmsTinumalulagansaune drdnnudesiumunulsad 11 Ssiauaseisssusy drlld
& = 2 ] ' - o = 2 = o '
Wiu swsau wanawmedoyadiuypravesiny iietagUssasdlunmsved o [¥vdaswari il Tae
onasuansudussratuiiiedudiunisvemidouaniauussareedofldniasianiilmi
(reset password)

v
&

& > v e - o & ¥ oo = > |
YNU ADUNTLAAILAAU ?JF]WL“J'T“L@W?WUQQQQQﬂigﬁQ?ﬂuﬂqiLﬂUiQUiqu ‘LGU WiaLUmLNH‘UaHa?ﬂU
o = 9 a o o
URARGAINATI LLastﬁ’J’IQJLﬂJﬂﬁlﬂLLa’J
% v qw = 4= 2 = v o )
%WWLQ{LVIF’]’T]Mﬂu&lallvﬁaﬂﬂlﬁﬁlﬂﬂﬂﬂqrli.lfJ‘UEJEDJIULE)T‘]H'}5Uﬂ’]ﬁ]ﬂ'ﬂ§]ﬁllﬂi‘[§]ﬂﬁ']ﬂ‘\ﬂﬂﬂ']i UIAY

Y vy vy = Ao » w = =y o =
NIVUNYP wardms vt Easaaeuminduesuiidaiiolaflaiuualunsal ddeadqiadns

ANL YL

O Wirnnudueey O lilvmnubusey

' 2 2 a
AUTRUMN
gnilumsildsusiariiusauses
LIBEIEAITES cnmmammanmnnammsrmasenivaea s
-
L 12 IO

100



101

AANUIN Q

BuUsiaund



102

wuuEBUAIN
UssiluUsy@vduaveansssyinunarBududyenadilfnuduneside
dndnaulesiumueulse 7 11 upsARsITNIY
AR
Lt ¢ e a a o o A e W v 8y
wuudeunuifignUsvasieUsuilulsyAvEnaveanissvyimusasBuduiyaeadiliau
Buwmesiila dnfneulesiumunulse 71 11 uase3sssusy dedwaildlUldususenunmns

o

aullunuszuvansaumenaly wuuseusuuUieeniy 3 @ daill

Tusaviuedonang v adlutes O wihdernufinsafuanuiuatwesinanniian
dauil 1 Feyavhiluvesdrouuuuasun

R 151 1T R ————

2. 91y

21-30% O21-40% Ca1-507 [ 51 38wl

Tusavinedeang v~ adudesinlumasinssfuna@adiuvresisnniiaa

dauil 2 mAadiuesyransaihnulesiumuaulsed 11 dmiauaseisssusy sensUsydy

o

UsyAnSuauavanudSavessyuvansaunealudiu fail

Py D) % o
Nqﬂ‘lﬂqﬂ an Yunang Uae uﬂﬂwqﬂ

(5 @ (3 2 6))

Usuaulsedvisua

1.91UANELAIN IUNI5 W IUTTUY

!

1.1 vindlenudilafeatuisansldaunis

o o

Budusymea

1.2 vinufleuannsalunmslinstuiusyeas

FEAULDY

1.3 ausiaiavesnszuiunstudusyeea

Wadasnsdldeu

1.4 ealagainkaresenIsldssuy




103

Uszaulseaviswna

WNVEA

(5)

an

@

Yunang

(3)

9/
Uat

2

9 ] o o
2.audrlaigatuanulasnne

2.1 anulaieafuda ivuawasBouluas

nsguduiyang

2.2 ANAAQUBINITINEIANNUADANEUDY

1% o o 4

pyauazdeayadAyvetesinsvaldom

=y ¢ @
BUNDILUA

2.3 analddyvesnistestuntsdndildlasu

o = g @
augwlumslfnudumesis.

3.anulananuara21lbaie

3.1 sgsupnuuaenadieva sz uuBudumupaa

3.2 AUNIOUNTLUUBUURAPARBNTT

Jasdumsusninesianisazdinpnudaensy

3.3 pnadeielussuududusypeangly

4. myatuayusitumslday

4.1 Msldsummiuarnsaduayulumsling

AsEuSUAINY

v

4.2 syuvilnswisdeulunsdiiadalianana

4.3 mslasumsuitgmilunsdifadeRanain

o o Y oo @ oA .
A3UN 3 VOLEUDLUE/ VDAALAULWULAL




