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wena i3y Action Plan §eanunsavsuenlidsanudnsavesusazaulanieg ¥aelivn
Ao a Y o = Y v a va a = v o= & | 1 o
AuNdANAgITeItuNY SuwildudnlawasyURlulunienafeiu Fefasyelinisinau
o & t4 1 = < ' X
d1159lA081991U5U 157 wazd1eTu
99AUIENBUVBY Action Plan Jfsil
' o [ <o 1% ‘:1' Y o
- Founuaru (Name) lun1sviaruunazd udnduszdosssyd sunuulidniay
wsgvstglviauluiin viierumifgitesivinauaunsaujifnulaegegnses wagliduay
- NFBUIUNTINU (Process) lagdssaessytunounan 9 Hifaustunaulsniuisiunau
gaving

[

- Aanssun1svinanu (Activity) AedsillonliseydsiiFonilundasdunsuveinisviiau
WetmuslsifuvSegiiAeadesfiRnululufiamadieitu

- AT esegiaan (Deadline) Tneasdinsssydisssernaveusazfianss uazdunon
FaueesnsruunMsnnuBuariuandoln honmaseuanudiSaluusazduneu

- unud1309 (Backup plan) msiTlilunsdiunuindliAaditymvideguassa FerhuFennsdl
wdrseadielidifagarmativing

- Usziiuanuided (Risk) 1919uAndulumiuni1syinauiavan sudalulsazianssusie



[y

- §3URinvaU (Owner) TulaunN159MUTIvNn Agdoddl SURAveUINoRBYNTIRADULAL
a & = v o & a{' o
AAANLTUYIINTZUIUNTT LB TRUANSaMULAUNIGL)

- quUszNal (Budget) Tumaula q Anunuallazdesrdedssulssuiuiaueilinaeg

WinanAudevneRo1naTule

2.1.2 D - DO WRAIUINI9DNHAZATIUNITATUAL
NAIINAAUALAULAINDINANTIZAE DY INTIzaEfoukUAINa1NUTTTe ATuN15aS
A v o & a
W LM AUNAA NG

U

Tudumauilfesszdnliianedn nsandunmssniadymaunuuiane Jadumanaiiasld
[ | v A o 1 1l A <) & = 1 v = 1%
wHusanafufindiTeslifnaunsaidulusiandidn 9 W@eneu nsizanimwingeufianiuauls

aztaatumnudsrmeniadulilrdanansenuldnausem

2.1.3 C - Check Usziaiunazdasuna

(%
[

Weadunisundaganiuds azdeswsivaeulinladn unusinandinadnsiduluaudiian

faan1svise bl

d1uszauanudnianiudatin Aawnsarndunislugduneugaingldias wadnly
Uszauanudusa Aasideyaiildunimssimanmsveslagni udrdniunisiunoun 1 -3

% (Y]

Insauninasuszauanudisanseniumaiansvualy

2.1.4 A - Act YSuusaufilusazansuaulusisaly
v a wa Y o & oA g ° < Yo
a1nsufuRunuanayssavaudsaduegned Adswiandautuinyssendldiunnay
L3 ! a = Y a o 4{' ¥/ N
83ANT W1uN15UTENA Useu Bla visensianiseusuneluuie wieasiinisdsuulasau

AneuLnsg Ul



2.2 miﬁ@ﬁlﬁﬁ'}ﬁﬂ (Authentication) [3]

£ < N 5

N1352UAINUNITREUAIAU waznsIians 1Wunszuirunismimalulaguildaiuad
n¥neInsAuLAzszUILAS W atdunsiuyszansannuazdnoninlunisinvinaudy
(Confidentiality) A3ugnse (Integrity) kazaunsauldvastoya (Availability) sadadielyld
AnmsgnanalneglivszasdivionnTusunsuuisssanldifiunndu mnfamanaumie
gnunInTueatundsanudmeegnaunineseasdns lunisdudunistazgaevinliguuu
ns¥nwiaudasndovesdeyaidulustrsumnzay uazdivanaudsainnisuasuuas
FyAnaTAAIN91NNTINGEINT IR 9 ImagﬂLLUUGU@@ﬂ'ﬁzmumimdwﬁﬁadwLﬁuaaﬁﬂizﬂauﬁ

d1Agy eanndndudeserdamalulad wazarudamzmaiienar ldlunisnivaudoyasis ¢

[

= \ I 5 &
PIA1UTOLUIDBNLUU 3 VURBUAIY

2.2.1 M5352YANU (Identification)
Y & 1% = = @ ~ v o 1%
n1ssruiny llumMsAumLaziUIsuigudiyanalagnetayaannszuuiilugiudeyaves

Al Faduduneuidldnudndudowansdang wu nsnsenderldau (Username) 3o

=4

svagldau (User ID) wiatdnldaulussuy vsemsldvnsussandmiuseuvulunisssydinuues
uiazypna sadludagiudodldnu uazsiadldau o19aeddliifioametiarlflumsszyfmues
flduaie fudusiduiiesdefudoyassvdu lethindsznavlunismsvaeuaninieie
voaldeu 1y Forfld91u (Username/User ID) 5@ (Password) 9eyadiuyana (Data

Privacy) Anslunisitildau (Access Right) s

U .

2.2.2 nMsduduigausianu (Authentication)

nsfigaiinu Wunsesvaeuiitieasisnnuiule wasiduesesduduinduynanatuass
gj a ¢ v vy 14 % 1 a ¢ o
YupaunTigalinuansalddedldau (Username) wagsiian1u (Password) Tunisivgatsiiny
lnan1sigaudnurulod ey uazsianu \WwiSnsfinuaeliuniign egrlsiniunalnves

N15gauAInU (Authentication mechanisms) Miangielunisaieanudasnsds aunsauwdale

[

3 ARUANYEAL]

a 1%

1. Knowledge factor Aig &s#iAnd3 (Something You Know) U83ailldnveddayajiiigeny

9 Y

WWen 19U SR (password) Waemslafu (PINs) 1Uusu

a Y v a

2. Possession factor Ao @il (Something You Have) Yadoyafianunsaduduindusa

9 Y

W09 WU Wialese Unsuszindiussanau nauwanserdnsa il



a A I

3. Biometric factor fio @siAaudu (Something You Are) Tayaildaunsaifsundadle

q

1 2 A 1 % a I v
Wy anetadle dunn lasein e 1Wunu

2.2.3 N5ans (Authorization)

£ 2 v =

nshians Wudnwarniawenisaiuguanutuaslasnsdy (Security Controls) Tnaidunis

%

191U (Authentication)

v a

WS edndve sl Maun vt unldnulussuunng o lnenisigad

Y

a

AosiAugAunsIians (Authorization) sldansadnnssuiunislanszuiumvisesnlule

Wity

eXe

duduusnlisnfiunisnszuiunsfigaidmuneu weuansbiiuinluyarading1193e Ao

[

szuudesgnuaniuIInszuuansadigsuuld wazddudaunlunslians Aededninues

yanaidunlussuu Iyanatuanisaieglsdussuulatng asunisiiansdsaiunsauus
< o &

pnidu 3 gUluual

1. nsbidnsiluseyana Tddwiuiigalsnu wazoygalidfewmnudndniwualy

Y

s
a a

1% [ 1 Y o o J a £o v 1 | & Y %/
2. mslidgnsidusengu Idmsunsimuednsiiuraznqusuuuilaglinineinsiey

wardeuldiuagnaunsraie

s
a

3. nsbidnsnateszuu Wunszuiunmsniigaddinu wazeygaliidnldausig o 1
Tnefiguuvuiluinilen ieswndofldeu (Username) wazsiianiu (Password) 1113058450
nsligldauasgariildanuszuu (Login) Wgeasauaes wianunsadmaiesyuulalaglifiesase

w9

¢ % % o .
2.3 94AUTZNBUATUAMUNUAIUABANYVBITTUUATAUWNA : CIA Triad [4]
The CIA Triad L unwafnidrdgludiunissnwanuvasndevesteya Paelvdulalalu
= v i a ' Y = o = o M v
Sewansundesdeyaiazungeuainnisidnfe nMsdauUas viensvianelaslilasueugym
Fo o Aa ¢ o [y a [ [ s
wenINgadu Framework Niuselevidmiunsusuiiumssnmanulasnsielagsiuvedadans
The CIA Triad Usgnaulumemdnyinavun 3 /1 Ag
1. Confidentiality (M33nw1AMNEY) nMsundestoyaainnisiindmsenisilinmelaglaila
Susugn FaunganuitanizyarailasusygIavintunaunsalniwTegleyaavidenseu
g nsshwiauduanusaiilanieddane wu n15n9id (Encryption), N15AIUANNISLUNEY
(Access Controls) kagn135useIAugnNABIuasyly (User Authentication)
2. Integrity (ANANYTH) N1TTNWIANUYNADIUALAUABAATDIVBITOLA FaraNgAIUI

lastinsunlunseviaedeyaludnuusnlilasueugyin iwelndulafsninuauysel awnsavh



v

1aeagT8019° WU nsdrsesuaziAudeya (Data backup and Recovery), 8ana37iun150sIdoU
(Checksum Algorithms) wavaneiduaavia (Digital Signatures)

3. Availability (A1unSeuldanu) seuuiazinseienemisuldauiagyinauegegnees
dielwanunsaudnfedoyald arunsold38a1eg Wy enutrdou (Redundancy), svuuimalanes

(Failover systems) wagluanunaiud (Load Balancing) wielwkulaindanuniaulvau

2.4 waluladnldlunsufineu

2.4.1 Domain Controller

Domain Controller {ufiaiSenunuiasas Server Aty Active Directory Domain

@ v

Service aagyhmthndaiiugiudeyaveslaiiu (Domain database) agdAN1sNd0aNTIENINg

Hldeudulawy saudgaiminiliusnsnsiaaeunisasortald (Logon Authentication)

nsnlauvetAIeIRRNIWMaTaNY1Y (Client computer) waghly (User)

2.4.2 Active Directory [5]
Active DirectorysJuinalulad wsen1susn1s9Senlain Directory Services Mununlgidu
¢ a 9 Y & v & v . a
Audnaslunisusmsdamaninensluseuu nansdniuteyaluguves Object nspauiinuas
n13MIUANNISIAUINIT &9 Object lu Active Directory 1u Key ndnvesdayalu AD Database
Wesnarunsatniuimsdnnisiiiettesiuanuiasnsy Tangauainuy 39 Object Tu AD

RV

9zl Security ID laigiutaes Iag SID 9zgn Random WU RID Master Role uiiaz Object

nas19tu 9zl SID Nldunuiaienvesusiay Object Foviliuad ldiuaziudude Object

=p.
e

PmnenanuiusTuUNelu

2.4.3 Group Policy [6]

Group Policy uniseenuuuitaiiiothundagliaunsadanisedesneufinnes wazh Ly
Tundedeldinetu lnsorfedemsmwes Active Directory Ssanansafmun Policy idesnsiadu
THanp3asfiviueiilidu Domain Controller Ine Policy meﬁwgﬂdqmiﬂé’qLﬂ%mawﬂ%mu
Tussdnsiiszylilagdnlusia

2.4.4 Organizational Unit
v g

Organizational Unit A 35n159ALfU Active Directory Object Fa1fun1sutanen Object

139 Logical 1l aluunzandun1ssinng ulun1suinisannis wdsannasne OU tasauan
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J9ganunsauaunTn 1w Users / Groups / Computers / Printer dndnluld OU wielwanuise

wisennisdnnsilungy o sialy

N

OuUs

Ny N ™

Reseller Finance

AT 3 @219819A151US Organizational Unit

2.4.5 Lightweight Directory Access Protocol (LDAP) [7]
Lightweight Directory Access Protocol (LDAP) 1Ju Protocol Al dnsy ﬁ’um%aaqﬂaiu
g1udeya Aoufiezasdnin LDAP Aeezls ungfisndunou Directory Access Protocol (DAP) Ag

1M1 X.500 ¥@9 Directory Tus2UU Network 39 LDAP 1 “lightweight” 1 R0 AU

W@nas sz Version usdulalddssuu Security wdae daulngjazinenunldiudeyadinan

o

[ v

TNUALBIAVDINTINIY LY ¥, winana, s, g LUumuy

Y

ASLUIUNITYINGIUYDY Protocol LDAP

o Client 1¢vin15:3 ouse LDAP session v§117u LDAP server 9s158n71 Directory
System Agent (DSA) Faunfiagld TCP port 389 @m¥u LDAP over SSL @39zl port 636 Tag
119 Client 9as Request 117 Server uazy13 Server Aagmau Response nduly Taglusniud
Client #9458 Response N&ULINoUT 9543 Request Sunoly saufe Server vaafiludosds

Response Banaua1diume nsizdeyarmunlzgnivddagld Basic Encoding Rules (BER)
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LDAP Test Tool LDAP Server

—38ind Raquest

Bind Response

—————Benshmack-S pecific Request

repeated
n times
S erver Response
o
Unbind Request
——
Unbind Response
-

Al 4 $138an5¥VeUVY Lightweight Directory Access Protocol (LDAP)

2.4.6 WatchGuard Log Server [10]

WatchGuard Log Server \Judhunilaves WatchGuard Server Center Lﬁugwu%’a;ﬁaﬁmmm
MusIusInteyadenduduiinain Watchguard Firebox i eusafuszuvaILTaR AR
WatchGuard Log Server i auunaufinmodfilddmsunsinnisnievuneufinnedow q ua
Sranunsaiandsnlaestuiindfiuia LﬁamiﬁﬁwﬁayjaLLazmisuenmumlﬁﬁﬂﬁwiumiﬁﬁLsziuff
nsazldlusunsufinde WatchGuard Systermn Manager (WSM) wazidenfindaianizaiulszney
94 Log Server 1 ag Log Server Sufindayafutoyaniunedn TCP 4107 uay 4115
Watchguard Firebox Wninsesiifousieriu Log Server agtufindoyaazdsteiniomnetavdizoa

lgunan Jeyatuiinisain1sas1asvesmiesund Log Server
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a A v [ a va
2.5 N N8Y ulgue AIAIZTU VILﬂEJ"J"UEJ\‘lﬂUﬂWiUJ‘]Uﬂ\‘l’]u

2.5.1 Wlursuazuurufialunisineiaiiuiiuasasasd sfuansaumaveanszns g
d15150ug W.A. 2565 [9]
nsgnsansisuauldusznaldulouisuazuuidfoalunsdnvianuiuaslasn fe
ANTAUINA YDINTLNTIIAGNTAUGY WA, 2565 LioTudl 23 Turaw 2565 AULLINIINTEIN
noeinimuandninaeinazisnislunisvigsnssunedidnvsedndniasy w.a. 2549 d1inau
Udansenrsansnsngy Iiseylisd do 5. Wlevnenmsdnuanusiunsaonseduansaumevos
NIENTNETIINGY TvunUssiuddyfrieluil
5.1 M3AIUANMSLIAMaENSITUsT UV TAUNA
o 5.1.1 marhfieszuvasauma sesmuaunsntiedeya uargunsallumsuseiianadoya
Tngenilsfansldau wasauunasadslunisldvussuuasaumarmuangunasifiif oafu
mseuanaliiiieiinunds welildaulunseduldsuiidila wesannsnufoRnuuuamng
Afualaensansa wasasevtindeauddueinsinmanuiuaasndevesssuuasaume
Yo 5.1.2 Mmsvimsiansmadidavesldanu emuaunindifessvvasaumalas

INlgu

U

Jesunsidndang@slailasueugn desimualiiinisamesifoudldem asiaey

[
[

ousifuazimuasiaiiunisams foudld o ielvdldnuiians wniuiamsadldszuy
arsaumdlsd wazdouAviufindeyanisidfuazdayassiasmieneuiiomes AaonIuuInIg
Fansavdnisdfsdoyalfmnauamssduduauduresdldau fosdintsmunuaninsld
NUKAZATIRFOUNTavnALUaRniEIELD

Y8 5.1.3 Mmamugusriueietie Wedeadumadidauinsmaeietislaglildsu
AU ﬁaqﬁmumﬁwé‘lumwﬁ’]ﬁqLﬂ?@sdwiﬁ’cﬁ%Lﬁﬁ'ﬂﬁﬁ’amé’fmmﬁuﬁﬂLﬁz’fﬂﬁmu (Login)

v @

Tnsuansfnusnedoflieny uasdeaiinsfigaidudusau (Authentication) fensldfiariu
roumaildan desfmuaidunsaidensoszuuneniunesdmivldnudumedidn Tagsi
sruuinwimnuUaendnuiinsznsassuguinassly uasfinmseenuuuszuuiaietnelaguts
i (Zone) msldfanu tilevilimsmuauuardasiufunnaldegnauiussuunagiiusyansnm
{9 5.1.4 MsmugunsinddUsunsulssgnduazuaUndindu Fosfmundnsnisidai
syuualuladansaunadi drdsy TUsunsulszgnAn3auaUnaLadusing q 53ud9 annune

SLannsatnd(E-Mail) szuutasavunelsane (Wireless LAN) szUUdUasLEA (Internet) hag

F3UUUAN 9 TaededliidnsianiznisufuRauluming wazdeddduanusiugeuain
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[

wnthmihsnuduaednvaldnys susisssamuniudnsninanegiadiate Jwwelimieay
ludaiansenisanssauaunuiadeuianuusemeaulouisuaziuiufiatunsshwmanudunsg

UaDANUaNTAUNA N.A. 2565 LAgLATIASA

C%

2.5.2 WU aiAdNAIenIsNIENRANEINUABUNINDS W.A. 2560 [10]

1 v o

WiV Y RI1928019052VAURALA B UABUNILABS W.A. 2560taUsznimasiu

o

F1UAYLUNBILAT LTTUN 23 UNTIAY W.A.2560 wazlinaldUsAunuwaTui 24 unsay

o

w.A. 2560 \Jusuly wssswdayaRinndensnszyhiianeiureuianes w.a. 2560 leszylidsl

a o =

1719157 18 eusylevulunisduaiunaraaualulunsiiniinmoumsa laa1nsevinAaNuRe

q

(%

AUNTEIVU AL TANTNIULIINUNTA N D1uN998g19uT sag19le dasaldd aniziiandu

g

- v o a v o a v v o a
ieustlevillunislidundngruiesiunisnssyianurauwagmignseyinauie
(2) \F8nToyar5195M AN UABT N LAUTNsTA eIt UNSAndad ea1SH T UY
a s a a v
ABLTILMDVTEINYARSTIAEITBY

17051 26 ;:ﬂﬁu‘%miéfaqLﬁu%’ﬂmeﬁayja%’mmmauﬁamaﬂ*ﬂﬂﬁasﬂﬁﬁﬁﬁuﬂfuLwi’?uﬁ

o
o @ @ v

Toyatudngszuupeuiinnes uilunsdidnduninanudmtnazddiguinsglanuinudeya

Y Y

25195 19Pau R as I AW A AU ULl ALnds dunsdlfuae

2.5.3 wzsnyUnygiadunsasdoyadiuyana w.A. 2562 [11]

[
1% ¥

Ma431N7 PDPA %139 W.5.U ANATRITayadIuYAAa W.A. 2562 gnusenialdud “Jeya

q

diudd” fedreslasuaudugeanainidnvesdoyanau asrnsvseiiiyanaisazindoyaluly
g.JI | v 1 £ a 1% v a

Uselewiduls detuniinauffidnsiiagindeyadudiluldorlstne wasuenandansiudidad

[

ANSINUINUNY 9

- @ndlasun1sudslimsnu (Right to be informed)

Afldudeateaiaun lddwedu HR de IT dosudadivesdeyalimsuieingUsyasii

Y]

aihdeyaluld miufivesmslunisindegaiuaudeya uenanidsiesuensseznanldnudeya

Y

YITALIU

Y = vV 1

- @ndvalnneveyadIuyAAa (Right of access)

wilnnuiidnsindeyaiifeniunuesazvediuntayadngmuaudeya viadensiu

Y

toyailamlaelildvesugnladniie (aeesdns-uignasininienaisielindnaududueen

madfeloya)



14

- anslunsvelileudeyadiuyana (Right to data portability)

'
v ¥ =

winndnauesideyatuaivauseniddd wdevlulddvdndaruaudnsienis

Y Y 9
anusabigmuaudeyasetudmselouteyalils visavloudeyaseninadaiuauiviile a1l

Y

Andavmawmetanazliliazdiangvune

1Y

a a 1% =3 v = a v 1 . .
- AvBARAUNISAUTIUTIM 1Y viseUamedeyadiuuana (Right to object)
Wiresteyaaunsaand1un1siusIusiu 1 wiedawedeyadud il olsild

winliUszasdbiiutoya

- @nsvelraunieiinans (Right to erasure also known as right to be forgotten)
minnudmvandeya dhdeyalumeuwnslunaisisugviofslaig Wvesdeyaidns

Y

voliau viane wievinlideyadiuuaradudoyanlianunsoszydiuana

- Angvelvisziunisldteya (Right to restrict processing)
= N 9 vy 1% = N o o v A v o
LN@LU@EJUIQI@JIV?J@@;J@LLﬁ? VﬁaL‘UaUuﬂL"\]igﬂ‘Uﬂ']i‘l/]’]ﬁ’]ﬁm@%ﬁl;ll@ﬂqL’Jaqmaqmqaqﬁl LNING

sziveyatulUldlumanguineg wsesensasanslag

RV

- Anglunsvelviunludeyadiuynaaa (Right of rectification)
Wvestoyaiidniveniludeyalvignies wazdunndoyalvlniegiaue lineliin

1% a ¥ £ a <
Aalain Msunlydeyadesaasauazidulununguing

2.6 Black Box Testing Technique [12]

Wunisnaaeunu Spec iundniSandnlu Spec-based Aonain requirements spec

1 a o

131 feature M3YIUTIlataA RN INAERUM LT fatiunsnagaulseinnidazlileaulai
source code Weulidels wlounassmfldaulaintrsludieslslvaulaane input wag output

Alaannnassnningu
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2.7 MYEHNITAUIUNINGUA28E1e Taro Yamane

Taro Yamane[13] Ao il slugnsAuiavuiang uil96197 nunzaud1vsuauid
iouanuuuasunalnenislégns 113 e1unu (Taro Yamane) lunsduiamunanguiaoeis
i iaswanuuvasuanlifungusedisiau unuilazdesuanlidungusnetnanay gns
Taro Yamane (113 91ani) v3egmsdulunmsimuiamauuinnguiiognsinzaududaazta
ylade (@miumAdededimae hifeswanwuuasunuliifunguiegisesnuideonnaud
o duiunanewuau tnensligas Taro Yamane Auiamvuiangudiegisiimunzasly
13313581529 (Survey Research) Faavtianaiuiunguiiog13idoalaniuuasunaIni
vionilunu mdoiflsmdniesau

g3 Taro Yamane (M1 81311)

N
n=—
1+Ne?

We  n fAg YwIANgusiegs
N fig Au1AUsEvINg

e D AUARIALATDUVBINGUAIDEN
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unil 3

ASn1sAEUNIS

mInusTuLBuduiiyarafildaussuusotnedumesidavasdrtinautesiuauaulsad
11 Fandaunsa3sssusy d9aywmunei onuausazdudunisididuaierredumesiis
- 4 ¥ = Y & 1 = o [
dielinisldszuumalulagansaumalidulusgravinzan danudunslasndy
i A Ay yva o
3.1 \Avaelianlyide
1. ssuvBuduiuanaildnussuuesediedunesilaiifideliinuaulddmsuiaiudoya
avanisldauuaraiaasudnsgliaulaelnioad
2. syuudmiudayassiasreuiameslagldlusunsy WatchGuard Server Center & udu
LUsunsu ldeusiudy Firewall WatchGuard M4600 vl nfdaA uuazuanItayadsnas
a & & a s = v w1
Aoumailnewanka luiudumesinadaunsaldaulaie
3. gunsallestuiniedny (Firewall) wieldidussuusnwmaulasndeniouneg viuiii

AREMTINTU MTIVARUAYD warlvdvslumadniianietie Aansewldaumanleueniideldfimun

4. 1A3RIRRNR IR SAUNNUlTA S UNA@RUNISITIUY

< 1
3.2 N13LNUIIVIINYDYA

1. ivuanisiiudeyatudiuvesuseiinmadildnulaeimunsseznaniudoyadiuau 90 Ju

va | Y

1n8971999UNTE 190 Y A1 En1sATEIANNRAIA BdUABNNIReS (QUUN 2) w.A. 2560

o

(%)

AV v o v A v a v g v v | ) a &
nlafmuantnveiuinig muung 26 Wivdeyanisasaslidesndt 90 Tu lnenuideil

[
4 (2 =

laandunisiiudoyas wadud 24 dusieu w.e. 2566 G37UN 22 SWINAN W.A. 2566
A < v Y = = ! (Z 4
wieaidunisassaeuanuannsalunmsdesiunisidnfunisv guaznssey AInuves 1y
= ! = v Ao i < dl' o a L4
1Yy Tadeyandainueglu WatchGuard Server Center atlugunuumsnaiieinluiiasey

solU 1n8ULARIFIDE19RAIRITI9N 1

M157°97 1 IAseasannseteya

User IP Address | Login Time | Logout Time | Duration | Medthod | Status
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Inedoyaiianunsouandiiiuitlas (User) Idauanniila (P Address) Budunisldeudels

(Login Time) duganisidauiiolus (Logout Time) szeztiainistdanusinivialug (Duration)

s
a a

angnisidldueyaian1uteansla (Method) wazaatunisalldauduegisls (Status)

(%

Feanruznsidauaziansd il ldauduausaidfssuulavield et deyaninand
Aasednanmlunsiiuinisseuuiasedie wavsyauanuaansatunisdesiuy mumu ssuiny
HldnueTedng

vYa o
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AmuntvieglugUhuuues Usemame uag Password 3eddudiessindoyarilidndudenivenn wa

[

AiiunsuliuAaINsTEENEIUN.5.U AuATarayadILuARR WA 2562 NS TUAvEAS

- andlasun1sudslimsiu (Right to be informed)

a 1

- Angveinfeteyadiuyama (Right of access)
- anslunisvelileudeyadiuyana (Right to data portability)

a v

nSAnfunsiuTIusn 19 vieilauwedoyadiuymna (Right to object)

fa}))

)

- @nsvelraunieinans (Right to erasure also known as right to be forgotten)

a a

- awamaiﬁaz%’umﬂ%%’ayja (Right to restrict processing)

- Anglunisvelviunludeyadiuymaaa (Right of rectification)

lnedoyanlasuuusenaunig d1au Useannisdng wafidunis Yo -ana awilneuay

BN A seeu Jmsnumdudeyaiugiu uasdeyadiuuanausznnialuliideys

Y Y

! Aa i Yo ¢ v A o P v )
ﬁ?uuﬂﬂﬁmﬂﬂ?qﬂﬂau'lwaﬂqEJIG]'JG]Q‘LJ?S@Q?‘WGUENﬂqieL%igUUﬂqﬁﬂumTU‘ﬂﬁa LW@ﬁLﬂﬂqﬂquﬂﬁgumﬁmu

(9]

YosgldauladalamrunguuuuveInsae Username 13 il

1.1 1501890 un U8 LagIdn¥IN1HIINg ¥k INYBINILENS

o

1.2 winfigeg e lldiiun1wsinguniusie . #29nwIN1wI8INguEDIHILINUDS

Y

wiwana waglaniiiunisninun Password lagld35n13 random password lngfinnunAuen?

[

v U o ~ o v &
vLTVl 8 FINYT I@ﬂﬂiﬁi@aiqﬂmaﬂcﬂ@yja@flu
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o o

YR IUT 318azIDYN ﬂlﬁﬂ‘lli]\i‘l’]’a%a
Organization Unit  nguAvfURu String
. . A PR =~ 1 1 v .

Description ‘U@—ﬁanLUUﬂWEW‘lVIEJ PNBINYFRBDNTIAUNN String

First Name Fonrwdanguietluldlunisasne Username String

Last Name wananwdanguivetluldlunisasia Userame String

Username Yo linunnnsiude-anan1wdangunasie String

Password Uoya Password Jagtuveeyldau Binary

A G “ [ 3

Organization Unit Description first name last name User logon Password
niiefjUlinseuralsmuaruguam e ; atk wexe
nasvieufjilinseurilsmas fugoam UND 2p men
ngRfifinseurilsmar fugenm UNA b o
naiifinsrvalseuas Auquam UNS ormnj e
néorufifinsmursilsmias fuguniw UL tb s
nasifidRinsrauRulseuas fugun LS ain.c wh
naienfjufimseuailsruas fugunw UNA @nn o
nadsiufivfinsmunalsauar fuaenm uNa anok.t i
naiosufiufinisrunsilseuar fugunn UIE kham s ok
naieufjUfinsrunsilsruae fugunm uNa 2.5 xnex
ndviofjURinseuenlsruar Sugunw UM mk bl
néviRURNseunlsAuaz ugn uNa on.w *oxx
niuvieufjulinseausilsAuaz iugen U olt ARk

A9 13 wansiiegetoyailminisiiasgiuaineutuiinasseuu Active Directory
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4.2 AIUNITATUBNUNISIWRILT (Do)
1. Han1sAUNIaEAaUTINI00Y LazRNRAMBS LA oUTS

1.1 sfiumsainudsines uazroununesialouasslaglalusunsy VMware vSphere Client

;g] YMware vSphere Client >
vmware

VMware vSphere™

Client

IE &ll wSphere features introduced in wSphere 5.5 and beyond are
available only through the wSphere Web Client. The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0,

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Name: I_ ;I
User name: | D

Password: | G

™ Use Windows session credentials

Login Close

A9 15 wananiinaensidldeulusunsy VMware vSphere Client

PMNNINLEAIATIA19N19 9T UlUTUATH VMware vSphere Client Tagsgu IP Address

v
saa o

YBUATONTTNDINANAT VMware 1T uagsey Username / Password dmsuidnlganu
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1.2 nAYu create a new virtual machine Wa73 next TUFIndInIuum CPUs U94LA3 84

£
v a

Tneruunseazidenlisatl socket core wag 2 virtual socket core 52U 4 cores

r:j

Select the number of virtual CPUs for the virtual machine,

Configuration

MName and Location Mumber of virtual sockets: 2 -
Storage

Wirtual Machine Yersion Mumber of cores per virtual socket: 2 -
Guest Operating System

CPUs Total number of cores: 4

Memary

Netwark The number of virtual CPUs that you can add to a VM
et depends on the number of CPUs on the host and the
SCSI Controller number of CPUs supported by the guest 05,

Select a Disk

Ready to Complete

The virtual CPU configuration specified on this page
might violate the license of the guest 0S.

Click Help for information on the number of
processaors supported for various guest operating
systems.

CPUs Virtual Machine Version: 11

< Back | Mext = I

Cancel | E

SN

q' v 1 o dll A a
AN 16 LL@RINUIfN1NNITN1NUA CPUs cores Ua9lATDNLEl ol N

ANNATNLAAINTININITANNUADIUIY Virtual CPU TR ULAS 898 S W as U3 anauRILneS

o—

'
o

funsldau anseuvsuusndlalalaglisndudesadalm

AlpUTIVIABINTASTIE LALAINNSALEDNTIUIU CPU N19B9n15 kaza 1wy Cores NABINT15#e CPU

PMvun Ingssuuagasudnuiu Cores Taudilanvualiisnuans Famnndwiuissylilimaunegay
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1.3 seluiuminsneiivun Memory ¥844A3 09 LA8AAUATUIATDI Memory Y8dlA3 B4

@5aes 19 12 GB uaziAsesmaNiames Log Files 1391 4 GB

@

Memory

Configure the virtual machine's memory size,

Configuration

Memory Configuration

MY Memory Size: 124 [e~]

2TBH

Maximum recommended for this
1TBH < guest OS: 4080 GB.

512 GB « Maximum recommended for best performance: 32640 MB.

Default recommended for this

236 GB guest OS: 4 GB.

128GB Minimum recommended for this
o Complete 64 GBL <1 guest0S: 512M8.

I
A

32 GBI
16 GBf+
8GBH
4GB
2GBH
1GBH
512 MBj-q
256MBJ
128 MBJH
64 MB H
32 MBH
16 MB 1+
8 MBH
4 MU

Virtual Machine Version: 11

< Back ” Next > I

Cancel

AN

AT 17 WAASNENANAIIANYUA Memory UB9lATeLalouase

PINAINLEAIALIANNITANUATIUIUTDS Memory THAULATDUTSHIIDIUTDADUNILADS

L@iloUSINABINTTATS TAUEINITOAAUATUIAVDY Memory ARINANNABINTITIBITEUUN Y

o

Aanedamndiuauiszylillmnzgandunisldou awnseunvsugaudlalilaglddndudes

as19lual
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1.4 goluiduniindnarmvun Disk ¥84.a3 09 lner1vunvuInved Disk 157 100 GB

wagmuuaAl Disk provisioning 17 Thick Provision Lazy Zeroed Aion15aesiiudl Disk Ty

[

NUNAf1UAl waziuuaAl Location 1u Default @@ Store with the virtual machine

@

Create a Disk Virtual Machine Version: 11
Specify the virtual disk size and provisioning policy i

Configuration Capacity

Mame and Location =

- Disk Size: 100 EI. GB

Storage IS oize -

virtual Machine Version ] -

Guest Operating System Disk Provisioning

CPUs {* Thick Provision Lazy Zeroed

Memory

Network (™ Thick Provision Eager Zeroed |

SCSI Controller {” Thin Provision

Select & Disk

Create a Disk [T

Advanced Options

Ready to Complete ¥ Store with the virtual machine

" Spedfy a datastore or datastore duster:

| - |

< Back | Next > I Cancel |3

A

AN 18 LAAIVLNIAN9NISANMUA Disk size UBILATDUALDUIS

[ < v

NAMBARMEANNTIIUAAIINUesiuAITaiuTaya (Disk) lriuinIaudsiieinie

2V ¥

a ¢ A a a ° L do & v . Y
ABDHUNILADILANDUIIINGDINTITATN Imammmmwummmq‘umwuw\mLﬂU“Ua;ﬂa (Disk) 1@@']1]

(% '
a Y =

ANNABINITVRITEULNLFAARY Favnduaunssylildmangandunsldau amnsounusuus

whlvlalagligndudasasialnl
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1.5 diafnupsgazidendg 9 Seuies TUsunsuasuanmiiasasunanisisniiniade

8na3e Inganusane back wisldinisunleseazidenls Wensaaauissuiaunauy Finish

@

Ready to Complete

Click Finish to start a task that will create the new virtual machine

Configuration

Mame and Location
Storage

Virtual Machine Version
Guest Operating System
CPUs

Memory

Metwork

SCSI Contraoller

Select a Disk

Create a Disk
Advanced Options
Ready to Complete

Settings for the new virtual machine:

Virtual Machine Version: 11

Mame:
Host/Cluster:
Datastore:

Guest O5:

CPUSs:

Memory:

MICs:

NIC 1 Metwork:
NIC 1 Type:
SCSICantrollen
Create disk:

Disk capacity:
Disk prowvisioning:
Datastore:
Virtual Device Node:
Disk mode:

AD 2012
localhost.tilocl

DDC_STORAGE (3)
Microsoft Windows Server 2012 (p4-bit)

4

4096 MB
1

MPLS
E1000E

VMware Paravirtual

New virtual disk
100 GB

Thick Provision Lazy Zeroed
DDC_STORAGE (3)

SCSI(0:0)
Persistent

[ Edit the virtual machine settings before completion

/&, Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM,

< Back | Finish I

Cancel | 5

A

~ v a R M a a a Yo Y
AN 19 LLﬁ@IQVTUqW’Ni’]8@3L@ﬂ@ﬂ’]imﬂﬂ’]mﬂﬂﬂﬂﬂ@ﬂlﬁﬁ@qLaﬂ@u@]i\imqmmlﬂﬂqwu@\l’)

AINATNLAAINUIN S IHALLD IANITH IAET kA NINUA LI TUT URBUN BUNTN 1aeazd

ASanounAlY Finish Wedudunsasa

Teazideaanuavemsngnsildlunisaineuiunesiailouasaquin e lraunsonsiagen



2. AnA9 Windows Server 2012 Uu Server kazaAtliunIsNIRuUaANISA9AI

2.1 Wieas1uaIaualauasasausoonad sdunisidantngd 1SO windows server 2012

113171719031 virtual cd/dvd drive Wisyinn1sAnRe windows

42

@
Hardware letions ] Resources ]

[ Show All Devices Add... Remove
Hardware Summary

Wl Memory 4096 MB

@ crus 4

Q Video card Video card

= WMCIdevice Deprecated

e SCSI controller 0 Paravirtual

2, CD/DVD drive 1 (edited) [DDC_STORAGE (3)]..-
= Hard disk1 Wirtual Disk

& Floppy drive 1 Client Device

BB Network adapter 1 MPLS

Device Status
-

W Connect at power on

Device Type
" Client Device

" Host Device
| =l

{* Datastore ISO File

|[DDC_STORAGE (3)] 2012R2050762.  Browse...

Virtual Device Node
= |IDE (1:0) CD/OVD drive 1 |

Virtual Machine Version: 11 /%

oK Cancel |

ANA 20 kananIsLasn 1SO Files a9 Windows N192viNNNSAARS

INAINLAAINLIA Virtual Hardware A lavinn15as190unidulas asmauninosiailiou

Tngndsninisasisasesmauiiunesiasaseusos duduasiosdanissuuuifinsiaeaiuisa

Antiunsialagluin CO/DVD Drive Lailauaseitlaasnald naidian 1SO Files ¥03s8uudURng

uazfn Connect at power on Lol#sEUUT18891991191UVD9 CD/DVD Drive 211 uaLiun1s

(%
Y

UapIasneuiunasialon uasindissuulfinnismiouneuiiunainiluldiay
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2.2 R Windows server 2012 iufosua Wdn1sivua IP lvia3es Server lag

AvualAduwuy Static Windneran1siiausa

B Metwaork and Sharing Center =0 X
) Network Connections =1 FEN X
t | E' v Control Panel » Metwork and Internet » Metwork Connections v C,-| | Search Metwork Connections 2@ |
Organize + D| & Ethernetd Properties ILI onnection 52 v~ [ @
Metworking Internet Protocal \fersio%&l (TCP/IPw4) Properties -
Connect usi
2 Intel] m‘

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask vour network administrator
for the appropriate IP settings.

Thiz conne
o () Obtain an IP address automatically
SFH (®) Use the following IP address:

%E“c IP address:

L Subriet rask: )
i L

CT sl Default gatewary: -

i |

Obtain DMS server address automatically

IE (®) Use the following DMS server addresses:

Descriptig Preferred DNS server: l:l

Trarismis|

wide areq Alternate DNS server:
across di
[validate settings upon exit

| Ok || Cancel |

1itern 1itern selected i =

ANA 21 h@AINISANAUA P address Vp4LAIDY Server

NANLEAINTIFINITAUA P Address UD9AT BT NLIDSNTDABUNILADS AL BUDTI

Y] A va a o a wa a P y & ) a ° &
AN ladn1sAnfIsEuLUURNISRaUTReLAD TunoudnlUAanIsfvun IP Address UBdLA3ad
Server 3onauiiilnesialou lielvlaTesnauiiwmesialouiilivinnisasistunieglunsediey

LWPEINUNUSEUULATDUIBNABINTThTITU
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3. AN Role and Feature M3 Juuu Windows Server

Weidunisiruaguwuures server linanewdu Active Directory Domain Services 34684
N135ARAY Roles and Features lagditunoun1sings At
3.1 1 UalUsunsu Server Manager Yuslualtdon Add roles and features 1iiotUnald a1y

features active directory domain services

e Add Roles and Features Wizard lLli-

DESTINATION SERVER

Select installation type odpe1.odpettocal

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install Cancel

< Previous

AN 22 LARINTINA19N1SAAAY Roles and Features

INANLAAINUIANTITAAGY Roles and Features ¥94A309851LI9S N15AMUA Roles

and Features 9899A389ABUNILADILTINIDS LNONNUANLNNVDLATDWTSNLIDSNAS 19U W I LAY

o Y v d" [~ £ v Y acf I3

AMUAILTLUNTITeLlSle UMY W atdun1sUsendansnennstunisussulanawas g swies
° A o P ' ~ a a - A v v

Y197UT n1vualieg19iUszd@nsnan 1nen1s51d 007 %298 Role-Based or Features-Based

installation
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3.2 na Next 1hlugdunsunisidon@iviesuaenidlunisiins Jsasdudiniaeslagiu

lﬂl o a a gj 1
NAUUNITANFY Roles oY

= Add Roles and Features Wizard == -

DESTIMNATION SERVER

Select destination server el

Before You Beqin Select a server or a virtual hard disk on which to install roles and features,

Installation Type ® Select a server from the server pool

) Select a virtual hard disk

Server Selection

Server Roles Sarver Pool
Features
Filter: |
Name IP Address Operating System
odpcll.odpcll.local Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | MNext » Install

ANA 23 YNISLERNRTNIBSNALYINNSARMAY Roles

[ o
a

ANNATINLAAINLIN19N15LEDNLTS WD URNENIE NS URAR S Ans9 Roles and Features

£

Tneiidetdlidmsulunsalnvininisusmsdanis@sueinateinieu o du euszudaian

Va v A

Tunsalvei8iA3 a0l s NS Ua18NI9AL AL 9T LANT A 1A 91NTUNAEeNkAZNA Next

Y

Winlugantnanadaby
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3.3 na Next d1ldgni1s19n191d0n Roles Magind ¢ lagvin1sidan Roles A4l

Active directory domain services (AD DS), DNS Server wag Network policy and Access Services

Select server roles QOPCH1adodpett gath

Before You Begin Select one or more roles to install on the selected server,
Instaliation Type Roles Description
SEHVERSCecicn b [m] Active Directory Certificate Services (1 of 6 installe} :‘m‘: :‘:Ig;:d POA;:;sSseie:ces

[V] Active Directory Domain Services (Installed) (NDPS), Health Registration Authority
Features [] Active Directory Federation Services (HRA), and Host Credential
Network Policy and Acces [ Active Directory Lightweight Directory Services a::mﬁ:f:;‘i‘fﬂsigg -

Role Services [[] Active Directory Rights Management Services security of your network.

Confamation [C] Application Server .

[C] DHCP Server

[] DNS Server (Installed)

[] Fax Server

[w] File and Storage Services (2 of 12 installed) |

| Ryper-V

Network Policy and Access Service:

[7] Print and Document Services
[[] Remote Access

~ - - - - v

<l " HES

I<Emnous|[ Next > I | Install I Cancel |

AN 24 WERIVLNANIN5EEEN Roles NaEyNISAnAY

¥
(Y (]

NATNLAAINUIRNSLE BN Roles NHBINITAAGH T F19S UNIUUANITYINIIIUVDILAS B4
Wnaes lnevinnisiaen Active Directory Certificate Services , Active Directory Domain Services,

DNS Server wag Network Policy and Access Services
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3.4 na Next ﬁﬂﬂejwﬁ’lﬁh\i Confirm installation WWagugun15:iy Roles tnedisneasiden
Roles 7latdantd ndanasiaaausousos Inslmasnlutadsanisnasunessnlusminatdunis

MvueAsuAuYeLEvieslvd antunady Install

DESTINATION SERVER

Confirm installation selections CORCH

Before You Begin

To install t{\e following roles, role services, or features on selected server, click Install.

Installation Type " Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
G been selected automatically. If you do not want to install these optional features, click Previous to clear
server Roles their check boxes.
Features
AD DS Active Directory Domain Services
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

DNS Server

Confirmation

Export configuration settings
Specify an altemate source path

I l Cancel

d’ 4 1 5 1 aY v oo A a gj
AMNN 25 LLﬁﬂQWN’NC‘HQﬁ?UﬂTﬁWQﬂ? Roles Vllﬂﬂ?ﬂ’]‘il{ﬁ@ﬂﬁﬂﬁ\‘i

AINATNBLAAINUIN Y Confirm Installation selections A8 LLaﬂ\iﬁj‘Ui’lﬁmi Roles and

a1

Features yanuai lavinn1siaentd wetdunistudunisings andulvmananiives Restart the

Y

destination server automatically if required wiel#iasaa@sniiassanisn andanusnduly

o
Y

TUnBUIBINTANASY Roles and Features 91ndunAYyl Install
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3.5 WeAndussusesidsvinesazynsiansnenludd Wweiumsimunansudul
NUULUN server manager 8nA3S NA Promote this server to a domain controller Wotdunis

AMuUA domain name VBLAIDNTSNLIDT

. : TARGET SERVER
Deployment Configuration oppcn

Deployment Configuration
- - Select the deployment operation

Domain Controller Options .y ) i )
(U Add a domain controller to an existing domain

ity el e _ R
Adaitiona| Options () Add a new domain to an existing forest

Paths ®) Add a new forest
Review Options g s ; :
Specify the domain information for this operation
Prerequisites Chack
Root domain name: ad.odpc11.ddcmoph.go.th

More about deployment configurations

< Previous I | Next > I

AN 26 LAPIVLNAN9NITANMUA domain name

PINAINUAAIUT IR Deployment Configuration Wunisiivunnisyiauves Active
directory domain services T Forest ‘?GLﬂuﬁmq&qm Tagau1saunladovas Root Domain
name 1§ ynladdeanistefissuuiivununlsi@s Root Domain name agtdu Domain Altlunns

91999057935
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(Y g < Y S & 3 a !
3.6 ¥899NUN B TuUNTIANITAIRINUGIN AvuA Password WazkandsIeasLdenmiee
Tnaidonaisnuaduansuduauludmidiaguunanisini ndsinasadasivasidensauioy

nada Install Aaziasaluniseiaan Active Directory Domain Services

< s TARGET SERVER
Prerequisites Check oD

I @ All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show more X

Deployment Configuration b ) K ) — .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer

DNS Options Rerun prerequisites check
Additional Cpticns
Paths A View results

Review Options A Windows Server 2012 R2 domain controllers have a default for the security setting

= named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
Prerequisites Check weaker cryptography algorithms when establishing security channel sessions.
For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "ad.odpc11.go.th". Otherwise, no action is required.

A If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous |, Next > | | Install || Cancel

ANA 27 wanvtineneseasdenn13iA domain controller wagda Install

NANBAAINLIFNNITATIVEDUTDAMUALTBIRUN LA ualy Wialinsivgautaninuai

MvualidnAss newrinsnady Install Wive Deployment Configuration @in3aadiniies
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3.7 ndanAasanisRaAseusesna lunt Server Manager agUanHaaIUNSAAR

Roles and Features 119940

Server Manager * Dashboard

. @ | Ir Manage Tools View

@ @P Configure this local server

Add roles

and features

TSN 4 Create a server group
Hide
LEARN MORE
ge Services P
ROLES AND SERVER GROUPS
Roles:7 | Servergroups:1 | Servers totak1
op Services b| | ™ ADCS 1| | Wl ADDS 1] | & ons ) g‘e'fv‘?c"eds Siomge 1
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results
o s 1] | ™ nae 1 ® 2;"\:{2 : Heskeop i Local Server 1
(® Manageability () Manageability (® Manageability (® Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results

AN 28 LARINENENG Server Manager Han15AART Roles U84 Server 1a9a1n Install L@Saudn

PINNTNUEAINTNANS Server Manager Dashboard fiuanalsiifiufia Roles and Features

av Yoo a 5 ] (% 4 a acs sa v o a 5 = 2/ 2/ 14
“Vllﬂ‘VI’]ﬂ’]iGl(ﬂGl\‘I ﬁ’WITUI”N']UUULﬂiﬁNL‘ZﬁWL’J’e]ﬁ/ll@ﬁ/ﬁﬂ’ﬁﬁ]ﬂﬁ]ﬂLifJUiE)EJWiE)@ﬂ“U\‘ﬁu
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3.8 Tumaudnudunslald Network Policy Server Wiailu Services Aldieunanulnsioad

TneuiUeIAUnI1 Network Policy Server uaanale

@ Network Policy Server

@ =|[F]

@ s (Loca)

b || RADIUS Clients and Servers

B ,LEJ Policies

p M Network Access Protection
% Accounting

p Wl Templates Management

Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
client health, connection request authentication, and connection request authorization.

Standard Configuration

To enable NPS to authenticate users in the Active Directory, the computers

running NPS must be authorized to read users' dial-in properties from the

domain. that allow
|ches (also
Do you wish to authorize this computer to read users' dial-in properties from the

ad.odpc11.go.th domain?

Templates Configuration

<]| 1 [>

Action: In progress...

T==T IAT.n T X =TIy = vy L0200 B .00 1% B N9 B 8 1. | L S Yy S

M9 29 wanatnnen1siUaleanu Network Policy Server

PnAnuanInt1a19n1sinldau Network Policy Server #ilavinnisilaldeaulu Roles
nountll Inevinn15Aana9 NPS(Local) tden Start NPS services szUuaglidfiounisila NPS

-3 &

Juun ne OK Wudulasadu
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4. HaYaIN1IAMUA Password Policy [14] dmTugldau
Password policy [14] n3euleungsianu fe nquagdarvuaifivuaislunisiivua
sWauvaenseuaznsinnssiaiulussuuaefiumnes Tnsdninnutestumunaulsad 11
JanTaunsassssus 1y 1vinuuinsg1uves Windows Server fo finnudndusdosdasdiniig
Complexity Tngaau Complexity 1y fisteazidendsil
4.1 Sruenuemidesiednation 8 fdnus wasUsenoudne 3 Tu 4 deil
Mwsange A i Z Tukuuimfuilng, Mesenge a is z Tuluuimfusiian

% L3

filav 0 D9 9 uaz fonvsedyanual 1wy (for example, |, $, #, %)
4.2 n1sivun Password policy 19U Active Directory User @nansavinlalag
Wa server manager > tools > group policy management editor > windows settings
. . . A o &
> account policy > password policy Iag Policy fifinviun Ao
Password fiasilgaan 360 Tu fedaadeu password 163310 360 Tu
Password fiangtiaeiiandia 0 Ju Aeannsaiudau password lanaearanlidfivusi

Password Aa9iiA1Nue1) 8 sanysiuly

Password §uduseeiining complexity

Policy Policy Setting

24 Enforce password history 24 passwords remembyg
22 Maximum password age 360 days

&/ Minimum password age 0 days

2/ Minimum password length 8 characters

22, Minimum password length audit Not Defined

) Password must meet complexity requirements Enabled

.| Store passwords using reversible encryption Disabled

AT 30 WARSNATDINITAINUA Password Policy
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5. nmstuiindayauaainsidng Active Directory

[

PN a Yo = v v . . o a 1
nsiiiudeyaiiladawseuliing Active directory anfiuniseail
5.1 \Ua Active directory UuLA3as Server Namm3suld aLdun1sa519 organization unit

(OU) mudeyanladawmseuly ienuazaInlunsuITMISIANTG

= Active Directory Users and Computers
File  Action  View  Help 1

-
e E al= HE 53?:3‘*&

] Active Directary Users and Computers [odpcl’ New Object - Organizational Unit -r
B Saved Queries

4 Fd odpcllocal
.T Biiltit -_:—- Create in:. odpcl1.local!

Computers — I

2 | Domain Controllers

ForeignSecurityPrincipals M ame:
7| LostAndFound ||:|DF'[:1‘|| — |

kanaged Service Accounts
=71 ODPE11-User Frotect container from accidental deletion

I | Prograrn Data
B[] Systen
Lsers

ARH. 11.1H319

ARN, 11,2 WATATSESHIT

b2 ABw 112 denegisai

[ [2] ARH. 1egams

I :; ARMN. 11.5 55U 3

b (37 a2 USER biedhafiu ddd w group Bislang /

t — NID> Quotas | OF. | | Cancel | | Help
I L TPM Dewvices

AN 31 158319 organization unit (OU) Liteivuateniunguay

=

PINANLEATUABUN5E3519 Organizational Unit titeldlunnsusmsdnnis Unit Feide
Hldnunmualuniigaunaziinisasiwiell 3ntdunedl lcon auassAy WieYINNISAI19 Group

dwuliiadeyavesgldnudilvlunisuimsdamsgldanuwuungy
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5.2 \§i8n organization unit (OU) Ainesn1siiiddayayaains wainavu Create a new user

Lﬁu‘ﬁaga first name, last name, full name Kag User log on

File Action View Help P Create Group

TYEEIEEEN R E DR

= | .ﬂ.Ft|ve Dlrector}rf Users and Computers [odpc New Object - User -
oL Saved Queries %

b &g edpcillocal ADD USER

Create v odpeli.local/
2

First narne: | | | mitials: I:I

Lazt name: |

Full hame: |

Uzer logon name:
‘ | | @odpcl 1. local w |

Uzer logon name [pre-windows 2000):
| ODPCT10N | | |

< Back Mewxt >

AN 32 uananteeseazidendeya New User

PNAMLARITUnaun1sas el lnedend con AU viseAdnyIN New User Livavin

nsasldenulnivi nsendeyarldnuilasunsamadeunlodamseuly
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5.3 nA Next ﬁﬂlﬂ?jwﬁ’lﬁ’muﬂ Password 1§A 7 User must change password at next

logon Haaun password [susundawseull

& Createin: ad.odpcll.goths

Password: |----oo

Confim password: |uuu|

[w] User must change password at next logon
[] User cannot change password

[] Password never expires

[ ] Account is disabled

AN 33 WARIULNIANINNSANNAUR Password New User

5.4 nA Next guanantisnagunanisaiiilafimualy 9aniune Finish

& Createin:  odpcll.localfees. 11.3451u05878

When you click Finish, the following object will be created:

Full name: COM7 Com?
User logon name: COM7@odpc11.local

The password never expires.

[ <Back | Finsh | | Cancel

AN 34 UanataeasUNanisasie User
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5.5 Na991NYINN158319 User 138U5080a1 19ivinn1saanen? lcon User Atfialasunisasng

wdudenste Add to a Group Wietdunisivuali User Tu Active Directory dauiulilu Group

Aleasaly

2 4 Copy..
?) 'Q| Add to a group... ‘

QJ,E MName Mappings...
1,\-’: Disable Account

e ] Reset Password...
84 |
i J ove...

2 Open Home Page
1.1 2 Send Mail

L2 ANlTasks »

, Cut
Delete

Rename

Properties

Help

A9 35 UARIIBEINN1IATNYIM New User Uialdioniiy Add to a group

5.6 NHIINUUILLIONUIAS Select Groups 19 Nunde group asludes wdana Check

Y a

Y A adAa ¢ Y = v Ay va Y v g 1 v 1% &
Names ﬂ']GUEJV]WlIWE]ﬂG]EN"\]SlILﬁum@l@m@mlﬂwmvﬂ'}LLa@ﬂI‘WL%u’J’WI‘UM"I groups bABLaI IMNUUNA

OK 2z1dun1stasadunIsiiy User 29n1uyinn1svingnauasusnuiu User 1199

Select this object type:

|Groups or Built-in security principals \ [ Object Types... \

From this location:

|odpc11.local H Locations... ‘

Enter the object names to select (examples):

DDPC11 Check Names

o] o]

Select Groups .

L

AN 36 WARMLNEINIT Select Groups ¥asaINTILAYININ1S Check Names
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6. M3\lausia Active Directory U Firewall

N ' . 1Y . . o a & o &
N3BUAR Firewall NU Active Directory ANLUUNITANNYUADUAIU

6.1 LSﬁT:ijatch guard management > Authentication > Server nadenil Active Directory

Weswnld Server wuu Active Directory

@a’tchGuard Fireware Web Ul

Authentication Servers
SERVER STATUS

6 Users
Primary
AUTHENTICATION Backup
Primary
Backup
Primary
Backup

1 domains

= ° = 1Al = vy .
AINN 37 LLE"I@Q"\]’]U’J‘UEULL‘UUﬂ'ﬁL?ﬁEJﬂJGI@VIﬁ'HJ'ﬁﬂL‘UEJ%JG]EJIWUL! Firewall

INAINLAAITUADUNTHTUABLATDUT SN AU WS 08Nl NS 19ada U TN DIwaY
= v P Aov & 1 A & a £ P Y] ° a acs &
Sendeyagldrundaivegludsniesuinsiaasuansnsldnuld lagvinisiiudsies

UL Active Directory
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6.2 910U NA Add LH8Y191ULAN Domain name Mdanssuliudsunadulniieadlag
n1511 Domain Name w84 Server fiasnaliunnsenlutes Domain Name Tu Firewall settings >

Server > Active Directory > Add > Domain Name

Fireware Web Ul

Domain Name

What is the name of the Active Directory domain?

Domain Name | ad.odpc11.ddc.moph.go.th|

AN 38 kAMIIBNITANMUA Domain Name

PNAINLAAITURBUNITAIMUA Domain Name 109LAT8Y Active Directory #1a%1n13
a5l luduneuvesn1satnun Server Domain Name lumuualinlusieaalagluiilu Firewall

settings > Server > Active Directory > Add > 5¥U Domain Name lugesifnviua anniune Next
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7. AN%UA Session Authentication Uu Firewall
Mt muaszazianIadlFnumdaain Authentication ihdiadatne Tneudludsen Policy
duiily Watchguard firewall management > Authentication > Settings Pnuimuedluide
Firewall Authentication #ai)
Session timeout Ao szavaTluNs Login Wildinu usazadsie 8 Falus

Idle timeout A9 szezaInNshulday 2 $alug

limit concurrent user fia 31UUN 1 user IWIUUNTAIGIGAAD 3 aUNTAl

Fireware Web Ul User: @ @

Settings

Firewall Authentication

These timeout settings apply to users who authenticate to external third-party authentication servers that do not
already have at (o] Ired

ut config

me

Note: A value of 0 means "never time out”
Session Timeout 8 Hours v
Idle Timeout 2 Hours v
O Allow unlimited concurrent firewall authentication logins from the same account

3
When the limit is reached
Allow subsequent login attempts and log off the first session v
Default authentication server on the authentication page | ©dpcti.local v

Automatically redirect users to the authentication page

rect traffic sent to the IP address of the Firebox device to this host name

ddc11.watchguard.in.th
The host name must match the Common Name (Ch

name ecified in the DNS settings fo

of the Firebox device

\) from the web server certificate. Make sure that this host

your organization, and that the value of the host name is the |P add

AN 39 KARINISAINUA session Authentication TAgANAUAAINIT I

NANUEAITUNBUNITAINUATIEALLBEA N5LTUYaI T Ui ldnuluaTaiy

FwiNsAmUAliszuY redirect gldaundeligududmuligninianmstuduiinu
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8. MwiuA Firewall Policy &1%5un15iamslgeu Authentication

8.1 L‘i’h’sj Watchguard firewall management > Firewall Policies > ADD Policy

@a’tchGuard Fireware Web Ul

AT 40 wanaeng Firewall Policies > ADD Policy

8.2 n&anidamtinsng ADD Policy Hleves From Tiiden ADD anniiu den Member Type Ju
Firewall Group Waatden ODPC11 Group Fau group #lginsvhnis Add User 13l Active Directory

Domain Services

Add Member

ODPC11(odpc11.local)

AN 41 wanentienants ADD Member type 1u group 7ildfuualilu ADDS



8.3 Tulswes To Wunisivunasetisla q Aneennsii User danslunisidnds andune

Save Policy

Edit

Name | Allto all Client Enable

Policy Type Al to all Client

I ng SD-WAN Trafic Managerment [ Scheduling Advanced

Connections are Atowed
PORT ¢ PROTOCOL
Any
T
WOooPC1 1{odpet 1.bocal) R Any-External
R Any-Trusted
R Any-optional
ADD REMOVE ADD REMOVE

Enable bandwidth and nme quotas

Auto-block sites that sttempt to connect

[ Specify custom idle timeout 180 seconds

Al 42 wanananis configure firewall policy Aildfvusls User a0 group ODPC11

Y = A 1
ALV INUNAIDVY

NAINUAAITURBUNITAIMUA Policy Tuil9v8s FROM wiialvisfazldeuinIerieves
miagu Tndudeadudldauildsunisdududinuain ADDS Tu Group ODPC11 winwu
feagannsadnnansediennmualiluileves TO 1A Ao Any-External, Any-Trusted Lay Any-

Optional
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9. AinAs Windows 10 Ul Log Client wazatdun1sA1MuAnN1ISAIAI

9.1 udsnAlasinsasudsviesuazasuinesiaioullutuneunounin 91nUuUiINIg
Wdlusunsuusmsdanisneuiiinesiailouass VMware vSphere Client donia3adnauiiaines
Log Files Mia31913 Aana71 Edit Settings 9 niutden CD/DVD Drive 1 Wiievinn1siden Windows

10 Pro iso 91NUUNNISANGS

Hardware IOptions | Resources | Virtual Machine Version: 11 /&
Device Status

[ Show Al Devices Add... 7 Con

Hardware Summary ¥ Connect at power on

B Memory 4096 M8 Device Type

K crus 4 ps

Q Video card Video card Client Device

& VMCIdevice Deprecated

@© sCsIcontrollerd LSI Logic SAS

5 CD/ovD drive 1 [DDC_STORAGE (3)] W...

& Harddisk1l Virtual Disk € HostDevice

& Floppydrivel Client Device

B Network adapterl MPLS l _J

& Datastore 15O File

|[DDC_STORAGE (3)] Win10_1903.isc  Browse... |

P
G

Virtual Device Node
@ |1DE (1:0) CD/DVD drive 1 ~|

oK Cancel

D

AN 43 LAAIVTIA19NI5LE0N Windows 10 1SO Files @sufng

MNNINLARTTIEA Virtual Hardware ildvnsasnatuan Wuedesreufinmediaiiou
Tnendanshmsadaaissmenfiamesiasaiovien suluesinfsszuvufoinislaeanunse
siunisld Tagludl CO/DVD Drive Lailouiilea$1ald natdon SO Files vosszuudAnas
uazin Connect at power on LielwsruUFIaeen1svILves CD/DVD Drive Anusuns

\Uansasrauiunesialow wazfndiszuuliiRnismilounsuiiunesniluldiae
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9.2 H&91NAAFHT Windows 10 La1¥11n15819u 1P Address 1T Static lieldlun1sidouse

n3.AU Log Files

B Network and Sharing Center -0 %
) Network Connections =8 %
T | gl v Control Panel » Metwork and Internet » Metwork Connections v | | Search Metwork Connections @ |
Organize + D| ¥ Ethernetd Properties B .. - 2= - [ @
.: Ethernq | Metworking Internet Protocol Versio%&l {TCP/IPv4) Properties -
o odpcl
W= Intel(R; Eannect us Genetal
2 Intel]
‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask vour network administrator
for the appropriate IP settings.
This conne
o i () Cbtain an IP address automatically
gFiI (®) Use the following IP address:
=g —
3 IP address:
[0 e Mi
i L Subnet mask: )
L Default gat ’_—'
Tz efault gateway: -
|
Obtain DMS server address automatically
I:Insta (®) Use the following DS server addresses:
Desc:nptfo Preferred DNS server: l:l
Transmis|
wide areq Alternate DNS server:
across dj
[validate settings upon exit
| oK | | Cancel |
Titern  1itern selected = =

ANA 44 WEARIVTNAN9NISAMUA [P Address

INNNLAAIMUININITAIMUA 1P Address UDUATOIADUNUADTLAN DY NAIINT
IS a & a va a ¥/ ¥ ] [ A o a s IS
finsfnnssruuuuanisSeuesuds Tunsudalufionisimvun IP Address Aeufiainesiaion
elvilaTosreuitinasiatountminnisaiauan eglunIeviemeiuiuseuuiaTaienfens

Taau
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10. fAinng WUsunsy Watchguard System manager
N15AAs ¢ TUTWATN Watchguard System manager laglaan server software 714930

100U Next washngd

W’ Installer - WatchGuard System Manager 12.9.0

Select Components

Select the check boxes for the components you want to install. Clear the check boxes
for all other components.

Client Software
.. 4] WatchGuard System Manager
. Server Software
- [¥] WatchGuard Management Server
[ watchGuard Log Server
. 4] WatchGuard WebBlocker Server
[ watchGuard Quarantine Server
.. [¥] WatchGuard Report Server
l:| Language Packs
i - [] French (Standard)

The selected components require 32.3 MB of disk space.

T e

WatchGuard

AT 45 WARIRENANNAIIAARY Watchguard System manager

PNANLAPITUADUNITAAALUTLNTN Watchguard System manager UULAT 83ANNLADS

I L2 d' Ya q’.ll a wa o dl' dl' ! ¥ ! = 1 = i ¥
wadlow vdnilafadesyuuUURnmsuazimvug IP Address livalgaumaidginsaneissuTosua?
R NUAGIRARY Watchguard System manager 98U31n)1in@1an1siden Option dusudinga
Features N15%11911%84 Watchguard System manager lagvinnisidien devianualunuiany

294 Server Software
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11. ﬁﬂﬂﬂiL‘?}auﬁia Watchguard System manager fiu Firewall

11.1 10 alusunsy WatchGuard System Manager 12.9.4 1 0YNTR A 1n19E e

TUsKNsu NUWEBNN Files > Connect to Device..

Please enter the user login information ' )
of your Firebox. @dtchGUd rd

IP Address or Name: 172.0.0.1 o
Lser Name: loguser
Passphrase: TTITIIIIL
Authentication Server: Firebox-DB o
Damain:
Timeout: E +| seconds

Login Cancel Help

AT 46 WARIRENANNANIAMUANISITONAD WatchGuard System Manager

fﬂ?ﬂﬂ’w\lLLﬁﬂWguG}auﬂﬁLsﬁlE]ﬂJGl"eﬂ‘UiLLﬂSSJ Watchguard system manager 011U Firewall
Watchguard M4600 lngnsnsendesasieg il
IP Address : #ugL@Y IP Address 98¢ Watchguard Firebox
User Name : #i9 Username fifwiundvislag Firebox Wildvseudeya
Passphrase : fio Passphrase awziiiduanfildnndouiusa Firebox

NUUINIIAA Login 1UsunIuazyinnsitieniu Firewall Watchguard Md600 Tua3edny
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11.2 101g Watchguard System manager & asiata Log Server ﬁmyjmi‘ Logging AgWUA?

Watchguard fildarusy malsiwulivimsnes Refresh

File  Help

‘fﬂ WatchGuard Server Center

®j Servers
% Management Server
;% Log Server
m_E‘ Report Server
“#3 Quarantine Server

% WebBlocker Server

3B Users

EH Log Server

WatchGuard Server Center

Server Seftings Database Maintenance Nofification Logging

Choose the destination for log messages from your Log Server. After you change the Logging settings, you must stop and restart the Log Server.

- Firebox Status -
All Firebox devices connected to the Log Server appear in this list.

IP Address Serial Number Firebox Type
| 172.18.11.1 80D602970D2B9 WatchGuard M4600

Firebox Status
Connected

Refresh 1 firebox is currently connected to the Log server.

Windows Event Viewer
|:| Send log messages to Windows Event Viewer

Select a log level: Warning

File path
Send log messages to a file
File location: C:\Prog

gs! gserver Browse

Select a log level: Warning v

Remove

ANA 47 waRISI8N1S Device U84 Firebox NAvinAswtausal)

INATNLAAINL19A 19N15LT DUA 8TE N9 WatchGuard System Manager wag Firewall

Watchguard Md600 Ingaziisiuaziden Ao

IP Address: #uewaY IP Address 989 Watchguard Firebox

Serial Number: #i8ta Serial Number 483 Watchguard Firebox

Firebox Type: U84 Watchguard ﬁiﬁg\‘nuagj

Firebox Status: aaun1seilieusasewing WatchGuard System Manager Wae Firewall



67

12. AIA1AUIANUTIIALAU Log Files tivannunszeziaarlun1sdniu Log Files

12.1 in1snvunsigazidenlunisdaiiu Log luluy log server > server settings

1A8AINUAYUINYDINUNN LT LUNITTALAU

‘vﬂ WatchGuard Server Center — X
File Help
®; Servers
=H WatchGuard Server Center
§_ Management Server fLog Server

=H Log Server

WY Report Server Server Settings Database Maintenance Notification Logging

% Quarantine Server
Database Size

% WebBlocker Server

Maximum database size: 150 |GB Current database size: 59.71 GB
>0, Available space: 90.29 GB (60.2%)
& Users v .
Automatically delete data older than |91 day(s) Last updated: 111772023 06:27 P
Refresh

Authentication Key Setting

Change the Log Server Authentication key Modify

Logging Connections
[[] Disable TLS 1.0

Diagnostics Logs
Purge Diagnostics Logs

This option deletes all Diagnostic log messages generated by your devices (Debug level or higher) from the Log Server database.

a ¥ ° o s & .
AN 48 LAAIWUINININITAIURUANITAIAINITALAU LOg Files

INAIMNLAAINT RN IANT18828 8AT09N15TALAUTOYATINITABUTN IR LAY

Y]

1Usunsu WatchGuard System Manager lng@usamvunsigazidunlanadl
& Ad o .
vunvasiunnazlylunsdanu Log Files
srezaluNsdInLiy Log Files

[ =3 o [ v v . 1 Y = I3
seugIAluNTIANY Report dwisuingUaya Log Files Hnumiiniules
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4.3 NAN1INTINFDUNIINI9U (Check)

4.2.1 AFIRHOUANYNABIVINIFTHNNUYBITZUU 1gviNsiUTEUiIBURUTUABUNTTINUHLN

° P v & o a I3 = P '
ﬂ'lﬁu@]l? 'quaaW5suu9]auﬂq5ﬂqLuur\']iu]u‘lﬂﬂqNLLN‘UW?'\\ﬂ?Wia‘L&l

1. maaumsl,%amiaszij Firewall Lag Active Directory
1.1 M3 ousia Firewall U Active Directory Domain Services wior8unisviilef Firewall
aunsndniegiudena Active Directory @ slddviun1snsraaeudns nnsldauiasevie
Tnga1u1sansIvaeunantsid suselalasnis Test Connection Uy Firewall Management

>Authentication > Servers GLuLmé TEST CONNECTION FOR LDAP AND ACTIVE DIRECTORY

Authentication Servers
SERVER

mwﬁl 49 Lan9uingng Firewall Management sy TEST CONNECTION FOR LDAP AND

ACTIVE DIRECTORY
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1.2 5lonafiiay tary TEST CONNECTION FOR LDAP AND ACTIVE DIRECTORY (on Server dmsu
msnaeeuly Domain Names U84 Server ilavnnsasnsly a1niuld Username wag Password filg
13 ADD 13U Active Directory udana TEST Connection aglanaansamaluil

1.2.1 myvhaeune Usemname wag Password 71gniasHafe connection server : Ok Log in : Ok

Server Connection

Server Connection

Test the connection to your LDAP or Active Directory authentication server(s)
Authentication Server odpci1.local .

Jsername com1
Password
Results
Connect to server: Ok (connected to 172.18.11.35)
Log in (bind): Ok (user com1@odpc11.local is authenticated)
Get group membership: Users, Domain Users, ODPC11

A 50 UARIMITINANNITNAGBUMEY Username Wag Password 7gnaed

1.2.2 iN1sna@aunle Username wag Password 7 billaaansidsulinafe connection

server : Ok Log in : bind : Failed user is not authenticated

Server Connection

Server Connection

Test the connectio! our LDAP or Active Dir

Authenticatio

odpci1.local v

Jsername comg

Get group membership

AT 51 kARMTANNITNAGEUME Username Wag Password 7igneias
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1.3 aqﬂwamimnaaumiL%awiasw:m Firewall Wy Active Directory

a3UNalAI1N1Y1IN1 59BN ONRDIENINY Firewall Wag Active Directory a111501d

ule Wuldanuinaweuly

2. nagaunsidnldaussuvtuduiiynng

2.1 MSNAEaUNITITIUTEUU F9981935n15NA@DUIEUULUU Black Box Testing 1aginns

e manisalnaainasinduinimualvieglusuluumanisaliiessuravesnisviulanail

AN 5 LEAASNANITNAABUTEUY

[

winn13al (Test Case)

Fumau (Test Step)

Naans (Expect Result)

(FreeafignAed)
Aldudngssuume
Username Wag Password 71

LGN
Y

1. Jousiainievie

2. Uant Login

3.1d Username (abcl)
4.4 Password (1234)

5.naUx Login

Lfldnuanansaiingssuula
3.55UULEAIUTA you have
been successfully

authentication

(Feganlignaes) gldnuld
anansaingseuulavinld

Username #1358 Password R

1. Jousainievie

2. Uaniln Login

314 Username (abcl)
414 Password (4568)

5.naUx Login

Lfldnuldannsadgssuy
5]

2.58UULARILI LA DY
Authentication Failed:

Invalid credentials.

(Fregilaignaag)
Aldelianunsaidngssuula
wnlild Username %50

Password

1. BUADLATDUNE
2. Uaniln Login

3.nAUx Login

1.53UULAAY Pop up WAALADY

Invalid credentials!
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You have been successfully authenticated.

Logout |

AN 52 wﬁwmLLammaﬂm‘%"}gjswuﬁ']L%a

@gchGuard

Authentication Failled: Invalid credentials.

Username: |
Password: N
Domain: | odpcl1.local v

AN 53 Lanantnenensuaafeuenlgauludisa

2.2 HAYDINITNTIVABUNNTITINUTEUU Authentication szuulavinaulaniuninawauly

'
= [y [

Falenadns el

AT 6 LAASNANITNTIFABUNITYINGIU

a v
LHUN91E

QRETHRIEREN

AInQUIzEIAnT L3l

Lieuselingssuuiniaty

Li¥euselingssuuiniany

AN

2.3¥UU Pop miiean1siingseuu

2.3¥UU Pop niiean1sidingseuy

A3e adgynnslgauuu 10S

v a

FAANTNTITINUDH UL

o

FRANSNTITINUIR LR

3dgszuudidassuvasudadiou | udngsruudisassuuasidasiou A1
aldnudunesideld lneaving | aldnudumesiiala lngaziinig PR
AulseiRnsldau AulseiRnsldau

5.Log in ldduSaudasiouswanu | 5.Log in dudaudafousianiu 2PN
NANAA NANAA

6. diolalduuny 2 vu szuves | 6.dloldlduuny 2 vu ssuues A9




2.3 a3Unan13n59a0uNskleusEuY Authentication
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nuan1snadeulunsed 5 agldinanisnageunisdildaussuududuiiyanaduly

pufiAald Aeanunsadildaulaiile Username wag Password asdfiugiudayavesyidnslday

Meameidould wazanwanisnsraaaulumsned 6 madnldaudulvaiduluauunuiiandd

wulgymnisldauuugunsalnldseuuuinnis i0S Nunesmtiiansidngseuulaivsng

3. psaagaunsidrldeussuudaiiu Log Files

nanTIlafanunssneNiiunesdmsudniu Log Files Hauaszuuazanunsaideusawdily

[

p3IdeUloyares Log Wlnvanunsanaaeunisiildnuiiensivaeudoyald @

il

3.1 W ausaid1szuudaiu Log Files numis https://172.18.11.37:4130 WagyinauTEY

Username LLay Password SUEJ&EE@LLszU

@ﬁchGuard

WebCenter

Username ‘T‘
Passphrase _ ‘

| Login |

A7 54 uanmtihanensdnglusunsudaiu Log Files

3.2 dlaingszuuudiasnuiunivnauansgunsaliieidengunsaliivihnsdaiu Log Files

@gchGuard

LOG MANAGER
Devices
Servers
Search

REPORT MANAGER
Devices
Servers

WebCenter

‘' Devices

Name 4

== DDC11-
Nakhonsithammarat

Connected 1P Address Serial Number

Yes

[ BESE ] @s0257002)

User:

Version

12.3.1

| Help | Logout

Model

WatchGuard M4600

A7 55 wanemtianensdnglusunsudaiv Log Files


https://172.18.11.37:4130/

3.3 Jevhnsidengunsaiazuanaminansdmiug meadensnee ¥89n159aAU Log Files

WebCenter

@a’!chGuard

LOGMANAGER  Devices > DDC11-Nakhonsithammarat

Web

Devices i
Available Reports Dachbiouid s

Servers

Daily = Weekly
Seh Default to:  Hosts Users
REPORTMANAGER | @ October2023 O
Devices Su Mo Tu We Th Fr Sa Application Usage
Servers 1 2 3 | 4 s 7 No data available

8| 9 10| 11] 12][ 13

—
| Help | Logout

Per Client | On-Demand | Custom Time Range

Mail Services Device Detail Compliance

| Top Applications by User v

Blocked Applications
No data available

2023-10-13 00:00 — 2023-10-14 00:00

| Top Blocked by User v

Dashboard

Traffic
Packet Filter Traffic
Proxy Traffic
Top Clients By Bandwidth

Top Bandwidth

| Users (Sent and Received) v |

Top Clients by Hits

Web
Most Active Clients
Most Popular Domains
Web Activity Trend
Web Traffic Summary

Device
Denied Packets
Authentication
DHCP Lease Activity
Firebox Statistics

Detail

Unknown | —

Denied Packets
URL Details

Compliance

AN 56 LaRIWTNENg Dash board wesnsdALAU Log Files

o < N
4. AFREHIUNITNINIUYBINITLNY Log Files
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av va ° ! v . o a Y] . | o a a s
nfladn1sivunali Firewall aidun1sdaiiu Log Files deludauniosnauniines

Log Files IP Address 172.18.11.37 anunsansiadeun1svihaulagldéds Command line '

4.1 \gnstdaumd Command line lagldaulusunsy PUTTY @enn1sitiesion1u

IP Address Inglduiianisidousonuu SSH

Category:
[=- Session Basic options for your PuTTY session
i y L.ogging Specify the destination you want to connect to
=) Teminal Host N 1P i) Port
- Keyboard o amf jor IP address o
Bel [123.456.789.10 | [1234
i - Features Connection type:
& Window @SSH (O Serial (O Other: |Telnet v
Appearance
Behaviour Load, save or delete a stored session
i Translation Saved Sessions
[+ Selection [
Colours
(=) Connection Default Settings Load
Data
- Proxy Save
(- SSH
Delete
Serial
Telnet
Rlogin
SUPDUP Close window on exit:
OAways (ONever (@ Onlyon clean exit
About Open Cancel

AN 57 wanantnanaluswnsy PuTTY dwmsuausaluda Firewall

Mt
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4.2 \fieyinisna Open avidunsideureluss Firewall syuvazlinsen Username waz

¥

Password ﬁm%’ué’”ﬁﬁm%mﬁq Command line ¥84 Firewall

AN 58 wananrta1slusiAsy PUuTTY @Sy login wnlganu

4.3 Wevin1s login 138uspeuadlnldmds show log-setting [component] toAN15¥14U

¥84 log Alaruunrlitu Firewall Inglilden component Wy watchguard-log-server Liiafiag

'
¥ o v N

@Jsﬁjagjasuaﬂ Log Server 1 Firewall iﬂya'ﬂsﬂjm%a log LUTH aglard e Aw show log-setting

watchguard-log-server Faagldnanssfunaufiumes Log Server fitvunly fie 172.18.11.37

AT 59 Uanen13kgrIda show log-setting watchguard-log-server iitagUanaslunisdminu

Log U89 Firewall
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5. ASIFIUNANITANNUAAIIUADINITVDITEUU

[

\ & ac ¢ A a ¢ . &
wuseeniludsninesuazinsesnauiimes Log Files Al
5.1 A519@0ULDSNLIBS

AT 7 N1IATIAABUAANYRLIATEUTIHLIES

wHuinely n1sUURDI AseIngUsaAnsly
L.sguudUsn1s windows Server | 1.5¢uuUfuRns windows Server A39
2012 2012
2. CPUs : 4 cores 2. CPUs : 4 cores PN
3. Memory: 12 GB 3. Memory: 12 GB #1399
4. Hard Drive : 100 GB 4. Hard Drive : 100 GB PN

5.2 p51vERUADNNIABS Log Files

M15°9% 8 N1INTIVABUAMANYLLANIZLATIRBUN AT Log files

wHuinely n15UURDI AseIngUszaAnslyl
1. sguudf)umnis: Windows 10 | 1. sguudfumnis: Windows 10 bN
2. CPUs : 4 cores 2. CPUs : 4 cores PN
3. Memory: 8 GB 3. Memory: 8 GB 7139
4.Hard Drive : 100 GB 4.Hard Drive : 100 GB luieanesionisldauy

5.3 HAN1INTIVABUAMSNYULLATRIABUNUNDTSIOT wazAawfinmes Log Files

=i v o2 ° Y} - ac ¢ o =i v
INANTNN 7 wandliiuinsimunnudneassesdsinesiluluauunuielivay
c{' Y @ J LY d' a s . a & A
1NM151991 8 waRsliLINIINIINTIADUAMEN BAULLANIZLATBIABUNIADT log files USUNauiNud

Jauiudoyaliiiesne Falinsuulsaiiunnugdu 300 GB
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FALTUNITNIIVADVUTLANSNINA1TVINUT AT a8 B UmesLTnlaeldaSaadia Microsoft

365 network connectivity test tool ALIUNINAABULUTYULTBUNANTSIFIUADULAL N IAARS

S¥UU Authentication lANaRIAI5197 9

AN5199 9 WARINANISHUSHUBUNISNAABDUNIST LU UNDULAL VAIRANAITLUU

wiAN15al(Test Case) aulduszuu AD nasldarusEuu AD
Media Connectivity No errors No errors
Packet loss 0.00% (target < 1%) 0.00% (target < 1%)

Latency

86ms (target < 100ms)

100ms (target< 100ms)

Jitter

3ms (target <30ms)

2ms (target <30ms)

1NAIT NN 9 waRIlATIUIMSIRAAINITITIIUTZUU Authentication lldanansenuse

Usgdngnmnisiauressyuuasevisduwmesidavesdrinaudesiunivaulsail 11 fmin

UATAITITUINY

Microsoft Teams

Test

Result

© Media connectivity (audio, video, and application sharing)

© Packetloss

A latency

© itter

Connectivity

All connectivity tests passed

ANA 60 LAAINANISNAFDUNSILTINUTZUU Authentication




e

6.1 A5IADUAMUAINITANTITVINIUYBITZUU INNSLUSUAEUNITYINIUYDISEUUNDUNTIY

o v .:4' = = a a ° o &
JNUIEUU LLag"Viaﬂﬂ']{[fU\‘i']u3$UU WWBLUTIUNEUUTZANTNINAITNIIUYDITSUU ﬁ\‘m'ﬂlﬂu

1) A539a0UKLTUsTUULAT R I8 auNstdusEuY Authentication Tagn1svinnisidnly

73330V IP Address veurldauszuume Firewall lnguantadan i 4.49 Aeldaiunsaszyis

) v ay v va & A = a v Yy o oA 19 avy
maugldnunldlafimsiwersomeniinnesliaenndesiuiodldauails

=

wmemena = o — [ wor | wcroons S oo

V100-LAN 192.168.100.216

V100-LAN 192.168.100.50
V100-LAN 192.168.100.235
V140-LAN 192.168.140.20
V141-LAN 192.168.141.39
V141-LAN 192.168.141.45
V141-LAN 192.168.141.47
Vi41-LAN 192.168.141.44
V141-LAN 192.168.141.43
V141-LAN 192.168.141.40

DESKTOP-KIC4M7F
Aekachai-k
LekAdmin
DESKTOP-F3]J4QHS
DESKTOP-HMGPJ43
DESKTOP-N7HLFHS
DESKTOP-VFECGMP
DESKTOP-4NFFMTM
TEMPIT

DESKTOP-KSLQH6L

a0:8c:fd:da:c9:ae

74:56:3¢:57:68:31

34:64:39:34:62:98

1ci69:7a:97:f6:7e

50:eb:f6:26:19:f3

1c:69:7a:7c:bc:4a

c0:18:03:b4:cc:8¢c

1c:66:6d:90:e5:9f

1c:66:6d:90:€6:68

1c:69:7a:98:32:81

2023/11/16 08:55:49

2023/11/16 08:31:18

2023/11/16 08:22:55

2023/11/16 08:33:51

2023/11/16 09:03:37

2023/11/16 08:44:30

2023/11/16 08:43:15

2023/11/16 08:42:32

2023/11/16 08:34:49

2023/11/16 08:24:10

2023/11/16 16:55:49

2023/11/16 16:31:18

2023/11/16 16:22:55

2023/11/16 16:33:51

2023/11/16 17:03:37

2023/11/16 16:44:30

2023/11/16 16:43:15

2023/11/16 16:42:32

2023/11/16 16:34:49

2023/11/16 16:24:10

AT 61 WARINANITATIIABUL ITUTEULATEVIABUNTSLENY F8UU Authentication

2) ayyaaeudlinussuunIarienaanisidauszuu Authentication Tngnisiinlunsivaey

Uk YU Authentication List Ui Firewall 1nguanisnsn1ni 4.50 Aoa1u15038YfiInuves

Aldenlan User fivinslda

Authentication List

Authentication List

Summary
Mobile VPN with L2TP: 0
Mobile VPN with IKEv2: 0
Total Users: 3

Users Locked Out: 0 = UNLOCK USERS

Authenticated Users
LOG OFF USERS

TYPE

Firewall User

kanaphot.t

Firewall User

Firewall User

Mobile VPN with SSL: 0

Access Portal: 0

DOMAIN

odpcii.local

odpcii.local

odpcil.local

CLIENT ELAPSED TIME

Authentication portal 0 days 00:48:29

Authentication portal 0 days 00:40:56

Authentication portal 0 days 00:08:01

Mobile VPN with IPSec: 0

Firewall: 3

IP ADDRESS

192.168.40.179

192.168.143.25

192.168.100.69

M9 62 UARIHANITATIVEOUR LT UTEULIATEYEMEINTSIHU S2UU Authentication
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3) M529@UUTLIRNITITNUTEUUNBUNITIIIIUTEUU NS M9 USEUULATBYNENDUNTS FEII1U

S8UU Authentication lifinsamAuUseiRnisldauesading

4) AFIFOUNITIFIIUTZUUNAINITITIIUTZUU Authentication 1ag@Iu15a191051980U
Usziansldanuaiadielariu Log Files Server
4.2.2 p37FRUNAANSN5INLYsszUY e lhduluauingUszasdvasnisaniiuniside
Ineitunousall

1. A379dBUANNAINNTANITAIUANNSITNALASaT e BUNasIlN

A15199 10 LUSBUEUNISYINUNDULAZUAINIT MIIIUTLUU

1 } 74 % 173
nauldauszuu A9 YITUTZUU

lignansaslandilasldnussuveging anansaszydmnugldnusyuula

Talanunsansiaaause Innsidaudaunadls  @1u150m529@eUUsEIRNIS M UgDUNAILR

lanusaundesdoyanigluainmadntien  awnsamuaumMadiazetneannsidndedn
Luilasuauayn Luilasuaugyn
LifinsUesiumsiinfaniene finsdesiumainiiuesetiemessuy

1NAN5199 10 wanalAiulI1nsly Authentication vinlsiaduanunsalunistosiuesaaie

a a a ‘g
HUSLANTANUINVU

‘:l' v ¥ a 1 a ¢ & @
#1979 11 ﬂj‘ﬂNﬁﬂ’]iL“ﬂJ’ﬂ%ﬂ’]Ui%‘U‘ULﬂi@slﬂEJEJULVIEEL‘IJG]GIJEN‘Q@@'V]{LU?%%L’Jﬁ’] 90 U

UIUYARNTA | wuyeaInsidn | Iruduyaansily

= v v v
amzideu THauszuu WU b UTTUU

160 160 0

NNENTN 11 Juwanstoyansidildinueiotnedumesidafidnsavesyaainsivunnaen
szpznafilndnnudayaiiiorhnsideidunandiua 90 Tu ¥iesenineiuil 24 fueneu w.a. 2566

faun 22 Suew w.a. 2566 anunsaasulaned Iududameidewdld eussuuas Uiy

a f & o v [y P [ [y = = ¥ &
E]‘LJLV]EJSL’LJWU@QEI’]L!ﬂﬂ?ﬂﬂﬁ]ﬂﬂﬂﬂ')UﬂmiﬁﬂVI 11 JNINUATATTITUINY EJB;TLGU\?']UVNWMG] 160 user
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Tnefyaainsiidldauszuunisfudusnudieldauaietisdumesidnogieion 1 als
Tuszeziaan 90 fu §1uru 160 user waghifiyparnsfiamzifoudildnunioviedumneside
wilsiinerinldauszsuuiaglussezinm 90 Yu Andusesazvesnisdilisegifesas 100.00
voanslinuinun Faandiifuissuunmstuduiuaeaiiod-ldoueietisdumesidnues
driinnutestumuaulsail 11 Smiauasaisssuny amnsamuaunsididaeiorns ietesiu
msdfalaglalasvenginld wazaunsaviliyrainsidanudndudeddanuniedis
SumedidafoudliruiussussuunsBususyaeaiiodldnunietisdumesidaviadu

anunsaguanisnldnussuuesevisdumesinvesyaainsluszeziia 90 Ju Tuaianun
2. NNFHBUNATAINTTIALAU Log Files

d' 1% [ (% < v a s . % va
\ialiussgingUszasAlunsdniiudeyadsnasnineuiames (Log File) aunsesw Uy

T

1 ¥ [

FrdaensnIgAaneatuasLiames WA, 2560 atuil 2 “uns1 26 HluIn1sAeuiusny

[%
Y Y

Joyaarasnneuiinesiilidesniniduiuivusiundeyatudigssuunouiunes ” waz
~ v wa v a ¢ Y % o & v 1 9 ) v
Weanunsagdeyauseiinisldiudumesidala Jsdnludesanunsafumdeya Log Files N5l

[%
Y [

Nufoundld waryinmmegeunsaumdeyanisldanudeunds dvuneuail

2.1 Wousea1szuudaiu Log Files Wun19 https://172.18.11.37:4130 wayinuIEY
Username W Password 709fjauassuu antudentsiade lnsanunsnssymeasdonnisdum
vtail

Time Range A @130z ytIIatunIsAumile

Log Type Ao 11lAv09 Log NIADINISAUNI

'
a

Any of these words fia MYeyanidIuveIiNsey

ALL of these words fi8 w1dayanilAiszy

¥ = v

EXACT match of this phase fa Tayannsafiuissynnusznis

Y 99

NONE of these words g Jeyanuneniiunildiuresissy


https://172.18.11.37:4130/

80

@gtchGuard WebCenter

LOG MANAGER ' Search > DDC11-Nakhonsithammarat

Devices Time Range | Custom v| LogType|Traffic  v|
Servers
Search [ ANY of these words| | %
REPORT MANAGER ALL of these words | |
Devices EXACT match of this phrase | |
Servers NONE of these words| |
Custom Date-Time Range b3
. Start: End:
2023-08-28 10:10 |2023-08-28 10:00

OK

4

Cancel

»

M9 63 wansTEyTTEEATluNSAUMTaLa Log dounda

2.2 wansrumszuvaglyideya Log Files Mdasiuieuluivinnisaumilagiivoyannsaiu

[

[ [ I3 &
ToguszaAlun1sIniy fadl

~ 1% S 2 g .
1919 12 LLammwwmamawaﬁﬂammmuwu Log Files

[y

viladaya AUNNNY
Date-Time Funanfildau
src_ IP Address \A3Be8uN1
dst ip IP Address iA3aaUanemis
src_user %o User Q‘L*‘i’fﬂ'}u
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[ < v a s .
2.3 AFIVABUNANTITIALNUVBUAIINTNNABUNIADT (Log Files)

MInTIadeuRan1sIaiudeyaasinsemenianes(Log Files) nansnsadnnudeyald

ASU 90 YU anuffnualivsell

Ey Log Server WatchGuard Server Center

Server 3eftings  Database Maintenance Motification  Logging

Database Size-

Maximum database size: 150 |GB Current database size: 143.31 GB

v Available space: 6.69 GB (4.5%)

o )

. Automatically delete data older than |91 day(s) Last updated: 022002024 05:31 PM
Refresh

Authentication Key Setting

Change the Log Server Authentication key Modify

Logging Connections

[ Disable TLS 1.0
Diagnostics Logs
Purge Diagnostics Logs

This opticn deletes all Diagnostic log messages generated by your devices (Debug level or higher) from the Log Server databaze.

AT 64 UARINANIINTINABUNIIANUTDYAITIITNNABNAIADS (Log Files)

namuandiiudiamansinnuloyaasasnineniiumes Aldvhnisdaiuiavmn 91 u
Ingldnunilunsdmfivdiuau 143.31 GB aniiufifidvualifie 150 GB wandliviuiianuauise

Tunmsdanuteyaldnuinguszasaniivualy
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3. HANIATIRFBUANNAINN A lUMITTYAIRUYRL [dnuATatedumaside

o

N1INTIVFDUNTITYMT

Y v A a 5 & vy A v a
ma@%QWULﬂiamﬂaauLwasLumamﬁasz‘ql@mammaaumﬂ%@ﬂmmw

WuNTeYaITIATARNN IR U suisuiudeyan laawmeilouvednsidnldnuaioue

Sumasidin

LOG MANAGER * Search » DDC11-Nakhonsithammarat ©

Devices Time Range | Last 30 Minutes v | Log Type

Servers
[ — ANY of these words| Paweena ==
ALL of these words| |
REPORT MANAGER
. EXACT match of this phrase| |
Devices
SerEE NONE of these words| |

+ OR £ Search @ Load B Save

Search complete: 234 records  Export Clear

View 1 - 25 of 234

Date-Time

2024-01-12
14:45:00

2024-01-12
14:49:01

2024-01-12
14:45:03

2024-01-12
14:49:38

2024-01-12
14:49:38

2024-01-12
14:45:41

2024-01-12
14:45:41

Message

Fwallow, Allowed, pri=4, disp=Allow, policy=All-te-all-Client-00, protocel=https/tcp, src_ip=192.168.40.66,
src_port=61513, dst_ip=147.92.165.194, dst_port=443, src_ip_nat=223.204.151.175, src_intf=40-V40-Wifi,
dst_intf=2-3BB, rc=100, pckt_len=64, ttI=63, pr_info=offset 11 S 1150617963 win 65535,
src_user=paweena.s@odpcli.local

Fwallow, Allowed, pri=4, disp=Allow, policy=All-te-all-Client-00, protocel=https/tcp, src_ip=192.168.40.66,
src_port=61514, dst_ip=147.92.191.21, dst_port=443, src_ip_nat=134.236.76.189, src_intf=40-V40-Wifi,
dst_intf=1-CAT, rc=100, pckt len=64, ttl=63, pr_info=cffset 11 S 1306953105 win 65535,
src_user=paweena.s@odpcll.local

FWAllow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/tcp, src_ip=152.168.40.66,
src_port=61515, dst_ip=23.50.237.76, dst_port=443, src_ip_nat=134.236.76.189, src_intf=40-V40-Wifi, dst_intf=1-
CAT, rc=100, pckt_len=64, ttl=63, pr_info=offset 11 5 3201282436 win 65535, src_user=paweena.s@odpcll.local

Fwallow, Allowed, pri=4, disp=Allow, policy=All-tc-all-Client-00, protocol=https/tcp, src_ip=192.168.40.66,
src_port=61516, dst_ip=147.92.165.67, dst_port=443, src_ip_nat=134.236.76.189, src_intf=40-V40-Wifi,
dst_intf=1-CAT, rc=100, pckt_len=64, ttl=63, pr_info=offset 11 S 2160884421 win 65535,
src_user=paweena.s@odpcll.local

FWAllow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/udp, src_ip=192.168.40.66,
src_port=60839, dst_ip=142.251.223.78, dst_port=443, src_ip_nat=223.204.151.175, src_intf=40-V40-Wifi,
dst_intf=2-3BB, rc=100, pckt_len=1228, ttl=63, src_user=paweena.s@cdpcll.local

Fwallow, Allowed, pri=4, disp=Allow, policy=All-tc-all-Client-00, protocol=https/tcp, src_ip=192.168.40.66,
src_port=61517, dst_ip=147.92.165.67, dst_port=443, src_ip_nat=134.236.76.189, src_intf=40-V40-Wifi,
dst_intf=1-CAT, rc=100, pckt_len=64, ttl=63, pr_info=offset 11 S 354601534 win 65535,
src_user=paweena.s@odpcll.local

Fwallow, Allowed, pri=4, disp=Allow, pelicy=All-te-all-Client-00, protocel=https/tcp, src_ip=192.168.40.66,
src_port=61518, dst_ip=147.92.165.194, dst_port=443, src_ip_nat=223.204.151.175, src_intf=40-V40-Wifi,
dst_intf=2-3BB, rc=100, pckt_len=64, ttl=63, pr_info=offset 11 S 3022296584 win 65535,
src_user=paweena.s@odpcll.local

AN 65 kARIFIREITBYANITAUMY Log Files

nAmuandliud 1eyav19IN1eAeNines (Log Files) Ine@1uisnssyAinuves

v A 1 a s & Y] v Ay v & o v
Hldnuaseriedunesidnlaainteya src_user= nladniulilu Log server lnvanunsaindoya

User finulunsivaeuiuteyainliinnisamedeuvedvaidildanuliuasssudmuvesyldanuld
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4.4 Yunaun1saiuulimiunzay (Act)

4.3.1 msUulseinumaila

Ao Mauny USuUse W asaaeumnugnaeveInsinauvesssuy ldgnmsdseneld

UTEUU UagMIUnFesnwIsEuY

1. Wan1sUFulemumaiia
a ¢ o a Y av v v an v v = = v s
A1NNITNUNTIU AIISHENANTTATUUITU Nﬁﬁ‘Wﬁ‘U’]ﬂVll@lmiﬂﬂ‘UVllﬂ’JNLLNu‘l’J Tagdinselnaans
al | & & & X do @& v . X VYYo a Y a
Alalidulumutunismeuny Asvuaiuidaiiudeya Log Files Jsldaniunsaumanngiun

[

vaanasdunisiily Ineinadnsnldiduluanuinanuly il

1) nS09RBNRILABSIALAY Log Files ffiufl Hard Drive tieenindiinaunul’ Tnendaainiila

n1snsiada Faldnnauruuiulsuevesiuiilunmsdniiuidiinanniia 100 GB 1Ju 300 GB

@
Hardware |Opﬁons I Resources Virtual Machine Version: 11 /&
Disk File
L Show A 0-vices ki Remove_| [[datastore1 (7)] S50 Cient/SSO Client.vmdk
Hardware Summary
M Memory 2006 MB Disk Provisioning
I crus a Type: Thick Provision Lazy Zeroed
g Video card Video card Provisioned Size: 3005 [6B ~
& VMCIdevice Deprecated Maximum Size (GB): 520.46
© scslcontroller LSI Logic SAS
@5 cp/ovD drive 1 [DDC_STORAGE (3)] W... Virtual Device Node
& Hard disk1 Virtual Disk -
& .Flrj)ppyvdri;/‘e 1 Client Device ISCSI (0:0) Hard disk 1 —v-l
BB Network adapter1 MPLS o
ode

[™ Independent
Independent disks are not affected by snapshots.
-

Changes are immediately and permanently written to
the disk.

I

Changes to this disk are discarded when you power
off or revert to the snapshot.

A7 66 wansnaUTulTIvavesiuTlun sIaiuiinaInkia 100 GB 1u 300 GB

2) n3ld9uszuy Authentication Hugunsallnsdwvidede waswiuidni ldssuy

a

Ufuin1g i0s wulaymiszuu Authentication la@ulviidnldauuadyvndesiu Inglvigldau
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Unusnuihsneidnldauld nsdlssuuldvuaunsanadiluldauesds wieunsasmanveuag

Fnsualusaly

2. wan1sungesnesTuY

dmsunisguasnuszuuldisnis Preventive Maintenance (PM) Aip nstseasnwndadesiu
<) =] d' [ ¢y v ! = a
Junildlugduuunmsguaaninei ednsikazaunialnldn1snsiaaey dauuey vsowdsunas

v

gunIaliingg munaninisiuumeld Inedunumsigesnwdaussuldnussuudsl

M99 13 Lanann5en1sUngasneATes Server

Tui (Date) R EGHGET
= ¥ ¥ a-s [ o
dunns 2566 nyaaeuAuniexlivendinesLarn1nuTeITEUY
nINGIAYN 2566 ATIVAUAMUNT U ITVRUTINIDTUALNITVINNUTBITEUY

3. Us2NIANIS I E9IUS U

YY)

nasanlatimamageuseuvaukdlangy Jalaantunisussmaldanussuunistududiuana
A vew A4 1 a s & A o oA YA o § v Y Aa Y ¢
et ldauszuuaIedneBumesidn Wedun 27 nUAUS w.A. 2566 Mlivnasaniniswig

A 1 1 ) A 1 = A 1 J 1< t4 =

w3avglidnaviduiniavienielu Intranet n3o wsavN8A8UBN Internet INTudeiing
Authentication fiaunnass Yrelvivtlgauianuanuduavasaislunisldnussuuiaioiie
Winannu laeanansadesiuyananisuen viseUssuvunanduegseudisdtdnaudesiuniunu
lsait 11 Famdauasessssusy liaunsadfsssuuniedievemiisaulas ildlasueygin
udadunmsadunismuulovistaz il jialunsshmeanudunslasndemuansaunaes
NIYNTIAITITUEAY W.A. 2565 UagnunseIvUylAdmunIsnseyiangiunauiiames w.a.
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U [

2560 aUUNl 2 dnNee LagdTunaun Il

1) AAYIN9EDIIVNNTHAWIIUNBUNITIUA LTI UAINT 2 dUAY (AANUIN )

LY [ 1

2) Yavigdensidnuuuiniesneuiines, f‘jﬁamﬂi’fqmwm'%amamﬁama%uﬁmﬁmaz

Inséwidledle, Alan1sideusiiaru uasUsenndmuslungy Line dami 1 &Uaw (M1ewwan @-9)

3) Aufiun1sdedou Usemname uae Password wagailon1sldeu andunisdaeusiia

TUAYAINTIIEYARENTBUMYUALLIN NN IUTNTIANTH T fieil
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4) gfiun1g Deploy Policy asainnisusenianislaauiiolissuvannsavinauls

Sndudaeiinun Policy ol Firewall #s1a1dAnns Authentication Aeulindansetne

(o] &

/5@

v @

v

/B

v

! ¢ /‘3'

[ g JOR = to &f Client OpeC1L -External, Any-Tru  An |

AT 67 LEAIN15INEIAU Policy Ul Firewall

4, AMVAUAKUINIGIUNISINY AU BNTNITITIUY LAIUAISIRINTNN

Tnedidunausall

4.1 TUNBUNTVBSUTBEIN TN ULAE S AR

Y

=

1) numsidmiidsdeyaynaains vie yaainslua ulvaumaluladansauna
Uszneusne Je-ana Mwilng uaz Mwangy sumis wag nauay
2) umaluladansaumea thdeyaluduiinlugrudoua Active Directory uazfvun e
Rl dauLae SR
3) sruwaluladansaumadsdoriinldon sarunazgiionsidildonn gilensiasy
sviarinu T
4.2 Funsuusnuisyaminsateen f1eanu viewnBenonys1unis
1) unsEmthiudste-ana nduau vesyransTianeen Enenu vieinBuaey1vnng

2) Nuwaluladasauma snanansnisnlganu
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N Yy |

megruy Igfesweindiyaainsniglunirsanluldlddumesilanelumenuldly
911 Facebook viliAnduafiamnazihméngrusnvedeyaifionsiaasuinluiunaidangn
yanafnanl@ldnu Facebook TngldBumedidnvesminsrusiwmielsl Tnedituneudsd

1. Wihdszuudnfiutoyaasnasnneuiianesve ey

2. fufiunsnrsaeudumdeyanuiildsuudadel

nanfifieansAum 19y 1030 U vosiuil 23 Surey

IP Uaneynaws Facebook #l#3usnde 157.240.236.35

Fo-anavesgignnaim
dnadwsnadumdad

Time Range 2023-12-23 10.00 84 2023-12-23 11.00

IP Dest Aa 157.240.236.35

Search » DDC11-Nakhonsithammarat &
Time Range 2023-12-23 10:00 fo 2023-12-23 11:00 UTC07 00 Change  Log Type

ANY of these words|157.240.236.35

EXACT match of this phrase|

| x
ALL of these word5| |

|

|

NONE of these words |

+ OR £ Search @ Load B Save

Search complete: 100 records  Export Clear

View 1 - 25 of 100 Page/1  |of5 = =25 ~

Date-Time Message

2023-12-23 Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protoccl=https/udp, src_ip=192.168.202.55,

10:00:09 src_port=57319, dst_ip=157.240.236.35, dst_peort=443, src_ip _nat=223.204.151.175, src_intf=202-vlan-202,
T dst_intf=2-3BB, rc=100, pckt_len=1278, ttl=127, src_user=tidtiya.P@odpc11.local

AT Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/udp, src_ip=192.168.202.55,

10:00:09 src_port=57319, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_pori_nat=2863,
o src_intf=202-vlan-202, dst_intf=2-3BB, rc=100, pckt_len=110, ttl=127, src_user=tidtiya.P@cdpcll.local

9023-12-23 Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protoccl=https/udp, src_ip=192.168.200.50,

10:01:55 src_port=50706, dst_ip=157.240.236.35, dst_pert=443, src_ip_nat=134.236.155.90, src_intf=200-V200-LAN,
T dst_intf=1-CAT, rc=100, pckt_len=1278, ttl=127, src_user=pathom.k@odpcil.local

AT FwAllow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/udp, src_ip=192.168.200.50,

e src_port=50706, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=134.236.155.90, src_intf=200-V200-LAN,
o dst_intf=1-CAT, rc=100, pckt_len=106, ttl=127, src_user=pathom.k@odpcl1.local

2023-12-23 Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocel=https/udp, src_ip=192.168.202.55,

10:02:42 src_port=54368, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_intf=202-vlan-202,
T dst_intf=2-3BB, rc=100, pckt_len=1278, ttl=127, src_user=tidtiya.P@odpc11.local

2023-12-23 FwAllow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/udp, src_ip=192.168.202.55,

g src_port=54368, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_port_nat=2863,
o src_intf=202-vlan-202, dst_intf=2-3BB, rc=100, pckt_len=107, ttl=127, src_user=tidtiya.P@cdpcl1.local

Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protoccl=https/tcp, src_ip=192.168.200.86,
2023-12-23 src_port=438936, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_intf=200-V200-LAN,
10:03:19 dst_intf=2-3BB, rc=100, pckt_len=60, ttl=63, pr_info=offset 10 S 3544954902 win 65535,
src_user=pathom.k@odpcll.local
ATFEIFE) Fwallow, Allowed, pri=4, disp=Allow, policy=All-to-all-Client-00, protocol=https/udp, src_ip=192.168.200.50,
10:04:33 src_port=63579, dst_ip=157.240.236.35, dst_peort=443, src_ip_nat=134.236.155.90, src_intf=200-V200-LAN,

dst_intf=1-CAT, rc=100, pckt_len=1278, ttl=127, src_user=pathom.k@odpc11.local

a Y wa ] a ¢ & v A Yo Y
AN 68 LLa@NNaﬂ'ﬁﬂu‘Vnﬂﬁgﬂ51ﬂ']{LGUQ’VHEJUW]aiLummqﬂJsﬂaaﬂaW"L@i‘Uﬂq53@@%@
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3. Afiun1s Export Idvayadsiasneneuiianesesnuituguuuy CSV iivedwaulv

AvinssesveihlunsiaaeununszuIUNITNINg Y

nonds  hitps://172.18.11.37:4130/log/search g Q %« £ G O 2

WebCenter ffilf 420a8ddece3dd046i2aciBb02354a062af p | Logout
ac9006.zip

: 27198 « i
Search » DDC11-Nakhonsithammarat © :
Time Range| Custom | 2023-12-23 10:00 to 2023-12-23 11:00 UTCO7:00 Change Log Type

ANY of these words| 157.240.236.35 | *
|
|
|

ALL of these word5|

EXACT match of this phrase|

NOME of these words |

+ OR | A2 search @ Load B Save
Search complete: 100 records = Export Clear
View 1 - 25 of 100 Page[1  |of5 »» »i[25 v
Date-Time Message

Fwallow, Allowed, pri=4, disp==Allow, policy=All-tc-all-Client-00, protocol=https/udp, src_ip=192.168.202.55,

2023-12-23

10:00:09 src_port=57319, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_intf=202-vlan-202,
T dst_intf=2-3BB, rc=100, pckt_len=1278, ttl=127, src_user=tidtiya.P@odpcll.local

AFEASE Fwallow, Allowed, pri=4, disp==Allow, policy=All-tc-all-Client-00, protocol=https/udp, src_ip=192.168.202.55,

10:00:09 src_port=57319, dst_ip=157.240.236.35, dst_port=443, src_ip_nat=223.204.151.175, src_port_nat=2863,

src_intf=202-vlan-202, dst_intf=2-3BB, rc=100, pckt_len=110, ttl=127, src_user=tidtiya.P@odpcl1.local

AN 69 uanINTT Export Toyalregluzuuuu CSV Liedwauliungsese
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N139599aUNANTITUYRITEUY WaUFuUTwImensidanuielviss uunnmuduan

anunsanevauewionislinuvesldnuuaniulunuingUszasdveinsimunssuy

' aa o ) < v a ¢ .
M990 14 LLa@Iﬂaﬂﬁ]ﬂ']il?]’\‘i']ﬂigU‘Uﬂ@LﬂU%@Ha‘UiWﬂiﬂ@NWUL@@i (LOg Files)

yasdinaudesiumivnulsan 11 Sminuasassssusy 311U 90 Ju seninaduil 24 fueieu

WA 2566 BeTUT 22 §unAL A 2566

a1y Fuil swoufidldes | Shuougunsalit | sasiwiiewann | medaldendlaild
G wldau (03e9) (P59 amzdou (af9)
1 24/09/2023 12 19 12 0
2 25/09/2023 106 188 196 6
3 26/09/2023 102 169 175 1
a 27/09/2023 92 161 172 a4
5 28/09/2023 93 156 204 41
6 29/09/2023 76 121 135 7
7 30/09/2023 14 23 29 3
8 1/10/2023 9 12 39 27
9 2/10/2023 100 166 180 12
10 3/10/2023 106 186 195 2
11 4/10/2023 113 193 195 0
12 5/10/2023 108 188 201 9
13 6/10/2023 110 188 199 6
14 7/10/2023 19 25 22 0
15 8/10/2023 10 15 13 0
16 | 9/10/2023 101 172 177 4
17 | 10/10/2023 100 169 177 4
18 | 11/10/2023 107 188 199 2
19 | 12/10/2023 102 182 186 0
20 | 13/10/2023 11 16 9 0
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a1eiu Fuil swoufidldeny | Shuougunsalit | sasiwiienann | madaldendlaild
(W) wldau (103e9) (P39) amzdou (af9)
21 | 14/10/2023 5 6 2 0
22 | 15/10/2023 5 5 5 0
23 16/10/2023 105 173 184 10
24 | 17/10/2023 109 191 212 12
25 18/10/2023 104 179 203 14
26 | 19/10/2023 97 163 167 0
27 | 20/10/2023 98 174 176 0
28 | 21/10/2023 17 25 13 0
29 | 22/10/2023 10 16 12 0
30 | 23/10/2023 12 20 18 0
31 | 24/10/2023 110 189 205 13
32 | 25/10/2023 113 184 184 0
33 | 26/10/2023 111 183 193 1
34 | 27/10/2023 107 172 174 0
35 | 28/10/2023 17 27 22 0
36 | 29/10/2023 12 21 17 0
37 | 30/10/2023 93 154 165 9
38 | 31/10/2023 111 190 196 0
39 1/11/2023 109 186 190 0
40 2/11/2023 110 193 209 10
a1 3/11/2023 105 168 171 0
42 4/11/2023 12 19 14 0
43 5/11/2023 8 11 7 0
a4 6/11/2023 115 198 224 26
45 7/11/2023 117 203 218 5
46 8/11/2023 115 190 192 0
a7 9/11/2023 118 198 215 8
48 | 10/11/2023 117 197 208 0
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a1eiu Fuil swoufidldeny | Shuougunsalit | sasiwiienann | madaldendlaild
(W) wldau (103e9) (P39) amzdou (af9)
49 | 11/11/2023 16 24 26 0
50 | 12/11/2023 9 14 100 83
51 13/11/2023 108 188 274 83
52 | 14/11/2023 113 203 208 8
53 15/11/2023 98 138 144 7
54 | 16/11/2023 8 8 12 a4
55 17/11/2023 111 187 201 14
56 18/11/2023 19 26 21 0
57 | 19/11/2023 7 8 6 0
58 | 20/11/2023 117 198 210 8
59 | 21/11/2023 109 181 195 0
60 | 22/11/2023 111 198 192 0
61 | 23/11/2023 109 188 196 0
62 | 24/11/2023 115 189 197 0
63 | 25/11/2023 15 22 17 0
64 | 26/11/2023 11 15 51 30
65 | 27/11/2023 108 172 2712 95
66 | 28/11/2023 109 170 256 83
67 | 29/11/2023 83 122 216 84
68 | 30/11/2023 86 133 227 91
69 1/12/2023 83 139 234 84
70 2/12/2023 16 21 104 78
71 3/12/2023 10 13 92 79
72 4/12/2023 96 158 163 4
73 5/12/2023 10 14 11 0
T4 6/12/2023 118 192 205 9
75 7/12/2023 112 180 184 0
76 8/12/2023 96 174 177 0
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a1eiu Fuil swoufidldeny | Shuougunsalit | sasiwiienann | madaldendlaild
(W) wldau (103e9) (P39) amzdou (af9)
7 9/12/2023 15 21 16 0
78 | 10/12/2023 9 11 10 0
79 11/12/2023 13 18 21 2
80 | 12/12/2023 96 177 210 33
81 13/12/2023 90 151 159 0
82 | 14/12/2023 91 152 162 0
83 | 15/12/2023 96 170 302 112
84 | 16/12/2023 21 30 133 95
85 | 17/12/2023 10 16 30 12
86 18/12/2023 98 169 175 6
87 | 19/12/2023 97 165 175 4
88 | 20/12/2023 99 172 179 0
89 | 21/12/2023 95 172 184 2
90 | 22/12/2023 101 171 183 0
37U 6,587 11,042 12,641 1,346

'
Y A

91ne5199 14 adinisldnuszuunisBuduiyaraiadildiuszuuasedisdumesiin

o [ PN [ [ a < o Y 1 ' o A
‘U@Qﬁ?Uﬂﬁ’]u{]@ﬂﬂUQQ‘U@MIiﬂm 11 IWIAUATAITITUITIV LUUIANDIUIU 90 TU BITENINIUN

24 fugne W.e. 2566 S9TUT 22 Fua1AL WA, 2566

[

HANTIATIENTBLAINAITIN 14 laRanadl

1. Sudidldnuasgadotu 118 au S9wiugunsaldnldnuasgadotu 203 wansliiu
= o cala 1% ' ] - o gy 1Y)
feduugUnsaiifimsldnuunnndt 1 ause 1 w3es awnsatnadlauuiulssesnuuuuleung

nsPingUnsalitnldau 1 auldauld 3 gunsal

2. P ldnunawednliianatngeanseiudiuiy 302 a3e ansadiuanlaun
a L3 = ¥ ¥ L4 v a1 ¥ 4 = [
Aaseimanmg fe Jaymianudilalunisldanuszuuvesldanudddeutiedes wiaidunis
weneulanfnisdldnuszuuesornedumesilawuulanfnisidldanuiuudusiadiu (orute

force attack) Wilugnisnausueenuuumstesiutymininvusely
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=

3. Puul g nunngreutng seuurud o M lulaameifougeaaroiudiuiu

Y

112 A%3 wansliiudananerenaudldnussuuanglilasveugn awisadmanle by
p0nUU Policy Uosiunislan@uy Firewall welwvinnstUanu IP Address Ninsweneug e

WUUUNRA LS

2. NSIANANTITNRIUITZUU

N8 AN1TUTLEUNTWAUNTLUUAINIAUSEETUAZIULAINAINITANT TV UVBITEUY

a [ a wal

781989970 TngUszasdvenisvaunszu webiduluauulovisuazwuiufiflunissnw

ﬂ??ﬂﬁﬂﬂﬂﬂﬁ@@ﬁﬂéjﬁua’ﬁﬁuLVlﬁsU’eJ\‘iﬂizﬂi’Nﬁ’]ﬁﬂimqu W.A. 2565 LagNIzI1vUaAI1N8n1T

[ Ag7]

nszviRaiIiuaeufiunes w.e. 2560 atuf 2 lngluwiazUsziiuasdnzuuuinegf 1 Azuuy

[

FelpanziuuaInNnsUsEiusal

AN5199 15 Nan1sUseLiU

FUALLBYANITIANG AZIUY | AZIUULAY

1. msmruaunsdndawaznsidaussuuasaume 1
1.1 fimsauaunsiiiunsetig 0.25 0.25
1.2 fimsauaunsiiigunsel 0 0.25
1.3 Imstmuangunasifiieaiunseygnnisidnis 0 0.25
1.4 fnstwmuauloveieliypansanansau fiRnuuuamnals 0.25 0.25
2. fimsusmsdanisnisidnfsvesdldanu 1
2.1 dmsivualiiimsameideugd g 0.5 0.5
2.2 fimsuimsinnsavdmstindedoya 0.5 0.5
3. @13130AUANNS N ALATRYY 1
3.1 fimsvuslildnisasdodild (Login) LﬁaLLamﬁmwﬁ%mu 0.33 0.33
3.2 Inmsmvualifesdinsiigalduduiinu (Authentication) mesiiary 0.33 0.33
3.3 fimseanuwuuiAsednglaguusunnisldanuy 0.33 0.33
4. finsauaunsineszuuUUansuasiusunsuussena 1
4.1 finmsdestunisdifsssuulfoinmamnenisasdedldanusesianin 0.5 0.5
4.2 fimsmuaumadndslusunsuussgnduasueunaindu 0 0.5
sawnsaiusnendeyassasnisaeuiunesliiliteandniduiulivud 1 1
Fuiiteyatudrgszuunauinnes

W | 4 5
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9n5adl 15 wanslifiunanisussiduazuuuaininasinzsuuuilaimueld Tasutsns
Uszdiusanilu 5 Useiiufe

n1smvAuNIsfsaznsldnussuuasauna dazwuuiy 1 azwuy wuwnasinsly
azuuuoandu 4 Wadedes laun dn1smiuaunisididuaiedis Avwuufiy 0.25 Azwu
Tnglfazuunegi 0.25 azuuu szdinsmuaumsiiidaniediedumesida Tn1snugu

nseidsgunsalazuuuiy 0.25 lngldazuuuegf 0 AzuuuLlosainszuunsdududiyana

W ldnudumesidalildnseunguianisaiuguansnisdildaugunsal uigunsalazlyl

v

ansattnduaiedisdumesidalaninlalasunisBududng dnismvuanginusinifeafu

v = I3 % 1 = M ¥o o v @
NITBULYIANTITLVINT ASLLUULAN 0.25 Iﬂﬂl@ﬂgLLuuag‘W 0 ﬂgLLuuLu@\V’mﬂﬁi’/‘U‘UlﬂfL@Iﬂ"lﬁu@ﬁqusUutLUﬂ'ﬁ

' '3
v = £ a a

Whddnsnstdauiiosnndagdudsluiinsimuadiduiunisiiddnsnsldnuvesyaainsniely

a £«

iy Fadansmsidnldaunalasuansvielulasudnsuintu Insimuauleuieiieliyaains
ausaufuiiniuuwinisls asuuuiu 0.25 Tngldazuuueg 0.25 Azuuy mszlinsussniauleuie
wUfUalryeanslumhenusuniu

finsusnisdanismsdndvesyldeu wuseendu 2 Useidiude dnsivualiinisameideu
Al Azuuudu 0.5 laavuuu 0.5 nselinnsameidoudidildanu Tnsudmsdnnisansnisdibs
¥ [ ¥ = 0w A QKWdQ Q‘ v aa Q‘ ¥
Toya ATLULLAY 0.5 laAzuuu 0.5 nselinsinindnsiiiansldnuuar liddnsnsldenu

P A | o & & ° v =~ v g v .
aunsamuANNsifuaIeYy wuteanilu 3 Useiaude Inisimualildnisaserdild (Login)

a

Wauansidnud ldu azuuy 0.33 laaziuu 0.33 ns1zdin1s Login 1nldeu dinisimvunalidesd

& LY (%

n13igatdududinu (Authentication) AdesWar1u Avkuy 0.33 laAzuuy 0.33 nszdin1suigan
gudusinuiiasianiy Inseenuuuaistislaswisannisldau asiuwiu 0.33 lanzwuy 0.33
wszlinsuuaunnsidauveeioiy
finmsmuaunisdnfsszuvljuinisuazlusunsudszgnduiseanidu 2 Ussinude dnsdeiu
msiifeszuryfoRnmssonisasdertinldnusesiainu azuuudu 0.5 Téazuun 0.5 inseiiuloune
Win1sdestudnldaussuuduanisalesianiu dn1saruaun1sidflusunsuyssynduas
waUnaLAdy Azuuwsy 0.5 ldazuuu 0 szszuulildnseunquiansdiiadnnisdldaulsunsa
Ussgnel
ansafuinwdeyarsasmseoufinmeslilidesndnidu Tt fuiideyadudrgssuy

a s a < 14 =3 @ ¥ =
ADUNLADS TUTLAUNITIAATUUY 1 USTIAUATLUULAN 1 AZLUY tAAYUULY 1 AZWUULNSIZSEUUTNNS

%’mﬁusﬁaga%mmmamﬁaLm@ﬂﬁﬂ@ﬂﬂd%f’fﬁﬂiﬂ
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3. WUUABUAINUSSLAUUSZANSAIN

Ya o

HAN15ANYIINNTTIUTINTRYA HITelATIuTINTeyad nLULaR U NN TIATIEidoya

Y
[ %
Y [

NNEDA NNGUAIPETININEY 114 Yo Lenanadl

3

[ [

duf 1 wanstayadnwaeialuresyrainsludrdnaudesiuatvaulsail 11 Jamin

[

UATATETINIIY Wag ARY.11.2 UATASSITNTIY 9ndayananisfinwianunsauuslasiall

M15°9% 16 nansanwUadediuynna Lenmuyieene

429918 nguAlag1a(AY) N = 114 Souaz
21-30 U 22 19.30
31-40 U 38 33.33
41-50 U 29 25.44
51-60 U 25 21.93

NATNT 16 wananabiiiudwanisfinuvdeyaladvdiuuana druengveingudiedis
HROUKUUADUNIY FIUIWNIAN 114 Ay 018 21 89 30 T 91u3u 22 au Andusesas 19.30
agwa 31 9 40 U 9wou 38 au Amdudosay 33.33 egsaus 41 89 50 U 92uau 29 Au

Anlusesay 25.44 angsiaue 51 89 60 U d1uau 25 audnduiesay 21.93 agUldinngudiegg

Y A

Inaukuvasunudulgjaziieny 31 fs 40 U unnvian wazeny 21 89 30 U deeiian

q

M15°9% 17 namsanwdadedinuana munauiudunau

NN nguA9E19(Au) N = 114 3awaz
nguUsINalY 19 16.67
NHUNAILIDIANS 5 4.39
NHNYNSAENT UWHLIULAZATEYY 9 7.89
nausEUIAINeazaulAgnaL 10 8.77
naulsalifnsia 6 5.26
ngalsnanmsUszneuadnuaziundey 4 3.51
nqueensAudsdlsAuazAEgunW 6 5.26

NENNAILILINNTTULALIY 2 1.75
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NANIU ngufqeEa(Au) N = 114 3awaz
ngaiasufjiansavaulsaLaziggunw 12 10.53
naulsnRnsa 8 7.02
nNauAAUANLIARARDIININSUSEINA 2 1.75
nulsaland Toulsn lsnRadevnanaduiusuadisnmou 9 7.89
UNVIY 3 2.63
UNFUNS 3 2.63
ANY.11.2 UATARSIINTIY 16 14.04

NN 17 wanmabiiutsansfinudadediuuena dunguiljifnuvesnguiiedn
HAoULUUaaUnIN WU 9d Y 114 A nquusmsialy 91w 19 au Andusevay 16.67
nquauedns 31U 5 au Aadusosas 4.39 NauyNSAENT WNLITULATIAT BTN 9 AU
Andusovaz 7.89 nquszuininetnazaouldandud 91Uy 10 au Andusovas 8.77
naulsaliifiase duau 6 Au Anduiewaz 5.26 naulsAaNNTUsTNOUDIANLAZE IR BN F1UI
4 au Anludevar 3.51 ngudeasaudsdlsauazdogunin 1w 6 au Andusasas 5.26
nauimuuInNIsuLazdde S1uau 2 au Andusewaz 1.75 nquiissfjiRnismunulsanazdegunn
F1udu 12 au s usesaz 10.53 na'ulsadane 37w 8 Aau Aadusesas 7.02
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1. WdldanuBuwmedsn Wedndgduwmesiinsyuu aviilug (redirect) i Login

https://ddc11.watcheuard.in.th:4100 Gl'mgﬂﬁ 1 @1u150td Username way Password ﬁlﬁ’f%

waznldaulaas

Username: | Aekachai.k | =
e

' ™ Password: | sessssssssss
atchGuard | |

Domain: | odpcii.local v |

| Login || Reset |

AW 72 NAeNSNgsEUY

2mnlunthanedisgud 2 Tine Connect windssguuliithungmin Login e Wida Web

browser Tafild 19U Chrome , Edge , Safari , #3889 Wau 1.1.1.1 AU W9 3 udana Enter

A Mot pecure | hatps /192,188,200, 14100/ Tw_user_login hbmiTredirect = hitpy v msRoonnectiest.oom rediect i

Connect to a network

The network you'ne using may require you to go bo its sign-in page.

=

PN v Y a ' R
AINN 73 KU DUNTLIDUFADLATDUNEY


https://ddc11.watchguard.in.th:4100/
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t B & Google x  + — O X
<« G w1111 T= ¥ -
Gmail dugl 3% e Q

L

4

| -

£X

ANA 74 NTAN9NNSTEUU URL

3. mnuasedla Wianthsnedsnng 4 wazdeldansnsadigniin Login Whldala lvinan A1in
Advanced %38 Tugslun1wilng Lilena Advanced wiagUsngvinsiemunIng 4 lving

Continue to 192.168.200.1 (Unsafe) *** daaunsiiataazluldnuuiusng Link dloiae

Your connection isn't private

Attackers might be trymng to steal your mformation from 192.168.200.1 (for example. passwords,
messages. or credit cands)

« advanced

This server couldn't prove that it's 192.168.200.1; its security certificate is from
ddc11.watchguard.in.th. This may be caused by a misconfiguration or an attacker
intercepling your connection.

Continue to 192.168.200.1 {unsafe) /

AT 75 MENTOUYINNITUA
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4. lena Continue to 192.168.200.1 (Unsafe) agtinguiiging auamii 5
1¥nsen Usemame : fil#i¥u Password :

\don Domain 10U : odpcll.local (UnfasiduAiusiuegudn)

Username: | Aekachai.k

' ™ Password: |l.l....l.l..
atchGuard .

T | [ ogin || Reset |

AW 76 MRS TEUY

r
| —

54819 Log in dndaszuuiihlugntiniu google.in.th anansaldaulsiag

Google

Ad 77 widules Google

6.41NABINT Log out WL"ETW@: https://ddc11.watchguard.in.th:4100 a2na Logout

You have been successfully authenticated.

A A 78 menan1sgsTuudsa
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1. Wlduszuvdudusinuuu Tablet , Smartphone

wnneleusedunesilnagudildnulila Winadwydnwal (i) information icons

< Settings Wi-Fi Edit

Wi-Fi . @)

v ODPC11-Wifi 8 ®
EOC_WIFI 8= (Z‘l
Other...

Ask to Join Networks

Auto-Join Hotspot

NN 79 NNANINSIBURD Wireless



2. Wiaiingwin Information lvina#iUs Forget This Network, visefsnaiusiegu &

A a X
LNDANLAIDUIYU

09:14 ol = @)

£ Wi-Fi ODPC11-Wifi

No Internet Connection

If this is your Wi-Fi network, try restarting
the modem and the router, or contact your
ISP.

Forget This Network

Auto-Join D

Auto-Login

Password ssssssss

Low Data Mode

Low Data Mode helps reduce your iPhone data usage
over your cellular n

work or specific Wi-Fi networks you
select. When Low Data Mode is turned on, automatic
updates and background tasks, such as Photos syncing,

are paused

Private Wi-Fi Address C @)

Wi-Fi Address 42:57:30:B7:DD:74

Using a private address helps reduce tracking of your
iPhone across different Wi-Fi networks.

Limit IP Addr ekl Ce— O

AN 80 MTANINITAN Wireless

v
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A o & A A v -1
3. NAYUIUNITAN LW@aﬁJﬂ']SI%Q']ULﬂia?ﬂﬂu

Forget Wi-Fi Network
"ODPC11-Wifi" ?
Your device and other devices using

iCloud Keychain will no longer join this
Wi-Fi network.

Cancel Forget

ANA 81 NTNANINNSEUGUNNSAN Wireless



4. ¥I9AUNT MU HUSDEWAD NALYAUABLIN TN ULATDUNY Wireless NHpIN159nATS 1d

password U89 Wifi #niin15073
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jevice t

Auto-Join Hotspot Ask t

DIRECT-Mo-EPSON-L5290 Se... @ = (3)
EOC_WIFI & =0
ODPC11-Wifi 8 =0
Other...

Ask to Join Networks Notify

09:30 il 56 @ I Enter the password for “ODPC11-Wifi"
{ Settings Wi-Fi Edit Cancel Enter Password
W ©

Password

AN 82 MUNANINSIBURD Wireless idnATI
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5. WaleudasyUsaekassuUIzUINgMTsd msvEuduinuly nsen Username password

AV v A
Alesuannnumaluladansaune

09:14

il 56 &7
& ddc1l.watchguard.in.th
ODPC11-Wifi
LogIn Cancel
I,/_WJld'tchGuard v .
[

AN 83 ni19eN15K1d5EUU Authentication



122

ANARNUIN

AdlansiufeusiEr1Y



123

1y a o/ 1
@uamiwaauwamu

1. 189310 lASU User log on Wway Password uan

ﬂdﬁjgﬂﬁﬁﬂﬂﬁ% LRI LAY LASeTe

" LT £
UNELaNTe EENILIDE VIO

User logon: Khem.k
Password : pl2s

Al 84 Fwe13 User wag Password Mlasu
2. Wldiesesmauiiamesvionauiiawmesiidndnyini Nesdildanudumesideves aas.11 lnawdn

Tudmdiules - 172.18.11.35/RDWeb/Pages/en-US/password.aspx
130 https://172.18.11.35/RDWeb/Pages/en-US/password.aspx

@ ‘:-!'. .'.‘:';

A7 85 QR code LGé’hichﬁﬂL"JULUﬁﬂuiﬁamu


https://172.18.11.35/RDWeb/Pages/en-US/password.aspx

3. e lugsdedluden 2 uwi ssusnguiniuled Tinady Advanced vietugs nulugy

% U tﬂgj
ATUANU

N

Your connection is not private

Attackers might be trying to steal your information from 172.18.11.35 (for example

sages, or credit cards), Learn maore

Q To get Chrome’s highest level of secunty, turn on enhanced protection

Advanced Back 1o salety

4. wianndinalu Advanced ud szUsinguivivles inandsddeninu Proceed to

a i 86 miiuled Trinadu Advanced wiatugy

1%

172.18.11.35 (unsafe) nalugudnuansil

A

Your connection is not private

Attackers might be trying to steal your information from 172.18.11.35 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 172.18.11.35; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 172.18.11.35 (unsafe)

AT 87 NLNAN9NNS Proceed to unsafe
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5. Wlowinpasd Proceed to 172.18.11.35 (unsafe) azusInguieiules aalusuduasd

€& > C A Livaoesdy | hitps//172.18.11.35/RDWeb/Pages/en-US/password.aspx

& Work Resources

mernmilen - RemoteApp and Desktop Connection

Domain\user name: I

Current password: I

New password: I

Confirm new password: I

a 4 1 a v 1
AN 88 NUNANNNISLUASUTWRNU

6. 35N15LUABU Password

T

9999 1 Domain\user name ﬁaiﬂd‘ﬁaga Domain MusIe “\” a1unle Username 7

195U W1 Domain A ODPC110 kazmy Username Alasu “Khem.k” sasulvinsanlusas

Domain\user name 2z l@LT1 ODPC110\khem.k

%997 2 Current password : Tinsonau password 7lAsU Av p12s

94899 3 New Password : @1SUn1sAuunsha Password 1l Mi9a9n1592@a9dianuiu

9819UDY 6 AT TFINWIINgULaTALATNENIY

4999 4 Confrim New Password : Tnsanasanuya9i 3 1d Password Tuiidasni1san

ATIMEIRINNTBNTOLAATUNNYBILA TiNA Summit
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& > C A livaoasdy | hitps//172.18.11.35/RDWeb/Pages/en-US/password.aspx L *

& Work Resources

1 RemoteApp and Desktop Connection

Domain\user name: IODPC1 10\aekachai.k

New password: I-

]
Current password: [sesses |
|
|

Confirm new password: I ........

| st | Cancel

AINA 89 ULNANINNSTLURYUTHARNIU

7. Wienady Summit glavtiaeeunmn

A kivaoasy | hitps)//172.18.11.35/RDWeb/Pages/en-US/password.aspx?Error=PasswordSuccess © Y

.
& Work Resources

mernmulen - RemoteApp and Desktop Connection

Domain\user name: I

Current password: l

New password: I

Confirm new password: I

Your password has been successfully changed.

PN 4 ! a v 1
AN 90 RUIMNNISLUAYUITRNU
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ey da-ana Forfunld Sruaumsdld (ase)

1 AL 55
2 UL 66
3 WAL 63
a UNAE 3

5 WeEL 164
6 UNTF 115
7 UNYE 69
8 uNYe 65
9 U7 177
10 1951 16
11 UNUY 113
12 s 82
13 wals 69
14 TaNIA 65
15 LN 9

16 LN 140
17 UL 2

18 UNe 1

19 unis 80
20 AT 73
21 UNEF 7

22 UNEL 126
23 141987 97
24 UNE 77
25 UNE 111
26 1987 112
27 UNE 110
28 WA 147
29 1987 68
30 UNE 36
81 1987 137
32 11987 64
35 PaNGE 118
34 1987 12
35 UNET a7
36 1987 172
37 1987 117
38 UNET 80
39 1987 54
40 UNET 91
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WA, 2

UNET, 43
WA, a9
UNAT, 96
UNET: 45
UNET: 117
UNAT, 100
WA, 43
UNAT, 68
WA, 30
UNAT, 63
WA, 112
WA, 89
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LAY, 121
UNAT, 1
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WA 110
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WA, 65
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81 UNE 120
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83 WA 52
84 UNAT 73
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89 WA 74
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109 UNETI 14
110 WA 1
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112 WS 110
113 W 111
114 UWEA" 60
115 UNDIT 53
116 U958 78
117 undl 73
118 IEIGIS 8
119 weLen 68
120 weln3 91




135

feu
121 gl
122 weh
123 Weh
124 WA
125 U8y
126 U8y
127 U8y
128 LD
129 ek
130 U85
131 U5
132 U
133 e
134 i
135 s
136 N
137 ey
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