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JTUULAT0Y18ARNNINDSINad1uUsENaY WU 9Unsaln3ed1e (Network Devices)
W 1516085 (Router), @39 (Switch), 8U (Hub), wazloAwanass (Access Point) SauaIng
InAvauazaInsgIui 19lun13d oans3eminegunsal 11U TCP/IP (Transmission Control

Protocol/Internet Protocol) uagn159an151a38%1e (Network Management) L @A uAl

wazauaszuuLAsaY v iiusyAnSam

1.4 Wnslneoalaadudui (Simple Network Management Protocol : SNMP)
SEUVUSTMISTANITLAS 0D U WA LIS NV N ADEASIVADUTLUUADUNLADS AL
gunsnliAT v Ly U Switch, Router n3 08 Unsaid uqluta3ov1av s8uU Network

Management System @111506 a5 08 oa151d d1elnsinaea SNMP (Simple Network

1%
aa o |

Management Protocol) §slnsinaaa SNMP aziifiansag uuszuunpuianes wazgunsal

1 (%

w3e91e Wulnslneeatiegszavuuludunisussynduazidudiuniavesgalnslnaoa

Y



TCP/IP Tun1susnisuazdnnisiasetiededldaunsaliing q fduveansviinusindussuy

Jansiaseviy Fa31138n37 tolaud (Agent) talaudlludiuvesenduasieglugunsal 7

)

= | a = a s o = « & v a &
LGU@NE]QSLHLﬂﬁ'EJGU’]EJIG]EJ?JﬂE]llW’JLm@ﬁwaﬂiui%UUWUQLﬂiaﬂLﬂumﬁf\]ﬂﬂ']'ﬁLLag‘U'ﬁ‘WTﬁLﬂﬁE]GU']EJ

139158091 Network Management System : NMS

NMS
SNMP Manager

"‘ "' "-1‘1“"-._
- - -‘-‘-. “‘--
e
e B S
\ -
< -
- b N 9
- \ .
Server R T T \\\ Switch
SNMP-Agent AT F A N TN SNMP-Agent
Vo \ LY o ™
A \ , % N .
L | g \ ~
» \ LY » ~
\ \‘ LY LY |
% LY
Vo \. LY
LY AN
. ’ N
Switch S it \ A Y N Firewall
s o \
SNMP-Agent " ~ o !" [ *. Y. SNMP-Agent
/’ ’ T u \
[ L}
. 5 Fod |
o L \
2 3 oy
/o \ A
5 o \ \
; 'y Lo
Firewall P [ Y 5
/ TV erver
SNMP-Agent P VN
T v SNMP-Agent
[
L
Router |
SNMP-Agent

AN 1 N15YIUslnsinAoaLead Ui SNMP

SNMP 1 ure'aunann Simple Network Management Protocol vulnslvaea
W uAldsuTndaseeyaneiivgunsaliaietiy Wednsivdsuwdastayaluain
alaen1y 1P Address va9gUnsal 19U Router, Modem, Switch, Server, Workstations,

Printer WJudu SNMP dnsldauiuegraunsvaredmsusin Network Management %30

5¥UUN15 Monitoring laglnslnaea SNMP aziiudeyalugUuuudiuls uazdnnisnae

Management Information Base (MIB) & wwduiiviudayanie Database d1m5un1sdnnis

%3 olUd suldase1a1equugUnsailu Network U330 SNMP LA T n1swmuiii oLiiy



INAIY

awnsa wazaudangulunisldsusiudsssuu security wiseanldilu 3 nesdu

A9 SNMPv1, SNMPv2, SNMPv3

GET / SET Regq

1.4.1 AANNISN19IUVY SNMP

nsvineuveslnsinaoa SNMP lddusunisuinisinnisszuy Computer
Fruruan Fefmuainisolunis Monitor wedan1snga Host n3e gunsal
Tu Network Tnggunsalluszuuasl Agent finevhanuiiiensiaaeuaniuzgUnsal
AaeAnaLariavdl Report ndulUMEs Manager Miiiuils Server

SNMP Tagfldiuusenausmenu 3 77 wanfa

Y

- fgunsaivieglu Network

- ¢ Agent 10U Software ifpsAnnsogungUnIalliieyinnIsnsIvdauLay

Report @HaUNG

- Network Management Station (NMS) 184 Software 40389 SNMP Server

a

W3ofliund1 Manager ARBSU UaziusIuTIMToyARIN agent

GET / SET Request

Master Agent

"~ GET | SET Responsg

Agent 1
Agent 2
Agent3
Agent 4
Agent 5

GET / SET Res

i

2 2 msvihausudeyavaddnsivaea SNMP
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1.4.2 1398519983 Protocol SNMP

Inslnaaa SNMP viauluseau Application Layer Tuguhuy Internet
Protocol Suit &9 SNMP Agent 935uUfd W U3 UDP Port 161 Tngsi Manager
gvdardaluss Port 161 ‘Uuqﬂﬂsaiéja Agent 91n1iu Agent yzdstoyanduluds
Manager mufi¥aavan @2uils Manager 92in155U Notification w3aflieniuia
Traps (SNMP Traps) 7i Port 162 Tnefla Agent auidumuds Notification Liienuds
AnUnfinufina Rule 11l tidsdoyadana 171U Manager port 162 usdlfidu
Secure Port %38 Transport Layer Security (TLS) dw3u Agent aztlu port 10161
way Ha Manager Trap aulu port 10162

SNMPv1 Usgneun 38 5 Protocol Data Units (PDU) @9u@n 2 PDUs @
GetBulkRequest wag InformRequest Qmﬂ'm{f’mﬂu SNMPv2 @21 Report PDU

sy SNMPY3

IP header |UDP header | version | community [PDU-type|request-id error-indexvariable bindings

error

status

AW 3 ANUERIDIAUTENBUVOY Packet nelu PDU

1.4.3 Protocol Data Units (PDU) 8 wiin fail

1. GetRequest (Manager to Agent) Hunisiifls Manger #1909 Y 03a

Y

LUéa Agent Tnagimundayaiidenisiulu Object nelu Message w3aiii3ani

Object Identifier 1¥w 1.3.6.1.2.1.1.1.0 ¥u18896 09015131003 A sysDescr

[ '
(% [

viedeyasuazidunvosgunsaifl Agent Ansitag G519 Agent LosAazmautaya
seazideaninannauly

2. GetNextRequest (Manager to Agent) {1 PDU finmna Manager &slUm
Agent Lﬁal,m%’au“aémmi Tner1was Object 910 Object ID Airwualy MIB az14 Ty
5191ALTGAN519 51281 Manager laims1u Index flagfs Aazlsiamnsadisan

pnU1le ULAAIMSU GetNextRequest azAvun Object ID Tumnsnswesdinaluises
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3. SetRequest (Manager to Agent) v Uil 4 Manager dadaluga Agent
diermunewesiauys vierAsuuasanil Configure 13lu MIB vosgusnitiy

4. Response (Agent to Manager) 1Juils Agent de Manager iienaundu
Guyaagjamnﬂ"ﬁ &9 Protocol Data Units (PDU) GetRequest #3 8 GetNextRequest
Tneavdstoyaveswinuusiisosmwendulum Manager

5. Trap (Agent to Manager) Huils Agent @311 Manager \ioudwide Notify
wnn1saiTiinduuuile Agent 109 19y 1iANT Reboot Server n3aiiATu1soesTigs
fapn Trigeer Firualy

6. GetbulkRequest (Manager to Agent) gaifisidumdsainasaudy
Version 2 {un1sii Manager dsAdalum Agent Lﬁal,mﬁqwﬁ’agaﬁummimg WNUNIS
GetRequest W38 GetNextRequest wane 9 ASq

7. InFormRequest (Manager to Manager) qmﬁhw”mma‘”amaw‘”wm
Version 2 1@ usii waiutduil 9 manager @911 manager fuLa9 1l 03U IWUS
U199819910 Agent fiognelinisaiunuves Manger Snfdaazdosmaundusiie
Response PDU Luiu

8. Report (Manager to Manager) Wunisdesrenudeianaialuszuu

5¥1I4 Manager Mmgiues Wuduniiudusndiewmundy Version 3
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ubDpP
connections

GetRequest
GetNextRequest
SNMP GetBulkRequest SNMP

manager agent

SetRequest

< Response |
Client l Server

InformRequest To another manager

Report To another manager

NN 4 LLamgULL‘U‘U“UEN Protocol UDP Connection

1.5 Inslneeala@dui (Internet Control Message Protocol : ICMP)

Internet Control Message Protocol (ICMP) 1dugavasngnisdearsiigunsaildluns
deansderianatnlunissudeteyaluniodie lunisuaniudeuteniuseninedwas Su

JoRanarnfliainfnu1eg9asainTuls shegltutanueIvsAuly BSeufiniAn

PRy

teyaufdiiFssdduiwi il suldaiunsauseneudeyaidaieduld Tunsdidangn

Y

v Yo 1

H5Uagly ICMP Liiedstannunanitaiinnalnud dbudeds wavvedonulnisnass

n151997% ICMP Internet Control Message Protocol ICMP) L0 uwa3 ed18lnsinaea
ndAglussuunierigneuiinmes Wudinvuanalnuinsgiudmsugunsalinsedie

Y |

Tunsdoansteyaiddny 1wy nsdensde uazanuziaTovne qﬂﬂ‘ifﬁﬁﬂﬁmﬂﬁﬁauﬁia
AuAseviy udnseed wargunsalimuwnisdoyaaiuisauszuianadoniny ICMP g
ICMP 1&1’@@'@LLUaﬂﬁmmmv‘hmuﬁ'ﬂLLw IPva uag IPv6 16

ICMP ¥i191u0874l3 Internet Control Message Protocol (ICMP) sinagyianuaiualuiu
w3evelnslnaeadu 9 Wy TCP/IP w3a User Datagram Protocol (UDP) leauagisnines

waniasudenany ICMP w3auiiniin ICMP Wafiwsnisalluesevieuiegiuiniy
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inSesiienldluniswannszuy
2.1 55uUU§UAnns Linux CentOS

CentOS Ao ¥UUUUANIS Community Enterprise Operating System
w3o3EUUURTANS Linux WhuiSesnnuiaiiosuaziinssuianaiudasadoseiugs
lng CentOS Hnastulvsiuszanamn 2 U lnsusaziieiduiiongnisldnugean 10 U
N3 0M1UTBNINUATEEELIaINTAY VAL UV Red Hat Enterprise Linux (RHEL)
wagluusaziiaifulasunisdumnussunamn 6 Whou vilissuu Linux A1y
Uaensy wariinnuindede

Centos Wasografunisnisasausnlud .. 2004 Tng Gregory Kurtze
Lﬂuﬁda@% 4 Cent0S Ju Open Source AiMauANTARFLATY (Source Code)
994 RedHat Enterprise Linux (RHEL) seuuuftAnisifauiefiossesiu Workload
fnannuateansatluiaugensuss Open Source 3u 4 1¢ Fududeadniuuu
GNU General Public License (GNU-GPL) 184 dtysyrougyinlitininuiaiuise
Tdaaniuas vide License saufsanunsaing weouns uazdaulaswondursduls
wiovilinWamynauaunsoldanusendudnanlfogdassiaiuazgnies
MINNGVLNY

Tuilaqtiu Centos foaniurlilunisvh web Hosting iuiiufisurniiulasd
dieldesulatdvudumesiin saufanisvin Server dmsunisnneszuulusidns
Alssunnuisuduegaun osandussuudfURnisildfunuuain Red Hat
au1savinasAasauitniing eontelula s RPM (RPM Package Manager),
TAR (Tape Archive), APT (Advanced Packaging Tool) #3 8l #in &9 YUM (Yellow
Dog Updater Modified) Tun1ssuinngansiuaslawuusnluds

CentOS Stream L0 un151U1lA AR wau'u (Source Code) ¥a e Red Hat
Enterprise Linux (RHEL) IWaunslalgns Tnelsifoedo Subscription a3t
U89 CentOS MNU RHEL #39a1191071 RHEL LWeaidnieaeg wel CentOS Stream

Al Upstream 983 RHEL Tneagn3ananesening Fedora M Linux Distribution

310 Red Hat Enterprise Linux @§uiegsianeaniiestulnylunn 6 wieu
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U RHEL iponiiesduddinin Tnefluiauives Red Hat 11 CentOS Stream 9
Tuaundu RHEL 9.x Fsluilagduaniuzfio RHEL 9.0 Beta lng CentOS Stream 9
fo1gn1sgUnnnasn1sUngesneluaudsUssunad a.a. 2027 wiewisuvniu

JPU¥NTRLASNYIV0S RHEL 9

> v > F . r;
“ RHEL9Beta .~ RHEL9.0 " RHEL9.1 " RHEL9.2
Centossueam‘j - )

> > > > - *
Fedora 33 Fedora 34 Fedora 35 Fedora 36 Fedora 37 Fedora 38 Fedora 39
- >

Fedora Rawhide

AN 5 ANERINSIUSEULARUNISWAILIBSTY CentOS

U330 CentOS A53uuUJUANIsavun 4 11o39u M9 CentOS L3935 TULAY
wag CentOS Stream vastulny IneRudsauisaidonldanu CentOS astunnla

' N Y o W | = P o s 1 A " a =
BABDIINVDINNAUVUNBY U BDLNYUAU CentOS L'Jai”?ju3u‘1/|1‘ﬁllﬂ'3'] [SPRINIMIARN

9

U v v

n5UsuUsstounns s nuluiestun1liag s u dnvedalinsdlinnuas

(%

nstsssnunlivalizegiaue lngusaziiestuiisses End of Life dail

su SuiUalfldou suiaandusUuuu dulnauazmsuisosau
| A.A.2004 - 03 - 19 | AA.2006 - 07 - 20 | AA.2010 - 10 - 3]

| A.A.2007 - 04 - 12 AA.2014 - 01 -31 | AA2017 - 03 - 3]
- 07 - 10

3
4 | AA.2005-03-09 | AA.2009 -03 -31 | AA2012 - 02 - 29
5
6

A.A. 2011 A.fA.2017 - 05 - 10 A.f.2020 - 11 - 30

o ~ 31 NG - 24 oo 31 . 1 . 31 | =

9 | AA.2021 - 04 - 26 | AfA.2027 =

@ centos afturh ( Centos vasdufiudiga
Centos tafduiduigaldsumssuion @ centos stream tagiuliu

AN 6 NINKAAIBITY VBTEUUUHURN1ST CentOS

2.2 AU@3naas (Web Server) nazn159inauvaaIu@sninesasund (Apache)

& a tdliyq v

Buldsnies (Web Server) LlOULAS 99AUR2LMDS N1 YIULIN 1 USn1sTua

U

LALAS DIABUNILADS LARLAUA (Client) U5 DLAS BIABUNILABS N VDS UUS NN U
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syuulAs e IngaunsananswanuiviuTiwes wisoraisenladn Liudswiaes
(Web Server) fie Tusunsufinesluinisun laateus (Client) A¥osvodayaitun
Tneru Buwsriwesusunsuitesnihldidueiosusnisdu 1w vt (Apache
Web Server) uaglulaswonyilololea (Microsoft IIS = Internet Information Server)

o

Apache @ LJUL8snL195 (Web Server) AWamu1N1910 HTTPD Web Server

Tngagyiming lun1s9miu Homepage wagds Homepage 183 Browser M151n1s

Sonldanuands ud@svines (Web Server) Aivhnsiiiv Homepages u

J APACHE

HTTP SERVER PROJECT

Ai 7 awanslalnvesezUiIu@iniaes (Apache Web Server)

2.3 szuugudeya MariaDB

WW3uAld (MariaDB) Ae WigondAwIsLULlamureTad msuTnn1siugIudoya
w380 (MariaDB) tJunilslugrudeyaildsuanudonunianlulanuniead

(MariaDB) gnitwudulagdnimufiuvesneiesdiea (MySQL) wazsuuseiule

L8705 oAU (MariaDB) aztd unslowmusasa w199 laaau lawn 3ANLAY,

Y

= N o

WordPress.com uaz Google 11t58@ T (MariaDB) & sudoyaidugiudeyaidl

Y

lassasslunannuatsweundiadu Awssuiesilaufaivledsng 4 Junsdiudse

LAZUWNUTNAENITUNUTIUDY U8lovAILea (MySQL) 1tsesatldidesaindaiiu

&
(9

saSnavansausurwnlauarivandunaziaiedle du 9 vlrawisaldaule
nannale uSeAd (MariaDB) Tasun1swaundusenduislomugesa wazidu

Frudoyadisduiusdaldunesivyeafinea (SQL) dmsunisiifsteya
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Q

MariaDB

A9 8 anuanstalnvesguleyanisend (MariaDB)

2.4 1Usunsu Zabbix Network Monitoring

Zabbix #is Monitoring Tool Wuifuiasesileitnldlunisdanisuaznsisasy
szuuinietnsuazaeufimeslussdns fanudavey wazaiuausaiigaanunsn
n1sUSuUsInNANFBINSYRILAaTRIAns Fadyu Open Source Aidlexiilasann

i1 Web GUI nanunsageya Tdeudte wavansadsrnslidauldegensuaiuy

Imﬁﬁaﬁ%ﬁzj«,ﬁué‘m Monitoring waz Trending \uin3esiefldlunisnsiaaey
Server Lag Hardware U935¥UULASDU1Y Network @11150A521980U Networks,
Servers, Cloud platforms wag Applications {1 #1395 N1TALAUA UNTUUTEUY
Network, Topology mapping, Bandwidth analysis lei¢ Device status monitoring
wioutuszuunsudaiewdofalymiu Zabbix dgmau fo aru1saninnisal
wyAnssuluemannUseianisldan wazaranisaluuilduves Traffic An1uN

bingguassuvansansuisdamla
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ZABBIX

Username

Password

|v| Remember me for 30 days

or sign in as guest

AT 9 ANLER Login TUsuAs3 Zabbix Monitoring System

v mimanan

L

DrCEn CETOS Vi

[P R 5

Prapiares by sevnty

&
v

Veant acaitabetry

Al 10 A msanveslusunsy Zabbix Monitoring System
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2.5 LINE Application

Tatl (LINE) Wuneundiadu Aldlunishnsennaedoans Falddumesidalunis
naReAnsadaa1s gefnradeasatenisinsnaneluguuuuides Ialenea
waranuNTdItaAIINmIg 9 Wy deteainy wstnasuniw wuslidiate saums

ansaainguiienaaerateaunsouiule

Al 11 nmuanstalnues LINE Application

LINE Notify Ao USn135Ut0ANLI Lo nivigesianiee lnen1seen
Token Key undausiafuniaiuieasiafifein1ssuannudaiouy @1unsasunisuas
v =

LWOUIINTYINI9N15989 “LINE Notify” @9liuinislae LINE @unsaldaunany

Usmsiviannvane uasdsanunsasumsudasiounanguld

© LINE Notify

Connect Everything

3 8

Add Posts

AP 12 MUSMSSUNsHaFeuaniulesianie LINE Application
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2.6 Shell Script (Bash command)

Shell Script (Bash command) fa Wufdsvadlusunsy (Unix shell) #ild&anns
AoNfneslyvieuRIu Commands Tngn1ssanendids Goulusing o 7gldnudesnis
Tdaslu File uagyiin1s Execute File fu wéasonadnsAldlusuLuy Text Tngdamuunn
¥ leliinuuussuudalutAnunardisifeants dmiuuu Window 13e DOS
a3undsilan batch file Fefdon1siorgaddsuvindy file Wuieady shell script

LAZSUNIY cmd.exe

3. uAdeiiAeatas

wg ARwdy (2557) IiihnsAniFes “msfmussuufamuannuziedetignsuiimned :
nsdifinwuminedesesguesys” msfnnedsliftewaunszuuinnuaniuseiods
ABNNILAES LarNITUTHEIUNAYRITEUURARMINADIULLATEUIUABNTILABS VBIUYINYEY
sfumvsy3 nguiegsluns@nunideidugunsaliniovonenfiamedildlusmids
$1uau 40 gunsal uasiigunsalinietneifimnuunnsiiedu 4 sdadunsdfinu isesdenld
Tunsifeusenaude 1) Wiunsufamuaniusadotneaoufiames fimuntudelsunsy
A1 PHP ¥imss i uasundasuuiiealniiiiu SNMP Tnslnaea 2) nsuszidiu
NNETEINQYTEUULATETBABTAADT NI 3 YU HANSANYINUT TEUUNTYINUYES
syuudl 4 szuuges 1) sruuBamuaniuzeunsaleietny 2) sruufamuaniugiadousitne
3) szuudnmunisliusnisiadesusiang 4) ssuudanisdeyardlduazeunsal uaznns
Uszdiuna nan1snaaedldnuszuy wuinisussidiununinlaesineglusedud wagaui

v a

welavesnguihmnediilieUssansamszutlaesimegluse iy
Tusta uamu (2557) Tdvhnas@nig 09 “53UuUnsI9d0UNTITMIUTDUAS DL Y87
MsPnwasedifieadraundosledrsmdsuarduisauasanlum s LYo L dmtng
fiquaszuulmdulusgnediuszAnsnmuntunazaenndaatuanuidldinsnyiuas
Auanum Inedemaluladumiuas wansdliiiuinauisaanldlaasalunisyiau
HansANYINUIT flUsuAsHRYuIInnIsRaAAauLny (Crontab) aantulusunsuayyin

" Y
¥ v a o

WaanuzuaziiuA@fiy walas ensana adugiudeyauazdddoyaiiuainisiisy T
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VLwd [ v

Fhavhnsudafioudguarssuuniudua wazieaduied waraunsathdeyadilaundu
Joyaialuldlunismaununsianiwendundngulunisinauenisusulgessuunielu
93Ans Waennadasiunsldanuninanvetesins wu maihgsevielinasniia wagauise
2 v ' v ¢ & & a A o s
Wiudayanie lagnislduselevdaninsinasaeaduduil ieuunsisdeulazyseynd
TTun1sviau vibineauaszsuvrinnuldegisazainsimsuazgndesd wiliandgm
S svihukazki lutounnsesenaIevilaviuriae

aRwe WysHA (2559) 1AviN1SANLS 99 “SEUUNISHALRDULAEADULAYDY ZABBIX fle

P ! Y A

wOUNALATUY LINE” n1s@nwiasadiiionduias el afiazdiawiaiounisidaunsneinsvas
\@39L305 (Server) WazuoUndndu (Application) Favininiilunisdsdoyalududming
ASURAYDULI DLAAANURANANS LU L UNALATULNTITINUNTNENSVBNTSNIBSRAUNR

[
[

AstukeUndLAtY LINE anunsatiewidgmininanils manuinaiidnesuiswounaady
fn1svhaufiiaund wounaindy LINE szudneuavesdausd maaind uiielinsuis
Taymihinduldsansa nanisinvinuda szuunisudaieunasnouldues ZABBIX #ae
woUnALATY LINE @11150952980UN15919uve9szuulalag 38n1svadeunisyinli CPU,
Memory galdauluiiunit 80 % uazmgans¥ineuves Zabbix agent oaLA30AT5HIDS
151 Zabbix agent ¥na1UBE WU Zabbix Server fnsuaniwa liamnsa Monitor gunsal
#7111 Dashboard 784 Zabbix uazas1sadtanI1Y Foeani1sviauaInLeundinduy
LINE mufivelduazldnasuneunduun idudennnunioguniniinssduaiiudesnis
doluidafuiriasaneya vie Zabbix AflAiinsetugniie

Asn wguna (2560) livimsd@nides “szuvnedinesnisinuvensietie nsdlfnu
US9n wiew windlnnea wesiawa s1im 7 msAnwiasaiieldlunisnsivseuntsine

Y94:A38918909U3EW TngazilunisnsiaaeunisinunazgUszdvininuesasevisuus

gunsalig 9 uanstoyaiidnduvesgunsaling 9 weldlunsihsz Yuasldlunisiasz

Y

= [

Jasuivdanaziindulusyuuiaievigveauivn seazidenteyaiazuansazidnisvinanu
Yo4TNY ,Memory ,iina , nymiinvdiuareanvesdumesing , anuzvesildna | aniuy
Ao warazieyawantluusuiudniuniiA1ves Threshold Aisslinselidniussuy

[

Aagsinsudaiou nans@nwinuin seuuNedinesn15vnnuYeA3eUNgaIUNTANTIAEDY



21

an1ugn1svinnuvesgunsal (Agent) Inflanug eaulatl / eavlall Tussuuiievielagld
Inslvmeateaduduil (Protocol SNMP) waze1vadlolaflunisauuaznounduaingunsal
Agent szuvUaNIanTuiou qualaid eiiadeyaiAun Threshold wieduinedime
fin1snnd Wiumsladuwazdwald waziivweundiadu auisafsdayasingiudoya
wdthanuansindy Web 16 dsanunsauansdoyalugunvuvestoninu fiavuaznsi
V04, Memory wagBumasingla

auex nosla (2560) levinnsAnies “MITALNTEUUATINABUANTLENNTYINLTZUY
\wIeUeuar N ivioduaiing nsfnwadsiliflewimunsruunsaaevanug ST
yesszuLIAIetsLazguvglinieluiesusiiiefanunsaihAnnuuasniaouanuiinnaia
vedATosmitgargUnsaiiadetis Insnsussgndldaugenduifnsaaeuaniunisal
v AlFSunsiameien1w PHP wazsvuuingumalisneiwultes DS1820 fianunsa
daudeyanlglnsinaea SNMP n1snaaeulduiuseuuLATaY1870901ATY1INGINTT
Aoufimes Anyinemans wninendedodnl FsUsznousie inTesnoufinmesuidne
12 1309 gUnsaliATete 6 1A3esnavgUnsainszanedyguaievisliay 8 1aeq
HANSANYINUIN FPUUANNITANTIVABULALLARINAAN1UENNTYINUYeIRUNTallAT Y Y

a

Vanuauargamgdnigluiesudtienulusunsudumesidausiwesld Sniamnngaumngll

Y

neluriauiviegaiuningailanmualilulusunsy viegunsalinsevieinn1stndes

o

SEULAzYNITHI Ui ousnludAludulauaszuuiaievigntumediuaivaidluinisuale

T9iuyed B8anIuUsEUNUVDINUISINUAINSUINT B I UTENTUATIVABUTTUULAT DU LN

1%
CY 4 v = g

Tde Sniistoyaiivuiindeannsatilvinsgiienaunuudlotiygm wiethdeyald
Usznouni1sfnw W nginssumsldaussuuaietis 3nwan1svaaemu1aauandne
1) wulUsunsuaunsauansdoyaan urnN1sinuesgunsalias e eUIuiansldeu
szuuiedetns uaronmnineluesudtne Tnsuanssadoyariomeliluntineifedely
agmnsiensnsIaaey 2) lsunsunsieaeuaaus Msvhnuvesgunsalinietiouasiaies

wi¥ngNasienIen1w) PHP viausudulusunsy Cacti wudnluswnsuyigatduayunis

VINUVRI ARATEUUAIENITANT URBUKALTEEELIAT LT IUNITATIVARUNITIINUV DY
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NINAILITTUUNITATINABUANIUNITAUVINIUTBIRBUTNIADS WU 18 uazaUnTal
w3etne drtinanudesiumiuaulsad 8 Jmingnssil gimunlasdunistuneu dwioluil
1. gUuuunsAnw
wisosllenldlunisaniiunis
. I3 1%
wsasiafldlunisiiusiusiudeya
ax % a4 A aw
TnsaaeselenIdY

YUNDUNITIVY

S e

SUALLDYANTITABLUIIY

1. suuuumsfnm

v

n1sAnwIAT el Anw1nwnun1Ifnwluguiuun1sideuas il (Research &

Y

Development)

2. Sasdlefildlunmsaniiums
\a5 0907 1 Tun15ANY) 80NLUY KAZHAYT STUUASIEDUNITIIIUVDS
reufimeswivsuazgUnsaliniedie diinaudesdiuaivaulsail 8 Saningnssnil
Usenoulunie
2.1. aunsnlAauanas (Hardware)
- ipSesmauimesuiene HP ProLiant DL 360 Gen9 Intel(R) Xeon(R)
CPU E5-2640 v4 @ 2.40GHz
- ipSesmauiinmes Intel(R) Core (TM) i5 Fuly
- guUnsaliASengARNiiInes
- gunsalesernepeuiinesliany
2.2. Wsunsuaauimas (Software)
- ¥l URAnIs Linux CentOS (Version 9)

- gaWAlIs Open Source Zabbix Version 6.4
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- uaUnAietudsiies Apache (Version laisndn 2.4)
- syuugudioya MariaDB (Version laifinn 10)

2.3. MAUNLAS (Computer Language)
- NN (PHP Language)

- wgeaEALea (MySQL)

3. sadiafldlumsiiusiusaudoya
wiedledldlunisiivsiusindeyalunsfnwiasell As ssuunsiaaeunIsviney
YoIABUN MBS LY 18uazaUnsaliaiov1gr 1ulUsunsu Zabbix Network Monitor

(Open Source)

4. FBmsadreniasiionsive
Brsahaatoddionlilumsinuindll fAnwldduiumaded dwielui
4.1 Anwiuufn ngud warawideiifvates iRerfunisasaaeuinnuaniuzuy
w30ty i ot uuuanlunITRLSEUUATIIEEUN SYUT0IRBNR A 0 WiY e
wazgUnsaliaIevy
4.2 Anwnd1s1a Wisuisu wagnisiaenlydanu Network Monitoring Tools
4.3 AnWIN15YIN9UTOS Zabbix Network Monitoring ey Zabbix Agent
4.4 Anwinsvaulnslnaealeaduwduil (Protocol SNMP, ICMP)

4.5 Anwnsudafeundnuueundiadula (LINE Notify, LINE TOKEN)

4.6 Anwn1sld Shell Script

5. dumeunside
NSWAILITEUUATIFADUNITVINUVRIRBUT AR WU 18 lazaUnsaliaTaune
driinnutiostuniuaileail 8 Smingasstil annsdinn wazdenlfiaiesiionisnsaaey
w15z TanIeUng (Network monitoring tools) g@nwilavinnisidentldeiu Zabbix Network
Monitoring & flin3 esilefilduaiiines Web Application Hypervisor VM iangaufunis

n319EUABLN AT WYY Fedrulngaziduguuuu Virtual Machine wenanil Zabbix
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§9a11130AAR10N151E9URNU Zabbix Agent 119695095UN19YIIUURIEUUU URNIN
wannvane wargunsalinietng amnsansivaeuldlaslilnslinneaioadudud Jegunsaii

Tdudlug Tulagiusessunmsvinuuulnslnaoaioaduduil

5.1 msfivuadgynn
5.1.1 SEUUNNIATIVERBUANIULTINUUUULAY
IINNIINTIVABUANIULYIIITUVBIABUN AT LUUE UavaunsalinIeviy
LUULANNUI I A LATEUUIEH 8YiNN15ATIvAB AR UL Ig UNT Al T lumydn ey
fiaggunsal Sdlumheauiswuaenfmesuttievianun 5 wedes uazgunsaiiniode
Switch, Firewall, Access Point sasvianian 18 1a3es vilsidadldiaumilunisasaaey
ao1ur ufeibilis fadgnivieanuidaunilussuuiaievigaunindymiag
relAnnansznusefldan enavhlinisudlatiygmldnauaminensinniu
5.1.2 s¥UUNsATIvER VAR UETIIUKUUTN
32UUNTIVABUANIULYIINIUVDIADUTILADS WY1 wavgUnIalinT oy
flanunsansanaeuanuinundldnasaiian uazaninsausafousguaszuumndiaang

RAUNALARYU

5.2 fnwenans NasAYINIG M wazauideiineadas

N33R LATOBNWUUTTUUATINAOUNTIINNUTRIARNTIINTIITeLaraUnTal
wiote 1nen15ANBIN599IUYesEUY Zabbix Network Monitoring Litewiusieasifen
A0UENIYINNUAN 9 YesreuImesuTBLaraUnIalnIeY1e ansdlfigunsaililymnlu
nsvuiadu wu deiinn1s Up/Down waseoufinneiusltsuazgunaniiaietie
pssmuioulansfsmuaniuedineld Wemsamudeuluiidvmun stuufaginisdadadio
H1unti1 Dashboard Monitoring viseudawaurnuladliguassuunsiuiiud nMsfinwssuy
Zabbix Network Monitoring 983 uefianiseanuuunasniswauilaeiinisiiudoya

fasalull
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anuzinnuYeIReNiimesuIvY uazgunsalineviy eaziduateyasiis
7 vy nslEENy (CPU) mia8A31131 (Memory) M3 Teuredumesie
(Interface) M5MANV LGN (traffic Sent) wazwneen (traffic received) WUy
N13ATIVADUNITVINNUYDIADUNINABT UL TEUVILYIINTAITBYAING
Agent Tngn1sfinda Zabbix Agent 711A3 panaufiataasusiane d1mduLiv
U0yaT18aBIAANULNTVINNTUAN 9

N130139980UN15Y191UYe99UNTllAT 0918 SEUUILYINISAITayalnenNIu

Y

Tnslneeaioaidudai (Protocol SNMP) Gudlumsfisareeuindiansaiils
FarnlFlusgunsaiinierie

penuuuszuuludInvesnsuanna §eazvinnisisdeyaunaingiudeya
Tnelududagiimauansdoyaseasdendng q amnsovhnisisdoyaoonun
wandlvoglusuuuuresduay, demnu waznswilelvdredenisidile
KMt Dashboard

sonuuusruuludIvreInIsuiufiou uaznsivaeulagazyiin1snsivaey
anueNsyNueIneuinesulYe avaunsalinseuls danuzesulal
niooonlal TIudn15nTIvd@sUNI ANV T IMaLY100NVBILA AY
Suwmesinly nwnmaaounshatemineInsfieguuasufmesusiing
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Remnte Desktop, SSH

Server Ul -

!

Network Infrastructure

Computer Server

- ¥ 1 HTTP,HTTPS
- L |
. 4 * Firewall
Netnork Admi HTTP, HTTPS, SSH, Telnet
S Metwork Switch
T HTTP, HTTPS, 55H, Telnet
Access Point
= o -
AN 13 AMNTIUNTHIIFDUNITVNINIUVDITEUULAN
Network Monitoring System Network Infrastructure
aE . Get Value Comepuitar Server
. SHMP, ICMP, Agent
St Notification

Metric Value

Web Interface

7=y

Zabbix Database

SNMP, ICMP, Agent

Firewall

Network Switch

-
.

Access Point

AN 14 AINTIUAITVINGIUYBITEUU Zabbix Network Monitor
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6. S18aLBYANITANIUY
6.1. N15IALHTYULAIDINDUNILADILIUNY
ANSLHSULATRIABL NI DTLUUIBANNSUNISAANY Zabbix Server a5y UUASIVEDU

nshnuretreuiamesuiiiguazaunsalinietiy FelUsunsy Zabbix Network Monitor

[

v u Monitor Tools 7 191U ULg S Wiaas (Web Server) aatf us i udsedmins oy

(%

ANNWINRBUIANS DU NS UNITANNY Zabbix Network Monitor aiunismal

o
g

warAIrITEUUUHURNNT Linux CentOS Version 9

1
3)
See

9

1%
o

- Andaweundiatuiud@snines Apache Version 2.4

WALAIAI§IUTRLA MariaDB Version 10

X u

1
3)
See

M

Qe

a =

- fasanwilleyil PHP
6.2. M3AARS Zabbix Server dwiuTusunsu Zabbix Network Monitoring
N13AARITZUUATINABUAN U LRsABNTRET U e uargUnIalinetng
n&saninsdamisuaniandeslindeudmiunisingta Zabbix Network Monitor
faluazdunisfings Zabbix Server LL@%VT’Iﬂ’]i@?ﬂﬁ’lﬂ’l‘il,‘?jlaiwiai’m‘i’fayja dwiuiiudoya
nsasIvABUARLEASYaLlAesl Zabbix agent uazlnslvasa SNMP aseviwthildsdeya

A0ULHEN 9 LT Zabbix Server

et Pestinr e

iy
_— W

Trganr cvanwa

o R - i Y T —— Lo S B B

AT 15 BAMIUINNINTILYBITTUU Zabbix Network Monitoring
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6.3. MsnAARNRaLMBsIiU1Y uazgUnsaliadatne
Aeufiagihniseann Host Wiletidansanasuaniunisaiitauluszuy Zabbix
Network Monitoring 19 %1n15@ a s quaz i 1a 1 Zabbix agent wazlnslnasa SNMP
Tudesaeufimosusidneusy gunsaledetne fiesthdeyadnuuefimes duieluil
6.3.1 N3AnG Zabbix Agent UuLASBIABUR ARSI
- mM3finsis Zabbix Agent 5¥UUUURNIS Windows
- mMsfing Zabbix Agent 5¥UUUHUANT Linux
6.3.2 mamsalnslvaon SNMP dwisuuefimesgunsaiieode
6.4. N5AARS Zabbix Agent UuA3BIABNR LD
nssaeinslvaea SNMP dmsuseiinesounsalindetns msfiade Zabbix Agent
vuLA3 osAoufimes Ul Yy 1unsienseszning Zabbix Server lanunsnsuteya
Aanuzmshan aneeyfiamesisite Wandafufigiudeyavesszuy Zabbix Network
Monitoring wazthenfilsunuananaluguuuusmng 9 Wy faay nsml 1usy
6.4.1.013RARe Zabbix Agent 5¥UUUfURNS Windows
- anSulnanuaz@ing s Zabbix Agent dmsuneufiainadusanefily
5rUUUURN"S Windows
- MuUAAT Windows Firewall E]‘Lgiy'miﬁ Zabbix Agent annsodeas
fiu Zabbix Server
- YMNTNAEDUNISTYINNIUUDY Zabbix Agent UUABURILADT LU
TWanunsaidousioain Zabbix Server 1ngldrds telnet <Windows
agent IP Address> 10050 %3 91 R ping <Windows agent IP

Address>



Zabbix Agent 2 service configuration
Please enter the information for configure Zabbix Agent 2 ZABBIX

Host name: [oorca

Zabbix server IP/DNS: 192,168, 100,95

Agent listen port: 10050
Server or Proxy for
active checks [127.00.1
[]Enable PSK
|| Add agent location to the PATH

gak || met | [ Conel

A Themes
tam the service 4 Thread Cirdening Server
P the o 4 UPnR Dievice Host
% User Access Lagging Service
Descripion i Lser Profile Service
4 Volurme Shadow Copy
L Windoses Budic
4 Windows dusdha Endpoint B..
5 Windows Calor Syisem
4 Windown Connection Mana..
2, Windows Drives Foundation...
L5 Windews Encryption Previd.

4 Windicaws Event Collectos

4 Windows Event Log

4, Windosws Firewall

5 Windows Fant Cache Service
& Wirdows bentaller

L, Windenws Mansgermant Insl.
% Windewes Modides rataller
L Windows Remote Manage..
4, Windowes Stare Service (WS...
2 Windess Time

J\ertnded Astingue )

AT 17 LERSAnUEN1SYINUTDY Zabbix Agent
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© = 1 [® » ControlPanel » System and Security » v & [ search Control Panel Bl

Contral Panel Hi .
i Action Center

Review your computer's status and resolve issues | () Change User Account Control settings

e System and Securi
e oy Troubleshoot common computer problems

Netwerk and Internet
Windows Firewall

& ¥

Hardware c )
Check firewall status  Allow an app through Windews Eirewll
Programs
User Accounts System
Viciaronnt o RAN e prisiesete’ | QLAY rmivacess | Laarahisrale st |
Appearance

Sec the name of this computer

Clock, Language, and Region .
Windows Update

Eesioliirces Turn automatic updating on ar off | Check for updates | Install optional updates | View update history

Power Options
Require 3 password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Administrative Tools
Defragment and optimize your drives | Create and format hard disk partitions | B View event logs
W Schedule tasks | B Generate a system health report

7 @ §

ANA 18 NMsAMUAAT Windows Firewall Tuwasasnauimaswivng

© -t [ » Control Panel » System and Security » Windows Firewall » Allowed apps v & ] [ Search Control Panel 2]

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? ¥ Change settings

Allowed apps and features:

Name Domain  Private  Public
[ Remate Volume Management
[ Routing and Remote Access

>

[ Secure Socket Tunneling Protocol

CISNMP Trap

CITPM Virtual Smart Card Management

[ Virtual Machine Menitering

[ Windows Firewall Remote Management
Windows Management Instrumentation (WhI)
Windows Remote Management

[ Windows Remote Management (Compatibility)
[ Windows Security Configuration Wizard

M Zabbix Agent 2 listen port

ooooooo

[m]
O
m}
m}
m}
[m}
m}

ROORROOOOOO0O

O
m}

v

[oc [ el ]

A7 19 N150UN Zabbix Agent LWeusiariu Zabbix Server
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15 10050

=

Escape character is '*]'.
Connection closed by foreign host.
[root@localhost dpc8]l#

( 56(84) bytes of data.
i icmp_seg=1 ttl=127 time=0.

icmp seq=2 ttl=127 time=0,

icmp seq=3 ttl=127 time=0,

icmp seqg=4 ttl=127 time=0,

icmp seq=5 ttl=127 time=0,

icmp seq=6 ttl=127 time=0,

icmp seq=7 ttl=127 time=0,

icmp seq=8 ttl=127 time=0,

icmp seq=9 ttl=127 time=0,

AN 21 AINAFDUNSITBUADTEIIN Zabbix Sever fiu Zabbix Agent

6.4.2. N13AnRe Zabbix Agent szUUURTRANS Linux
1SRRG Zabbix Agent 5UUUURANT Linux A58 AR Tba 9T W UU Desktop
yi3auuu Command line ¢ Tusgfuiriosroufumeiuinneg I¥asszuuufoanisuuulely
- andulvanuaz@n e Zabbix Agent #1915 UABNRILADS WY U187 19
5eUUUURNTS Linux TneldFds sudo apt-get install zabbix-agent — y
- munueAlrsieadeyyIanesn 10050, 10051 19 Zabbix Agent a@1u150

#@oa15nU Zabbix Server

Qe

- AsAld zabbix agentd.conf
- Taelded s nano / etc/zabbix/zabbix_agentd.conf LU & o IP Address
T 1P Address voaaTeaiiiliu Zabbix Server W&y Restart Zabbix

agent service
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- YASNAERUNITINGIUTEY Zabbix Agent uuAsuNImBTHLIYY THamTa
\Wousaa1n Zabbix Server lngldA1d telnet <Windows agent IP Address>

10050 W3or&s ping <Windows agent IP Address>

root@dpc8: /home/dpc8# sudo apt-get install zabbix-agent -y

Reading package lists... Done

Building dependency tree

Reading state information... Done

zabbix-agent is already the newest version (1:4.0.4+dfsg-1+deblGu2).

The following package was automatically installed and is no longer required:
linux-image-4.19.0-8-amd64

Use 'sudo apt autoremove' to remove it.

0 upgraded, O newly installed, © to remove and 303 not upgraded.

root@dpc8: /home/dpcs# |

A9 22 NSAIANARGY Zabbix Agent dmsuABNNIWBTHIUIENLY S3UVUHUANS Linux

root@dpc8: /home/dpc8# sudo ufw allow 10050/tcp
Skipping adding existing rule

Skipping adding existing rule (v6)

root@dpc8: /home/dpc8# sudo ufw allow 10051/tcp
Skipping adding existing rule

Skipping adding existing rule (v6)

root@dpc8: /home/dpcs# |J

A 23 nMsfmuaa Windows Firewall a9l Zabbix Agent

vers and Zabbix proxies.

ly

# Defaul
ListenPort=10050

AT 24 n13saAliNg zabbix_agentd.conf Lilewausie Zabbix Server
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[ root@Le | t dpc8]# telnet 192.168.100.92 106050

cap © 1is :
Connection closed by foreign host.
[root@localhost dpc8l# |

AN 25 ASNAFDUNSITBUADTEIIN Zabbix Sever iU Zabbix Agent

6.5. nM13neAnlnslnaea SNMP dmiuaunsaliaTavieiiiansiagauan1usn1svinu

fulUsIASY Zabbix Network Monitoring

Switch(config)#snmp-server community public ro

Switch(config)#snmp-server enable traps snmp

Switch(config)#snmp-server contact "NHA"

Switch(config)#snmp-server location "NHA"

Switch(config)#snmp-server host version 2¢ public udp-port 162
Switch(config)#

Al 26 Masaalnsinaea SNMP dusuaunsaiinIatie

AN 27 MSNAEBUNNSIYAUABLINTINABA SNMP

6.6. M3AIALUSUASY Zabbix Network Monitoring

Slofinsts Zabbix Server uagin1sfmuad wesA3ssAeufinmeTuTIY uargUnTal
wetne Tianusadsdeyaifiodmiunisueiinediaiouda dunsusoludonisdariszuy
Zabbix Network Monitoring fansnsasudeyaiiionsavaeuasuiiameiusitng uazgunsal
wi3ptne warliianmnsoudadioulussiauassuuld Mefitunoudwieluil

6.6.1 mnﬁmﬂ@juiaaﬁm%“umiuaﬁma% (Create host group)

6.6.2 Mstinlaadnsun1suatiwes (Create host)
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ZABBIX

Usermname

Password

v Remember me for 30 days

A9 28 wraendulinlusknsa Zabbix Network Monitoring
6.6.3 nsifiungulaadmiunisueiines (Create host group) Humsdnngu
ve3gUnsalmIoY1un18luszuy Zabbix Network Monitoring L olvii guaseuy
111509 MUNUTHNNYDIUNTAILATEYIY Wazd1emBanITUSSInN1seUnTaified

]

aelusguu

R Host orouoe =T

M9 29 uananguleanviin
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New host group

* Group name

A9 30 MaLiiunguleadmsunisuetines

6.5.4 msifinleadmivnsuedines iunsiiuedesnouiiamesusivng
wargUnIaln3evIy 1W1sEUU Zabbix Network Monitoring lneviin1s Create host
‘1/1°’m’15613<1 A1 Host name, Templates, Host groups Ldon Interfaces 10 u Agent
w5 SNMP lunisdadoyaluss Zabbix Server Ingias asnouiiainesd usive
wargUnsaiedetng fvhmadudluiemmnasuanddumii Host luszuu Tudauves
gunsalinsovanseiate Interfaces TWidonidu SNMP wazvinnisla An

SNMP community Tuside Macros

New host
Host IPMI Tags Macres Inventory Encryption  Value mapping
Host name
Visible name
Templates pe here to searct Select
* Host groups | type here to searc Select
Interfaces Type [P address DNS name Connect o Port Default
Agent | 127.0.0.1 n DNS 10050 ® Remove
SNMP | 127.0.0.1 m DNS 161 ® Remove
* SNMP version | SNMPy2 v
* SNMP community | {5SNMP_COMMUNITY}
Max repetition count @ | 10
+| Use combined requests
Add
Description
i
Monitored by proxy | (no proxy) ~
Enabled |v

AY 31 nstiiulsadniunisuetinasluszuu Zabbix Network Monitoring
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New host

Host IPMI  Tags Macros Inventory  Encryption  Value mapping

Inherited and host macros

Macro

s Remove

Add

Al 32 nsifiAn SNMP Community dwsunisasavaeuniulnsinaea SNMP

ZABBIX « = [EbEE] = 3

GEOOBBEEEEE

il0000OOOROEORRAGEGE

J0ppEBA

A9 33 uanslsaniaitnluszuy Zabbix Network Monitoring ¥

6.7. mansrnmsudadeuludsaaszun
\dievinnsadne Host groups uazyinsiity Host l@saiseudesndn Juneusely
anidunisnarinisudaieulisyuu Zabbix Network Monitoring 11 a11150uwdauieu
NM3ATI9ABUNTILYRIAT BemouamesILYY wazgUnsallaTevne Tureamnanisuds
Wausng 9 9a8lAlauaTEUUaNNTaNTIvEe UUTEAVENMYRITEUUAT Y wazwi lutym

¥
¥

MAnTule
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N1INAUITTUUATIVEBUNITYINIUTDIABNTINDS LY 18kargUnTaliaT 0ty
dninnulesiumuaulsan 8 Yaningassnll W finsudufeuresseuy Zabbix Network

Monitoring viéin 9 8¢ 2 YaMn4 Al

6.7.1 NMsuafounuAnUNAHIUNT1IVLLIY Monitoring WaZIZLARAININT N

pONUTMUNTN Dashboard 18958UU

Fpviem interrestice

Protiens [T
v
R =
=
- — 2 Terey = D BT G
A== o - - TN BT ST T
|
. o [ = e
- — 0 T T T P e
+ - s L e wvws] mpmet et | Samine rioruen )
+ o— 2uare B L T BT T

A 35 MsudafieunuRaUnGrIuATIuLY Monitoring, Problems

Tulusunsu Zabbix Network Monitoring



ZABBIX

BjoOBEBEE pOOOODOOGOEE
|

Al 36 NsudufieuruAnUNARIUMTLIUWY Monitoring, Host

Tulusunsu Zabbix Network Monitoring

A 37 nsudafieunnuRaunARIUMTIUIY Monitoring, Map

Tulusunsu Zabbix Network Monitoring

42
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Rl et data =1}
v

il 38 NsudufieuruAnUNARIUMTIUWY Monitoring, Latest data

\ianUeayaagn Tuluswnsu Zabbix Network Monitoring

6.7.2 MIuduieurtu LINE Application zdsdanrmuiaiouiiogunsailuszuy
wptnevhafianann aufidauaszuuldimunaily Tasmssaelsiszuu Zabbix Network
Monitoring TWanunsavinisudaiieusitu LINE Application léitunaustail

AsdenIsudaiaulusunsy Zabbix Network Monitoring 31t9u@esil Token ve9
LINE Notify i eldidutamnsnisideusesyninaiaszuusiu LINE Application Tnsnisesn

Token fasdendudwiules https://notify-bot.line.me/th/

LINE Notify uhdsean

Connect LINE with Everything

At 39 Whdendudiules LINE Application
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LINE Notify v

My page

Manage registered services
Connected services Log out

Your connected services. Press the Disconnect button to disconnect any service.

AN 40 Wrvidudmsunisesn LINE Token

Generate access token (For developers)

By using personal access tokens, you can configure notifications without having to add a web service.

Generate token

LINE Notify APl Document

AN 41 91A5 Generate access token

Generate token

Pieaso anter a token name to be displayed before each notification

‘ODPCB Zabbix Monitor

Setect & chat to send nofications to

@. 1-0n-1 chat with LINE Netity

. CCM-0DPCE
&; s 17
° Cyber 1 4 nay B

ﬂu FIH Srriart Winrkfirw =
Mole: R Duf pErsonal BCESS 10ken can aliow o thied parly 1o oblain
e name: T connected chats & well as your profke name

Generate token
¥
U U

= a4 o o v A = A = YA
AN 42 PNTDATNNTUNTITLIAFDU HAZLABNNRUNIBUAAGVINBINITLINADY
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Your token is:

Xb9QotdVK7qCFvpLO3GLLaTePScEBHzFKzJz1

If you leave this page, you will not be able to view your newly
generated token again. Please copy the token before leaving this
page

AN 43 A NuERs Token key d1mSUNTHANLFDU

Connected services

Your connected services. Press the Disconnect button to disconnect any service.

2023.10.04 13:04
From: ODPC8 Zabbix Monitor (_Disconnect )
To: Zabbix Monitor Notify

AT 44 ANUAMINSIDUADNTIAUSATS LINE Notify

L 9vi1n1598n Token ¥IN19L0 0UA 852119672 LINE Application A UUTN13

LINE Notify 7 unaunlivinnisasaudaifewlulusunsy Zabbix Network Monitoring
Taen158519 Bash Script 1%s¥UU Zabbix Network Monitoring G'ﬁa%aq”lu Zabbix Sever
° = %] . 8 vy a o o o ) v A 44' ¢ o a a
1513801490 Media types slavdaurdsdmiunisudusouliogunsalyinauiinund
Usznauluniey Youes Media type JUkuunIsenldau Yaves Script wiausiy Audsi

egnassialuda LINE Notify
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ZABBIX o |EACEEEN

AT 45 wians Media types viaunnalussuy

Nn1585 19108 Bash Script Tu Directory Path : /usr/lib/zabbix/alertscripts/
a514lvd line-notify

[ root@
[ root(
| root@

dpcBl# cd /lib/zabbix/alertscripts/
alertscripts]# nano line-notify
alertscripts]# Jj

A9 46 Msasslna LINE Notify dwsunisilisuadslunisudaio

Feumdslulud LINE Notify

Line-notif

%1" -F “"message
/notify

a1 47 Ardslunsudadoulnd LINE Notify
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nadoun13vubng Script line-notify Taeldeds #bash line-notify “ld LINE
TOKEN” SubjectX MessageY 5¥UUALWY LA oUAINTOAIIUT VMN1TNAABULEAIIN

LINE Notify @unsavinisudaieula

[ root@ st alertscripts]# bash line-notify m1xBONBADWpDMPtvbx(Q1DONI3AImHUAdAT3S5xB
5R1lvh Subj essage

{"status": "message” : "ok"}H root@ t alertscripts]# I

AT 48 MsvegeuNIsLIFeulaun sdstamNn mualugs LINE Notify

Zabbix Monitor
Notify (2)

@ LINE Notify
QDPC8 Zabbix Monitor:

SubjectX
MessageY

AN 49 TaaunneaaauuaninIswIafiow LINE Notify

\dlevihnsifial Bash Script adlu Zabbix Server 3aufosudn lsvihn1sdendudiv
S¥UU Zabbix Network Monitoring fumtiniiu ilevhnissernsusaiiou
\y Media types ldswazidendaya
- Name: Line-Notify (Fo Media #isfaan1sTld)
- Type: Script (don Type T#ns)
~ Script name: line-notify (§'@ Bash Script 713183 19uazs A1y Zabbix
Server)
- Script parameters: \iniasuAn Parameters 7111910 Bash Script 94n13

LA9FBU {ALERT.SENDTO}, {ALERT.SUBJECT}, {ALERT.MESSAGE}



Media types

Media type Message templates  Options
*Name | Line-Notify
Type | Script o

" Script name | line-notify

Script parameters 9 Value Action
{ALERT SENDTO} Remove
{ALERT.SUBJECT} Remove
{ALERT.MESSAGE} Remove
Add
Description
¥
Enabled |v

AN 50 TaaunaaauuaninIswIafiow LINE Notify

A7 51 wans Media types nMshAds@auvinnsiiudnluszuy

Test media type "Line-Notify™

@ Media type test successful.

Script parameters 9 {ALERT.SENDTO}
{ALERT SUBJECT}

{ALERT.MESSAGE}

AT 52 MAFDUNTHINABUYBY Media types



6.8. N158519 Users tial#szuu Zabbix Network Monitoring udgtfiau

49

\levin15a519 Media types taSauda 189110158519 Users titelisyuu Zabbix

Network Monitoring wdatf aulu laeni15as1s Users 71 9 89015 luadegoe Users 14

s19avL8en Username, Groups, Time zone tusu luidedes Media 1unisasne Media

lagiiana1n Media types 1d LINE Token n34iuy Send to waanmuaniailun1svinany

Houlvazyinnsdstennundafou wazyinn1s Enabled Media wialvaunsaldauls

Users

User Media 1 Psrmissions

Usemame

MName

Last name

Groups

Password

Language

Time Zone

Theme

Auto-login

Auto-logout

* Refresh

* Rows per page

URL {after login)

NN 5

Users

User  Media 1

Permissions
Media Type

Add

gantawut
Gantawut
Ganyanuch

el x  zabix aimsairs

Select

Change password

English (en_US) ~

System default {UTC+07-00) Asia/Bangkok ~
Blue v
v

30s

50

Cancel

3 M9LINH Users @Nsun1swaasiou

Send to When active  Us erity Status  Action

Line-Notify m1xBONB4DWpDMPivbxQ1DINIZAIMHUAJAT35xB5R 1vh 1-7,00:00-24:00 [T WIS Enzbled Edit Remove

AT 54 N5 Media dmsunswaasiou Users
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Media

Type | Line-Notify w
* Send to | m1:BONB4DWpDMPivbxQ1DONI3AIMHUAJAT 35xB5R 1vh
* When active | 1-7,00:00-24:00

Use if severity Mot classified

Information

Warning

b
v

W

+| Average
+| High

v

Disaster

Enabled |+

s

AN 55 N1suiNY Media Avuanan wazkeulvdmsunisdsdannulasioulud Users

6.9. N158379 Action wiialiiszuu Zabbix Network Monitoring wiafiau

Wieviinsasne Users ta5auds livinnsadne Action aunnlaeidnluiiiuy Alerts —>
Action —> Trigger action —> create action A5 ANT 8 Action waziididaulvlunisuds

Weumuailaivunls

Action

Action  Operations 2

“ Mame | Line-Notify Action

Conditions  { abel Name Action

A Trigger severity is greater than or equals Not classified Remove

Enabled |v

* Al least one operation must exist

‘ Clone | ‘ Delete ‘ ‘ Cancel ‘

A7 56 WuniswanssgaztBunlunisaeen Action Tuside Action Users

Wunsuanssieazdenlunisan Action luwade Operation tad1luidudiues

n1sdeadennuudnsiou WegunsalATeteinn1svnURAUNG seuvazdetayaudaion
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Yo indu suitlansainisudaieuld vnsdadudennuluss LINE Notify iiiadsls
nauiualing v uaz Tuiaide Recovery operations szuuivzdstonnuuiufowiiegunsal

s 1 U o v ] [ a
W3aY1enauLNnaulsegaduund

Action

Action  Operations 2

* Default operation step duration | 1h

Operations  Steps  Details Startin Duratio
Send message to users: gantawut (Gantawut Ganyanuch) via Line-Notify Immediately  Cefault
Add
Recovery operations  Details Action
Send message to users: gantawut (Gantawut Ganyanuch) via Line-Notify Edit Remove
Add
Update operations  Details Action
Add

Pause operalions for symptom problems | v
Pause operations for suppressed problems v
Motify about canceled escalations |+

* Al least one operation must exist

A9 57 Wunishanssieazidenluni1saean Action

I . S v X a v o
Wun1swans Action Na31a8uun Weuly n1sasdannuluds Users waganiugng
Walda1u Action Hume

Trigger actions ~

Mame w Conditions

Line-Motify Action Trigger severity is greater than or equals Nof classited

Operations Status
Send message to users: gantawut (Gantawut Ganyanuch) via Line-Notify Enabled
Displaying 1 of 1 found

A9 58 1Wunsuans Trigger Action N@5199u
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NaNSANEUNTT

NISWAILITEUUATIFADUNITVINUTBIARUTILABS WY 18 Larg Unsallas aune
dninautesdununulsed 8 Saningnsstil Insldlusunsu Zabbix Network Monitoring
ilensI9@eUANLENNSNY wazAnnuUssanSain mnumdeuldiuvesnouiivnes
wiv1e waggunIalnsaviun1eluniaey Anaun1399ureIgUnsalAINa1IH LN
Zabbix Agent @ 458345UN139191UVUTTUUUFTANSTMaINMas WU Windows, Linux
Wusu nIeludiuvesgunsalinierrvaiuisansivaeunrulnslvaoa SNMP lagszuy
Zabbix Network Monitoring §afinnsudaiioutd emsranuimsnisaliidnundnieluszuy
\w3ete annsaaantsaluualtiuvesnisld traffic esiamnsaninnisaingAnssuain
Usgiinsldau suisanunsauiuussisdn web Ul ldmunudeanis il quaszuy
amnsonsaaouliogenaiuariinsesideyaiilousuuse 1nUseAns amuesszuy

v 1 a

wievsuenanddaieliinisquassvvegeieilewwaslasiulymivienainiu

¥
A

uazilUseAvBnmmenntu uasiinanisinwudulumaingussasduesnisdniuamluaded @
1. iileWmunszuunsIaaaunnsvinuesnsufiamesusiinsuazgUnsaiindedie
driinnutiostumueilsed 8 Smingnssnil
2. Wislvifguasruunsegieiunan Wednmshanuiinnvesreuiinimesusidne

wazgunsalinsavivdtinaudesiumunulsail 8 Saningassii

1. MINAUITTUUATIIADUNITTINIUVBIRRNNIWaTIaid suazaUnsaliaTarne
5¥UU Zabbix Monitoring fin1sviaulunisnsiaaeuaeuiinnesuidvieg uavgunsal

w3ev1e nafiliiinsaald Fafguassuvanunsadildnussuuiunisivusiees

(%

(Web Browser) ¢ @an1syinuvesssuuiivan 4 g 3 8819 Al
1.1 MUEANANINTINYDITTUU Zabbix Network Monitoring
1.2 MELAAINAN1IATIVEUNTYINUABLITIME WY wavaunsaliaTedny

1

1.3 Mswdnfieuternuludgauazszuy
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1.1 UTUEANANINTINVBITEUU Zabbix Network Monitoring
PULAANANINTINVBITEUU Zabbix Network Monitoring L‘ld]uﬂ’]‘iLLaﬂ\‘lsLugﬂLLUU‘(I@QWﬁ’]

wABUBSA (Dashboards) kanINISUIBABUANIULA 9 vesgunsalnigluszuuiaIoie

Tiauaszuuldmsuimunaiuiusies (Web Browser)

o N % e e e E B EEEE RN ] : s 8 »

AN 59 RUEPINTNTINYBITEUU Zabbix Network Monitoring

Wi Eirobon MAG0; Intarface 36 Notwork traffic

10
it

AT 60 nsmluansdeya Traffic nsldBumesidnvemiienu
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1.2 NUIAAINANITATIVABUNITYINIIUABNT MRS kY 1elaza UnTaliaT ov e

Wadn1synauRaUNANATU

weager fasen Upors WL (RS CTET

AT 61 NMIATIRABUNNTYINUABLTIRBSUITBuazaUnTaliATatY
1.3 Msudsiiouguazszuy iensianuinauiaunfvesnsuinesuivng
wazaUnsallA3aY1y 58U Zabbix Network Monitoring 3g11n15u3 il ouluds
4 b A 1 < (3 s v
B9 szuu lasuduioud umaiuiusiiwes (Web Browser) 39938 UULAYNITUA

LaunIU LINE Notify

[ S aneant | g st gl

1l 1!

AN 62 LAAINISHARADUVDY Trigger tatAneymn
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msudafieurundaiiounnu LINE Application WlewinenufinUnfvesneufinnes
usine uazgunsaliaiedren1svinauinund@ 19y 1ians Down n3e vSuTdgUnsal
\weteindeg nliduuuAuiedesdisesiagrhauld ssuufasyhmaudafeuris
Aaun@iintu Tne Tieger asvnsdsls Action ey uaziden Media Ainernionldlng
Alert Scripts UU Zabbix Server i 8¥1n15dadayaluss LINE Application si1uudaifiou
K1uU3N"3 LINE Notify uazagynmsudafieudnadandsanguniaiindotns wiewmnnisal

ndunduung

Zabbix Monitor
. Notify (2) QA% H
@ LINE Notify
ODPC8 Zabbix Monitor; AP-

C1815-F1-WLC
AP-C1815-F1-WLC has been
restarted (uptime < 10m)
Problem

@ LINE Notify
ODPCS Zabbix Monitor: AP-

C1815-F1-WLC
AP-C1815-F1-WLC has been
restarted (uptime < 10m)
Recovery

@ LINE Ntify
ODPCE Zabbix Monitor:

CI5CO C2960-F1-01

bt mrfmmn i1 00T Canemad

9 Qg ©

AN 63 LERINISHARADUNIU LINE aifatym

a3UNaN1ISANTUNIINAUITEUUATIVADUNITY19IUVDIABUN ILABS WLl U
wargunsalinerie ddnaudesiumunulsaf 8 §aningassill MauaseuuaIuIse

UInsdanissyuuaietigldedvazain 530157 aunsanivdeuAdoyadnIuza o
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Tudavesgunsal vilissuuiaTovrevinauegedusednsan Uasnde uanand 89
Fredestullymilanintu Weerailusyansam
2. 1@ NNTIHUSTIUUTIUURAUN TEUUATIVEBUNTTIINNIUYBIABNN AN D TULUY
wazgUnsalnsatng
nnsldauszuudenan Adaundusnnuidnsudadeulunsdiinnnufinund
yesnouiamesultnY wargUnsaila3etnsvemulsu eszuuiinsudadoununi
Fulusriiwes wazsinu LINE Application viuil 1iegunsailuszuuiaiedisifinanuiinung
iR SuRavevaunsasunswialym wagandunsuiluldeg1aiune lnedseasiden
Fovigluil
- annsTdouszuuiiun Insudadieunuiinndvesnouinmesusitiesiuiy
10 A3 uaznsudaftounuiinunfivesgunsaiieietne S 20 A
- nmsudadeunsinuiiaunfvesreufianesuiuie uargunsniinieuis
Andudosar 90% Tiguaszuuannsoudletamldtuiindmniianisudaiiou du
Han1sldnunsanuinguszashvesl@nwl wazdseaninmvesssuulaesiueyly

[

SELAUR
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a3Unan1sANY aAUsIeNan1sAnen wazdatauauuy
NISWAILITEUUATIFADUNITVINUTBIARUTILABS WY 18 Larg Unsallas aune

(%

dninaudestuniunulsei 8 Ymingnssnd Iinqusrad 1) WesiamunszuunsIvaey
nsvinuvesreuiianes LY suazgUnsaliadonns dinnudesiuniuaulsadl 8
Fmingasonil 2) ielVigguaszuvveshenunsuegwiuna Welimshauiaunives
Aeufimesusiny uazgunsalindevisdinautestumvaulind 8 Smingnssnil

v

agunalnadl

1. aguwan1sinen

1NN15ANYINITRAUITLUUATIABUNITH 1IUVBIABUNILADT LY 18 lLaL
gunsaliedetng duinautestumiunulsail 8 Smingnssndl {dnwldussainguszasd
NI AUITEUUATIAABUNITYI 19U BIADUN IO LY 18uazgUnsalinT ey
muiaquszasdi 1 vildmhesnuiissuuiionislunsnsnaeunisvhnuvesaenfioines
wivrewazgunsalinsevieldogdiused@nsnnuazUasnds LHu N150TIE0UINTARIT
N13NTIRAOUNTYINNUTBNATEY Y NsTUAINWANITA] wazn1squasnugunsal vilirjgua
ssuureaiisny limsuiungnisaifiietuiionseaeunuiinund uastymilussuy
anmudesioziin wazdidumsudlaldesasnzay fussavsam

N13UAUFBUNTNINUYBITLUUATIFBUNTNUABNTIMB S LT e Lara UnTal
w3091e Fszvuudufenliiquaszuunsiu 1 efmnndud AnunddiAad uly
LA3 0L VBINUILINY YIINTUT R BURIUNTWI VU1 IeS (Web Browser) 18338 UY
Zabbix Network Monitoring wanslugUiuuueenin Dashboards kazn1343 46 o UK

LINE Application tnen1sldu3n1s LINE Notify vinbiir auassuvaiunsaudladamlaviud

ausaviganansRaeudymiintuluszuu wasdsheannanlunmsgauszuuld
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2. aAUTEHANITANY

ANANTANBIT B9 NSHAUITEUUATIIABUAITYIN U IABNTAIMDT Uaiv e
wazgunsnilaTevne drinauldestumunulsail 8 Smingassnil §Anwanunsaefuse
waliil

2.1 Mawansiauszuurih i dinautesiuniugulsed 8 Saningassd
{58UUNTI1388UN1TV1UVeIARNN R es LY 1euazaUnsaliaTevelunuleau
FansvirauvesszuunuIlusunsHansaLan st oy agn1unsaivinauYesneiames
wivnguazaunsalinIeyiy Usunanisldauluszuuiasedne lnedadeyaniu Zabbix Agent

wazlnslnlaa SNMP aunsauaninadayar1umnin Dashboard 98353uy 1 uminaed

asudoyannegdlviegluntneiied edisliasaindanisnsisaesvaniugn1svingu

' 1%
aad a =

wazSailigquaszuuinietneidilaleviufl Wellimgmsnifaundfifsiulusyuuieiete
veamisnuiliansansivdeu Sinszd Jymiiaduld dedenndostunisdn
¥93 oYM WysdA 7 ldvinsAnunses “szuumsudadeunazneuldues ZABBIX
Aa8uaUNA LAY Y LINE (ZABBIX Monitoring Alert and Reply with LINE Application)”
Usgitus Tvavug Tivihns@niFes “seuunsiadeunsiauvessyuuiasetsuazudaiou
AuueUNALATY LINE” way afgwa a3seauna ldvinsdnies “mseonuuuszuuinn
anunwesesuiveiaiiou wazdAuuneundiadu aelusruumsyszinanauuungsius
eveduflomurete” lnens@nwwinlidssuuiannsansieseurinauvesgunsal
meluszuuiaietng egunsalluszuuiaietiy 1Wu Aexfiunofusidie gunsaiindetie
ffanuznsiauiaund uazaiunsadAuszuuiivueundiatunisluias osusivie

Y Yo

spuuivgudasoudefinnanludsuiinveu vilisuingeuumsdanisssuy wavaiunsn
wildmnuiaunidulatuaa

2.2 nNansmLsEuuhl Sssuuudadouliiquaszuunsu Wedlivmniswi
Anunadindulussuuinierisvewaeay Tnevhnsudadeuduniniuiusfiees
(Web Browser) 98458UU Zabbix Network Monitoring LLaﬂﬂu'ngLLUU%Wﬁ’] Dashboards
wazn1sudufieuntu LINE Application 4saenadasiuiuisores ofivim Wosdn e

PINITANYT B “TEUUNITLI A DULATABULAUDY ZABBIX A28k UnaLaty LINE”
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way Useiius Tosrur 18vhnmsAndes “ssuunsiadeuntsvhauvesssuuiaietouazuds
iWeuruLeUndlAdy LINE” fnsudafouvesszuuillogunsalviamiaund agsihnisuds
WouRUntAULUTTIeS (Web Browser) wazn1shisiiounnu LINE Application 161
3. ULEuBLUL

3.1 91nNaN13AN®I Zabbix Network Monitoring anunsatrluiauiussynaldly
mMsnTIEeUanurMTIaueE1eduld uenniloniniadesneuimesisidny wazgunsal
wseUe wwu LIuled (Website), g1udaya (Database) 1lusiu

3.2 Pnnsudafeuialufiszuuanansavild mswmudelusndudesinsudaion
iruszuuTisessunisudafiowludesnsduuenmilonin LINE Application wialiiiaiy
nanvaglunsuiiou

3.3 1i 949n32UU Zabbix Network Monitoring WJu Open source ﬁﬂiﬁcﬂﬁi’ijmu
anunsnsarnsldnu weensudufouldognedasy ddulunisdsimsudadoudldnu
Fududesdnuidemesnisidiou Shell Script, Tagging, Macros wWigldlunsszuundaiou
TAnuANABINIg

3.4 faugrudeyaiiiosessunisiiudeyarianiug Yandufindaiu Uszanana
wansuad oy ali i quassuy uidsarunsadisTiasevideyamaniu wasdanunse
Mnseensenuls

3.5 @11150U158UU Zabbix Network Monitoring LUWaIUNS2uA U Opensource
Dashboard tool Lileiun1siiaus Metrics Maniziatzas uansaasonuidu nsmdeya

Metrix #i¢ 7 Tngfstoyavanuilalusedu Realtime waganunsafstouaunain Data Source

PABWAAINN5IUTY BN Dashboard Fadiauaisau wlaladneundu
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UITIYNIAU

2RYIR WUTHA. TTUUNITLINLADULALABUIAUDY ZABBIX A8UWaUNALATY LINE ZABBIX
Monitoring Alert and Reply with LINE Application. @nstnus urineaenalulad
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A15ANNILAZAIALUSWATY ZABBIX
#1%3UN13 Monitor ABNNILABSITSHIIDIUATaUNIallATRY Y
1. n15AnRelUsNsY ZABBIX

JUABUN 1: LHDNFIANAY kazA1Ilnanluswnsy Zabbix aumsed OS Linux

Server lngidenauntiiu https://www.zabbix.com/download

ZA B B I X PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABOUTUS DOWNLOAD

D Whload and install Zabbix

Zabbix Zabbix Zabbix Zabbix Zabbix Zabbix
Packages Cloud Containers Appliance Sources Agents
Images
]
ZABBIX VERSION 05 DISTRIBUTION 05 VERSION ZABBIX COMPONENT DATABASE © WEB SERVER
6.4 Alma Linux 9 Stream Sarver, Frontend, MySaL Apacha.
_ Agant
BOLTS CentOS5 8 Stream PostgreSal Mginx
Proxy
50LTS Debxan 7
Agent
40LTS OpenSUSE Leap 6
: Agent 2
7.0 PRE-RELEASE Oracle Linue

Java Gateway
Raspberry Pi 0%

Web Service
Red Hat Enterprise
Linux
Rocky Linux

SUSE Linux
Enterprise Sarver

Ubuntu
Ubsntu {arm&4}

- Install and configure Zabbix for your platform

# rpom -Uvh https.//repo.zabbix.com/zabbix/6.4/rhel/9/x86 _64/zabbix-release-6.4-

1.el9.noarch.rpm

# dnf clean all

- Install Zabbix server, frontend, agent
# dnf install zabbix-server-mysql zabbix-web-mysgl zabbix-apache-conf zabbix-sql-
scripts zabbix-selinux-policy zabbix-agent

- Create initial database

# mysql -uroot -p password

64
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mysql> create database zabbix character set utf8mbd4 collate utf8mb4d bin;
mysql> create user zabbix@localhost identified by 'password';

mysqgl> grant all privileges on zabbix.* to zabbix@localhost;

mysql> set global log_bin_trust function creators = 1,

mysql> quit;

- On Zabbix server host import initial schema and data. You will be prompted
to enter your newly created password.

# zcat /usr/share/zabbix-sgl-scripts/mysqgl/server.sgl.gz | mysql --default-character-

set=utf8mba -uzabbix -p Zabbix

- Disable log bin trust function creators option after importing database
schema.
# mysql -uroot -p
password
mysql> set global log bin_trust function creators = 0;

mysql> quit;

- Configure the database for Zabbix server

Edit file /etc/zabbix/zabbix_server.conf
DBPassword=password

- Start Zabbix server and agent processes

# systemctl restart zabbix-server zabbix-agent httpd php-fpm

# systemctl enable zabbix-server zabbix-agent httpd php-fom
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2. mMsaeAiUsunsYN ZABBIX
2.1 wdnTiaslusunsu ZABBIX Suudesudn
~Iddae URL http://server ip or dns_name/zabbix iiierdnluiern Web
Frontend

- EBNANENNABINTTITIU

ZABBIX

Check of pre-requisites
Configure DB connection
Seftlings

— ZabeX 6.4

Detault language | English (en_US)

Welcome to

2.2 ATIADUNITAIAIANN 9 TUTTUU

ZABBIX Check of pre-requisites

| vedrome PHP version 7.2 24-0ubuntu0.18.04.6 7.20 ¥
sck of pre-requisies

Conligue DB cannaciion PHP option "memory_Emit* 128M 128M OK
Settings PHP option "post_max_size” 16M 16M OK
Pre-installation summary PHP option "upload_max_filesize” o M OK
ey PHP option “max_execulion_iime"™ 300 300 OK
PHP option "max_input_time”™ 300 300 OK
PHP databases suppor MySQL Ok

PHP bemath on
PHP mbstring on oK
PHP option "mbstring.func_overioad” off oft oK



2.3 éfﬂﬁ'} DB Connection

ABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database.
Press "Next step” button when done.

QUISH

Databasetype |MySQL v

Configure DB can

Database host | localhost
Settings
Database port | 0 0 - use default port

Pre-installation summary

Install Database name | zabbix
Store credentials in HasniCorp Vauit | CyberAr Vautt
User | zabbix |
Password

Database TLS encryption

Settings

Zabbix server name

Default time zone | System (UTC) v
Checlk of pre-requisites

Configure DB connection Default theme | Blue v:

Settir

Pre-instaliation summary

Install
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2.5 MSAIALAYTINTIIVUA

ZABBIX Pre-installation summary

Please check configuration parameters. If all is comect, press “Next step” button, or "Back” bution to
change configuration parameters.

& 4 <z &
2.6 NMSAIALAYTIUNINUALES AU

ZABBIX Install

Congratulations! You have successfully installed Zabbix
frontend.

C ik coni_php” created
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3. nsAnRuazasAtinsInAaa SNMP vasgunsaiiniate dmiuuedinasly
TUsunsu ZABBIX
3.1 ilevnnsindadslines Zabbix Network Monitoring t@&aud neuftvinnnsiiy
gUnsaliAdetnefidesns Monitor sididiumsesid
- ¥hmsAnda Zabbix Agents @150 ABNNILABSULUIBAINIBSTUTBS
sruuURiRnIsuaziiediu Zabbix Server lagannsamnilvian Zabbix Agents 1

https://www.zabbix.com/download_agents

ZAB B I x PRODUCT  SOLUTIONS  SUPPORT & SERVICES  TRAINING  PARTMERS  COMMUNITY  ABOUTUS DOWNLOAD
Zabbix Zabbix Zabbix Zabbix Zabbix Zabbix
Packages Cloud Containers Appliance Sources Agents

Images

Download pre-compiled Zabbix agent binaries

For Agent DEBs and RPMs please visit Zabbix packages

Show legacy downloads

%

OS5 DISTRIBUTION 05 VERSION HARTWARE ZABBIX VERSHON ENCRYPTION PACKAGING

Wincows Ay amaed 64 Opsen55L ME}

L 1386 62 Na encryption Archive

macos GOLTS

Al 54

FreeBsD 52

OpenBSD 50LTs

Solaris 4.4

- ¥N1593A1 SNMP Community Tifugunsali3ene 1 Switch, Router,

Access Point, Firewall
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3.2 YiNSNADU ping lay snmpwalk 1ALATLTTHLIOF Zabbix Network

Monitoring T agunsaiipIatiefNaginin1s Monitor

3.3 ¥AINNNTANFILAZAIAT Zabbix Agent tag SNMP TfuasuimasusveY

wazgUnsalinsetneadandqlidnludsaniiefiazihgunsalfsnaradunviings Monitor

- 1Um Zabbix Ul Web Server is http://host/zabbix
- Username: Admin
- Password: Zabbix

(Note: Username & Password Default of Zabbix Server)

ZABBIX

Username

Password

# Remember me for 30 days

or sign in as guest
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2.4 19 Login 1a13gt3emti1 Dashboard vadszuuienbiganuglagsiuued Host

[

AMA9InN1s Monitor Melussuuwesedne

ZABBIX « = [eBEERTEN EE=men
Top hosts by CPU utiiization 2023-10-03 18,02 57 Systam mformation
o : e 16.541
Zabbix Server 1 4
e ST 1 B 0 0 Willuss per BRcong
1 "Eane
o ET Y
=i or Bangkok
1 SI0% D00 G0 D
10 1 GEA% D00 000 DOe
— —————— ]
ey Proolams by saverity
7

Zaetix agert [ o E 7
e " . -

Curre problems

10 it AN Lk

2.5 MmsiireuiIwmeskiTswazaUnIalAIeY1eu1vIN1gT Monitoring Tulusunsy
Zabbix
- ¥innsa319 Host Group tiednngulviiugunsaifitiun Monitor LU#1 Ly Data

Collection --> Host Group --> Create Host Group

Host groups 3 | |
T
| rovn |
o
a
o
(]
o
5]




- n13a319 Group name ¥83gUnsal uiWhN1sNA Add

New host group

* Group name
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- NN5@319 Host Lﬁaﬁﬂmi Monitor 1‘1J‘17i kY Data Collection --> Host --> Create

Host

ZABBIX « * EbEE

peeeanoBfEERREEaanE

A1
=
=
[ e
[ e |
=
=
=
e |
[ e |
[ raee ]
cm
cm
o
o
[ ea= ]
[ === ]
[ o=
[ ==
oM




- LOULIY Host $18az188nvas Host
® Host Name: S?JIE] Host
® Visible name: o7iuans
® Templates: Fonumuimandisiosnis
® Host groups: \den Host Group
® Interfaces: ann1sidousie

® Description: $16aZL88ATIAOINTT

New host
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n1sasnIsudRAaulusunsu Zabbix #1u LINE Notify

- asdensusaieulusunsy Zabbix S dudedil Token vad LINE Notify

nseen Token lngdendwdiulad https:/notify-bot.line.me/th/

LINE Notify

Connect LINE with Everything

A ) a v = a v ' P
- LH2aaNvduULYIUN AR Dropdown LeeN My Page Laauaquﬂquaqﬂq@nwa@aﬂ Token

LINE Notify

Manage registered services

Connected services Log out

Your connected services. Press the Disconnect button to disconnect any service

From: ODPC8 Zabbix Monitor
To: Zabbix Monitor Notify
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£

- NA Generate Token > ld%a Token -> l@onNguilfaanIsudusion —>

nM Generate Token

Generate access token (For developers)

By using personal access tokens, you can configure notifications without having to add a web service.

Generate token \

LINE Notify API Document

Generate token

Please enter a token name to be displayed before each notification.

[Zahbix Monitor 1449 Line Token fidaanas ]

Select a chat to send notifications to.

)

v, - ¥
[ AUWINAUNADINTLIILADU ]

=] IMINGA-UYUE! ZUZJ 3Ure i
&Y ) 3 %

@ VDOConDDC

[ . Zabbix Monitor Notify Lﬁaﬂnamﬁﬁaammﬁuﬁau]
|

g“@ nsu_DDC OpenData & PredictiveAnalytic

i,

<k asu_tAsazne IT DDC

Note: Revealing your personal access token can allow a third party to obtain
the names of your connected chats as well as your profile name.

nA Generate Token

Generate token




Copy Token iiisldudafoululusunsy Zabbix

Your token is:

[ Sfth3gjYjKSkfabcgMnygBMgnRRDbI3g1V03rmD: ]

If you leave this page, you will not be able to view your newly
generated token again. Please copy the token before leaving this

page.

IIIIIIIIIIHHHHHIIIIIIIIII IIIIIIIIIIEIIE’HIIIIIIIII
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A1SAIAINISHIALRUIUSINSY Zabbix Server

n13RsAlu Zabbix Server 1nen1s Remote Login 114 IP Address mauiiiines

waleNlAinnisas Zabbix Server

m B ¥ FH ® a B i q x a2
SSH Telnet Rsh Xdmcp RDP VNC FTP SFTP  Serial File Shell Browser Mosh AwsS3 WSL

hed the maximum number of ns for the personal edition of MobaXierm

ssion but it will not be automa

Warning: you hav
You can start a n

Basic SSH setlings

Remote host: Specify username 2 Port 22 2

Please support MobaXterm by subscribing to the Professional edition here: hitps.//mobaxterm mobatek. net
¥ )

Advanced SSH settings [ Terminal settings "+ Network seftings Bookmark settings

Secure Shell (SSH) session

@ 0K © Cancel
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1. 1@1lU Config Inesinu SSH 1d IP Address Host 1lua3ne Bash Script Tu Directory

Path : /usr/lib/zabbix/alertscripts/ lagAnda
# cd /usr/\ib/zabbix/alertscripts/
~ a%lild line-notify Teds

# nano line-notify

[ rootd@ st dpcB]# cd /lib/zabbix/alertscripts/
[ root@d t alertscripts]# nano line-notify
[ root@ ' riptsl# |}
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- iy Bash Script Tulud line-notify uda Save file

#!/bin/bash
curl -X POST -H "Authorization: Bearer $1" -F "message=52

$3" https://notify-api.line.me/api/notify

GNU nano 5.6.1 Line-notif

“message

- eEeUNITNeIU line-notify Lagldmas

# bash line-notify “ld Line TOKEN” SubjectX MessageY

[root@ ilhost alertscripts]# bash line-notify ml1xBONBADWpDMPtvbxQ1D9NI3AImHUAAT35xB
5R1vh SubjectX MessageY

{"status": , "message"” : "ok" }H root@ t alertscripts]# '

- szuufvvudaieumudennufilsmageu uansin Line Notify ansnsaudasiouls

1P

Zabbix Monitor
Notify (2)

@ LINE Notify
ODPC8 Zabbix Monitor:

SubjectX
Message¥
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- mmualid line-notify Tiianunsa Execute e logldads
# chmod +x line-notify
- uansedelng Tnglmds

- #1s

[ root@ t alertscripts]# chmod +x line-notify
[root@ t alertscripts]# ls

[ root@ t alertscripts]# fi

Remark: N3 Config line-notify Asad1luvinlu Directory path:

/usr/lib/zabbix/alertscripts/

2. yaea1n#ivinnnsiii Bash Script Tu Zabbix Server 3guSpsuan Tivinnnsaenduidn
PUNTEUU Zabbix Web Ul 1iiayinn15@aA1n1sHaasou

- VLU?IILNH Alerts = Media types —> Create media types

ZABBIX «  [RAESERTES W|m
T Fae T
o (T
m R =, \I'l
3)

-y Media types lds1eaziBoatoya wdvinsiiia (Add)
Name: Line-Notify (@0 Media Aigoenisld)
Type: Script (dan Type 19n54)
Script name: line-notify ("?jIEJ Bash Script ﬁL'ﬁWﬁ%’lﬂLLasﬁgﬂﬁ’ﬂu Zabbix Server)
Script parameters: Wiulfiouen Parameters 11970 Bash Script #8303

uAFOU {ALERT.SENDTO}, {ALERT.SUBJECT}, {ALERT.MESSAGE}
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Media types

Media type  Message templates  Options
*Name | Line-Notify
Type | Script v

* Script name | line-notify

Script parameterse Value Action
{ALERT.SENDTO} Remove
{ALERT.SUBJECT} Remove
{ALERT.MESSAGE} Remove
Add
Description
4
Enabled |v

- dlevhinsfiuudl Media Aaguansluni Media types

ZABBIX « :

- nvedeu Media Ingn1sne Test azUntIlA Test parameters

— ]




Test media type "Line-Notify"

Script parameters @ | {ALERT . SENDTO}
IALERT.SUBJECT]

{ALERT.MESSAGE]}

e

Test
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Cancel

- @eYiinena Test MARDUIZUU Media 98u939nauu Media type test successfull

WaRII1 Media @1unsalganule

Test media type "Line-Notify"

@ Mediz type test successiul

Script parameters 9 .{RLERT.SENDTO}
{ALERT.SUBJECT]

{ALERT.MESSAGE]}

- ARINTIL Media Type waa Tvinnnsiiiy Action 984 Script

- VL’tJﬁILmé Action —> Trigger action —> create action

Trigger actions «

emd MESSage 10 wsers: gantaw {Gantae Gamyanuct | wa Lae sty
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- A create action —> 1Y Action —> ldva —> ldwauly

New action
»‘;l‘.flloﬂ 1 Operations
3 S— — - -
“name] | 8 Action #ADINT3 U Line-Notify Action
Condibons {0 MName Acticn
o o du
<= naiuouluAnBInTg
Enabled |+

* At least one operation must exist

m | Cancel ]

- dendeulefdesnis nm Add

o X
New condition
Type |Trigger severity v
Operator ‘ equals | does not equal grea qua is less than or equals ‘

Severityl il ‘ Infarmation Warning Average ‘ High ‘ Disaster ‘

- I‘U‘ﬁmy Operations —> na Add

New action

-

* Defaull operation step duration | Th

lODetﬂl‘mS Stzps Details Start in Dhuration Action ]

Add f—
Recovery operatons  [etads Action
Add
Update operations  [ataEs Action
Add

Pause operations far symplom problems |«

Fause for d v

Motify about canceled escaiatons |«

* At least one operation must exost

Em——
m | Cancet |
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- ludu Operation --> Operation details --> lds1waziBeanugy

Operation details

Operation Send message

Steps |1 |1 (0 - infinitely)

Step duration | 0 ‘{0 - use action default)

* At least one user or user group must be selected.

Send to user groups | type here to search H SeleC* ﬁ\‘il,'ﬁ‘uﬂﬁ:m

R RGRIET | Admin (Zabbix Administrator) X ‘ Select b g qﬁjuq =1=15

type here to search

Send only to ‘ Line-Notify VP 1890 Media Type tsadagld

Custom message |2|

Subject | (HOSTNAME) Tdviada wSafsanAvas Zabbix |
Message | {EVENT.NAME}
Problem sy
T4 Event fiadn1sds
wiaudamriuLI Lhau
s
Conditions | ape| Name Action
Add
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- Tudau Recovery operations --> na Add --> Operation details --> la@s1waziden

A35U
Y

Operation details

Operation ‘ Send message b I

* At least one user or user group must be selected.

Send to user groups ‘ type here to search

‘ ‘ Select |

RSB GICSCMll Admin (Zabbix Administrator) X

type here to search

‘ Select |

Send only to | Line-Notify

¥ ‘

Custom message |V

Subject ‘ [HOST.NAME)}

IMessage | [EVENT.NAME}
Recovery

4




- fleviinns Add Action viawy Action uaz Operations @339ud na Add

New action

Operations

Default operation step duration 1

Operations

Recovery opetations

Update cperations

Pause operations for symptom probéems
Pause aperalions for suppressed probiems

Notify abowt canceled escalations

Send message 1o users! Admen (Zabbn Administrator) wa Line-Notify

Send message to users: Admin (Zabbo Administratos) via Line-Notify

o
o
o

Al least one operation must exist

~ @79@8u Action 71%1n15 Add lumii Trieger Action

ZABBIX Bl Trigger actions

Harre S et
=,

1 givaler Thar tr equots Nt classe ‘Sand message b2 urers: g

Immedsately

Defadt  Edit Remave
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- Jupaunsly TUiwy Users --> Users Lievin1s Add Media 1% User Tusguu

Zabbix fifilesnsvinisudaiiou auden User Nfloguse Create Users luainlel

Asminisratian

- 1U7 Users —> Media > na Add
ZABBIX «

D Wenmoring [ e |

Diats cobection

Anrts

Users ==
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- \@en Type Media > Send to: LINE TOKEN —-> When active: Juuagiia1iideinns

> 1@9n Use if severity 1f94n158udafiou —> @n Enabled > na Add Media

Media

Type
* Send to
* When active

Use if severity

Enabled

Line-Notify v
LINE TOKEN
1-7,00:00-24:00

v'| Not classified
v | Information
| Warning
v'| Average
¥| High
v

Disaster

- agla Users »13U wag Status Enabled

Usears

= invenory

:
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- dlegunsaliesevieflymsyuuiazudafiounnu TOKEN LINE Notify Mivsaldiiiald

Tvhn1sudaseunungy LINE Uy sugy

ZABBIX « =

15073 - RO T Infetiace CU1/GIS) Ethernt s changed bo lower tmts  Updain | o st | compatesni. nistwiork | descrption
G4BT 8 A0 nlortace G
s T f Wik b 2020.10.04 $6:50:20 gantwen (Gantawit Gamaruch) &5 Line Notily I
1124 + ege PROBLEM CISCOCIRE0. T Iitertace GAA/DN{) Link down [ T s}
201
Frer T DC2960- 1 Inieriace Gii/OV 18 Ethernet has changed io iower Hm pdae 1 | cams: peswoek | companent: netwock | dzscngion
Speee) Bian L wass befors JE o
153577 + . CISCOC2RA0 T Inlertsce GoV12) Link down [ 3amts  Updsie Y, A, ateink | it etk ] dhesciipn

F101

- 7Rg19NSHANABURUN LA MUUALY EUNTAUSULAINITHIBADUAIUAIUFBINT

YosEpuaTTUUliaY

Zabbix Monitor
. Notify (2) Q% B
@ LINE Notify

ODPC8 Zabbix Monitor:
CISCO C2960-F1-01

Interface Gi1/0/21(): Ethernet
has changed to lower speed
than it was before

Problem

@ LINE Natify
ODPC8 Zabbix Monitor:

CISCO C2960-F1-01

Interface Gi1/0/19(): Ethernet
has changed to lower speed
than it was before

Problem



