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a1 (Root Cause Analysis) WiloU§uUsensEUIUATHAMN SSDLC
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AuALUaendy Wi CI/CD Pipelines d1115UN1553UTIUT0YaA1Y
Uaensy

- Uiultiedeadleriandumndniu ieatuayunmsadiaaznissiusm
Yoyalaonsuinasiiiimun Wy iiuedssloaunutednd nioszuy
ATIFADUNINT T
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wagnsiinsadeyaliienuasniy
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Jus) iedifiusmiifgtesiunmsimunlaglduumisnsdniuns
AuANEES (Risk-based Approach)

a wa

WU UG

Usenntuanuay: a1ty (Internal Use) PN 9/26



'@ YleungnsiaunssuulrianuduasUaonsiy

(Secure development policy)

- TnsBususnusuunanetads (MFA) idsnuaudes waznisidnds
wuufiiieuly (Conditional Access) dmsunsazaninuwindon wu Tadu
gldvhnsBudummuiudiunsdifinsianuanudes wu msidhis
ansuadiliung

- l¥n1suvauenin3evie (Network Segmentation) agn15AIUANNS
1184 (Access Control) Wilaunan nuwIndeusanainiu sIudanisuen
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safUsznaunelunsazaninndoudulsesn ensamanudssd
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- AIRERUMIVIINULAENITEINABULEYNBIAUTENBUVRIENNWINS DY
nsfauneg1sseiles 1ilonsI9du mevauss uazdAuINIMnNITAING
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- ﬁmumﬁhmqummmﬂaamﬁaLLazLﬂ%Qﬁaﬁu q fildlunisuntes
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\fen13nI9EeU W Log Mednduwiessnunisnsisdeu
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[ |

- ATUAALAEALTEUNITUIATAITS NYIANUasnA Bd 1T ulATIAS 19

HuguvesanInwInaeulne g uan inenssy Zero Trust 1y n1s
nsapUinuLarAvinisinfmnadudiegmeluedetiadeay

- AmuaAinsaerautunsUaonde Wewfiuaudasnsde (Hardening
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Endpoint Detection and Response (EDR) #5 ® Security Information

and Event Management (SIEM)

a 19 o

- AmuaAINsAtuANAUaendukaviaIalledu q MAuITesiunis
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a o o v
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ulgune
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goaldnloimuresananansaiidsladeslssunsuntesnnuanysaluas
aundorldnu sdwealdaduagdedldsunmsuntesdnuanududie
LU
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~ weuns Il wey (Cryptographic Hashes) 1099ans w757 U oueanun
(Release Files) wv‘iulmﬁﬁﬁ%wamﬂaamﬁagﬂ
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ATIEDUAIANYTIvRITENAINIT wazdoyauvasiiun) iWelwansn
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Tafiuwazunlesdayan1snsiaaauaAuany sai9033 uYone uIs
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4.1.4. MsnaUaUDWYRINT (RV)
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4.1.4.3 MIUATWANDMAWANUNATIVDYRNT (RV.3)
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4.2. Wlpvewazwualjuilunisiaunszuulviinnuiuasuasnds auunsgiu ISO/IEC
27001

4.2.1. ANUABINITATUAUNUAIUADANYVDITZIUY
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5. NISNUNIU/BALY

numuiten1sUiuusetag 1 a3t vielimsildsuudasmifetuduansaumnaluisoens
WAL TP UV THUINA

6. LBNE15D1999

NIST Secure Software Development Framework (SSDF)
ISO/IEC 27001:2022

ISO/IEC 27701:2019
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