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33, AuusMsAudeueliusnisaieuen (Third-Party Risk Management (TPRM) Team)
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3.5, MuasuAMuaszrinauAulaonftasaune (Security Awareness & Training Team)
- PeNkUUNANgATNISANaUsUA1uAIuUAeAsl Y (Develop Security Training
Programs) 1igaffun15¥1 Secure Coding dmfutinwWaun Tngdan uwuInisves

OWASP Top 10, NIST, wag ISO/IEC 27001

- FasusunaziIsnvaulA 89U Secure Coding & SSDLC (Conduct Training &

Workshops) warinousinienfusuamng Secure Software Development U
o M3¥AN13 Input Validation wietlosiu SQL Injection
e n15U8sAU Cross-Site Scripting (XSS)
. Lmeqﬂaaﬁuma%"ﬂwamaa%’auﬂa (Data Leakage Prevention)
e @oul5 1Y Static Code Analysis Tools (SAST) waz Dynamic Application
Security Testing (DAST)

- v‘iﬂﬁmsﬁauilﬁul,'%'aaauﬂ (Gamification & Hands-on Exercises) lnan15ld Capture
The Flag (CTF) Challenges Tl usuRnuilugadlniannlanass wialdinsaaile
9819 OWASP WebGoat %38 Juice Shop Lﬁ@lﬁﬂm’hammL‘%&Juﬁmﬂﬁaaﬂww%ﬂ

- UszidunanisausulkazA an1una (Training Evaluation & Continuous
improvement) Tag38n13¥1 Pre-Test / Post-Test titeSanaruiinlavesiidreuss

3.6. IT & Infra Team / Security Architecture Team

- A1nuA Security Baselines (Baseline Definition) wqLLazﬁmummi@?amﬁmmm
Uaansfefiugiuresgunsainnussan Wy sedunsidsia, nsdsannislda
Firewall, 1138Uinnuasfind sunadsnuiaudasnsde, ulsuronisdssianui
L3990

-1 Security Baselines LUU U@ (Implementation) lagu1danivuns 1ua31y
Jaonstlufadauasdealunnszuvegnafiususssy wu nisdedn Windows Server,
Linux Server, Cloud Infrastructure, qﬂmaim?aﬁu'w ey Endpoint Devices T al
snpsgIuREiutiesng

- ATIARULALALATNYY (Monitoring & Maintenance) Tvikulainszuuuazaunsal
flansdl Security Baselines fignéisegiane samdswiniunmsusudgudluienudes

ivisasuanaulnie lnedlnelvvivaduagieiaiiias
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- devienansuazaile (Documentation) Sufintusou 383 uazansgIu Security
Baselines fidntau tieduaiielsidin M 198198 dlunsujiRnunasliinsisasy
melw/neusnasiadeulaig

- genuuU Wan wazivundad iavesanninenssudiumssnwanusiunslaense
VDITLEUU

3.7, vhmthiuiaul / dnlnsgiseuu (Development Leads / System Analyst)

- Aesziuazesnwuussuuliaenadewmnudermun wasannudesnisilasu Tagld
miadernuiunaasndasiugae

- 11 Security Guidelines unlgluinNauT Wy OWASP Secure Coding Practices Way
Security Baselines fifualiaindiu Security Architecture Tl uinvamues

- afvayuliiudeulfedivasade (Secure Coding) dnadulvaundnludisndlonazld
nann1slsulAneg19Uaonn e L¥U M323@9U Input Validation, JosAu SQL
Injection, Cross-Site Scripting (XSS) waztadluniduy floraindu

- waumsnadeuauvasnse (Security Testing) ludumauimun 11aunuliinig
nsa9dUANUannsBaslAnd oy e Static Analysis waz Dynamic Analysis
dielvinugasausunnuUaendeldousitisiug vesnsiam

- flenutdesindluseninanisauivsannaau Development Lead dasdngnsu
audfuasldiiuimsuilarednituegsdaauuasnga deuszddesssuy
Fuldauase

- UsrausununuauUaenne (Security Teams) SaudlouazrUInuiu Security
Teams w3afiUsnwdumuvasnsdy wWelmiulainisaiunswauiduluny
INATFIULAZLLIMNTIBAN TN

3.8. fusnwanuiuasUasnduasauwme (Security Team / Security Tester)

- Tveuugin LLazﬁﬂﬁ’U@LLaé’mmﬁ%’ﬂmmmﬁ’umﬂaamﬁamiamwﬂ
- AufumsUssidiumnasiuasUaendvansaumaiuses o Tusuuuy il
e  Static Application Security Testing (SAST) \#i ens33@0 U0 sl valAn
WUU Static nau Deploy Taenautnluiunszuiunsiaul wazszuuluns
AIUANLIDITUY
e  Dynamic Application Security Testing (DAST) i 81a04n15Tauf a3 s una
Wﬁmﬁfj’uﬁ%“uagj lnumuuslvvadauauUasnisved APl wag Web Apps
- A5 03l 0 Software Composition Analysis (SCA) 1119 91u 1 eR3I9d8Y

Dependencies Wwaz Open-Source Libraries f91asivodlng
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- 91 Infrastructure Security Scanning LWan13@dUAIUUADAABYBITEUUIATIATY
nuguiunalulagansaume
3.9. M33UTEIAUNIW (QA / Test Engineer)

- dflumseniaaeuteivuaduanuiunasnfuasaumnaseninadiung
NAADU

- miugualidinsanduniseuauinuanuUasadeasaumali dulumuuuiu jus
filsvualy

4. AuduAsUaand enw ugIuvesn sWassuuidanudunslasnie (Secure development

baseline)

A UNTUIMITTANISALANT LA ABAS U AN TAUWIATEITEUUIIL 1S ouONNELATY
Uagduvesnsumiunulsa Laidenld NIST Secure Software Development Framework (SSDF)
Wunseuwwrdandn 1l esarnidunwuaniadiwmualag National Institute of Standards and
Technology (NIST) &al@isunssausulusesuainalusnunisuimssanisanutunslasnSeves

FoNALITTUYNTURDUYBINTHAILY NTIAM kazn15UNTasnY)

nanN15d1AgYvas NIST Secure Software Development Framework (SSDF)
NIST Secure Software Development Framework (SSDF) Usznaun1enann1sanaey 4

AU BensoumauYniifvesAuiualaenitlunseuIuM I zeins dedl

1. Prepare the Organization (N15tASBUBIANS) ﬁyugmmmﬁ"umﬂamﬂ”aiu
ASEUAIUAITHAILIENAWIS 1y nsdavhuleuts AMsmvuaunuImmtad wasns
assannwndeufivasasielunswaungensung

2. Protect the Software (n13UnUaswanauad) Tduuimnauda 1wu n1smivaunis
W89 N5IAN1909AUTENBUVDIBNA LIS kagn15UUARIN Secure Coding
Standards

3. Produce Well-Secured Software (nM3suanwanduasfisiannuiunsUasnsis) n1s
WarngenAuas uazn1snageunusiunslasnie 1wy nsmaaeuldn (SAST/DAST)
La¥NNINTIRERUANINALYTAlvRIweALS

4. Respond to Vulnerabilities (N15M0UaUD9ABYDILKT) TAYIINTEUIUNITIANS
Foslnd wu nsanmusasuilugedminuresweniLs
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5.2 NsTUIUNITHAIUNYanALlsat1sUasniy (Secure Software Development)

5.2.1 nszuUMsHauYannLsagnsUaaniy (Secure Software Development) In-House (d9udl 1)

nszurumsiagarliwaiotaoniy (Secure software development) In-House

Wradlasims Security Architect / System Analyst Development Lead / Project Manager Software developer IT Infrastructure QA/Test Engineers Sacurity Tester Aaum

1. Whwadlasanas fsmrsADan IS BNy
VI TEUNA WESATIUREINTIVIIATLATY

R — Usoniiy

SEVUTURTSELINA Uax

N

Security Architect / System

ATTRBMEATE A U oo
vronde FASS— Analyst sanuuuTALIVARRRABIIATTY
ABAMTTYDITEUU U TTAUN WAEATIMABANTTS

Teiaonnfioy ﬂ'lﬂﬂ?ﬂﬂ'l?ﬂﬂﬂﬂﬂﬁ'ﬂ
3 W’hﬂﬂd‘[ﬁi-‘n'ﬁ ﬁﬂTﬁmTF?THﬂﬂﬁﬂﬁDWﬂL

sfiard

ﬂ:mm’aami\uamwmiaumﬁ WERAIY
Faamsnisevarsnasndviali

AonpsaneTli

awwatny 4 sersvaAa JE—) -nsfaonAdasdumasaludwiu 4

o -nadflslaonadasiuiiunsdaludwiud 2

T

s

Lisonndes . Development Lead / Project
Manager osnuuuusuindurlasing
Wrvadlasams fivsonanuaenniomas

waufnfiunslasinis

sfignaiy

w

b ninnalifiswe
ADARFDINIO N
winpradlyme -nsilaonadaaduiiunsialudivi 6

AoAPFDY . e D4 e e e
nsilliaonadastuiunsraludivil o

IT Infrastructure i siwipsRaauiiing

o

dmadouivensitsuiulunsiannss
dinmadea s iahi
asdmimensismasdunsralugiiui 7
-nativimennshiismosudumsma

nspuIUnERdDind
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ST

g
n.

= g,

» <
oF pupn®.

)
S s nsuaduAnlsa
1

DEPARTMENT OF DISEASE CONTROL

nanstuneulumlunisimungendulsegsliuasUaoniuasaume

(Secure Software Development)

nsruauMSiRugaMdwadatnnlaandy (Secure software development) In-House

wrvaslassns

Security Architect / System Analyst

Development Lead / Project Manager

Software developer

IT Infrastructure

QA/Test Engineers

Security Tester

Aadun

ey

oz

Wi

Rt

TR N T

9. MERUTIN 1IN

Trun:  Cod

n Security Testing)

el

12 waapviifumhim

ey (Functionol test)|

6.IT Infrastructure #27130U1A5I9a8U
Jriinsdmateuminensitsndulums
fiaurssuuiismenonudoaniswioll
-nsaimiwenafoane fufiunseoly
il 7

-nsdininensliitvame dudiunsn
ssuIunsRdedadng
7.Development Lead / Project
Manager 995019 S nEN S L zEY
winly

- natanzay suiuntsselugiuil 8
- nadllsivmngay Fudunisialviddui
6

8.Software Developers ALiiun13
Wannssuu

9.Security Tester AT19aRUta4lWI U4
Source code (SAST)

10.QA/Test Engineers Li3HuaNM
wnasy (Envirenment) dmiuns
ynaau SIT

11.Software Developers Verify
fiarsanasaaauruATUiu
-nslesuiou sniunsdeludiui 12
nsiflipgudu suduntsraludaui
10

12.0A/Test Engineers vingauilariiu
MIraIsEUY (Functional test)
13.QA/Test Engineers niaaauilaidu
mavieuigndaamieli

- nadlgniios didiumsssludidvi 15

- nadllidgnitas ddunsseliddud 14
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5.2.3  nssuUNSaNganitIsagnsUaanny (Secure Software Development) In-House (d9uil 3)

SIS
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= nsuaduAlsn

DEPARTMENT OF DISEASE CONTROL

nanstuneulumlunisimungendulsegsliuasUaoniuasaume
(Secure Software Development)

nszuIumMsRRnngandwfadalannie (Secure software development) In-House

drwadinsing

Security Architect / System Analyst

Development Lead / Project Manager

Software developer

IT Infrastructure

QATest Engineers

Security Tester

Aaduig

)

igniios

13, fafdhaw

qrianiali

s

Difwaaau

Ul (AT

17. maagum sk

U UAT Ervironment

sl

18. muilgm

Timutign

19 ulsewy (Fdbug) ielsh
aihenlignie:

20, MBUTNTIHTIAEUYEL

e Code (Static

curity Testing)

21 NRUTUNTIATIRADUY Y
[fwivesusmRuedi (Oynamic
lapplication Security Testing

|

13.QA/Test Engineers nitaaouilandu
msiauingnaemiela

- naclgndas Fufiuntsseludwud 15

- nadllaigndias dnunsielisiui 14
14.Software Developers uAluszuulsign
#ioa

15.5oftware Developers fndvssuuidla
Timpaaurmfuiugliam (UAT)
16.QA/Test Engineers in3uuanIm
wandasl (Environment) &m3unsnaaau
UAT

17.1W1we4lAsans nedounisliussuy
Ul UAT Environment

18.14vaalasens manaasuwudlyw / i
nsufity wisla
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code ($AST) wagdniiuntssalugiuil 17
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Development Lead / Project Manager
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Timznzny
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e

29, dpuiry L
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T Prodk
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22.Development Lead / Project
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- padflivnzay fuduntsrgludidui 26
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- psdlmsudnu ddiumsrsluddui 28
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Manager dmauszuy

30.431v841AT905 Go-live & Mornitor

Uszianduanudu: oty (Internal Use)

15/39



nanstuneulumlunisimungendulsegsliuasUaoniuasaume

)
: nsunauAulsa
5 eomematnt o ot comnas (Secure Software Development)

5.2.1  USUNNSTUIUNSaIunganAwsatnsUaanne (In-House)

. ] IWUARIINADINISTDITEUY WANTEUU Software
W1vaslasenis X
J r Developers
Context
> NFZTUIUAITNAIUN <
& g 1 o
. : FaNALITaLIUAANY
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/ System Analyst

.
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1.14 Software Developers 1.13 QA/Test Engineers
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UAT
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— | vnaeu Performance 10338UY
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1.23 Development Lead

/ Project Manager

1.24 IT Infrastructure
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(Production Environment)

Y

FEUdRES ST UL

1.25 Development Lead

/ Project Manager

SIHURTIVATY - TIRAUNTOYLIR - SWOUFRATEUY
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AiIunTs Deploy s¥UU uimsmawasuulas
r
NIEUILNNT
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1.27 Software Developers 1.26 QA/Test Engineers
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1.29 Development Lead

/ Project Manager

dwauEuy
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TIUATSAUN UAZFTIL

MRS nendL|

ananfis
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-naidhiganadariiiuntsraluun 4

1T Infrastructure dnie§usminennsfisiduu
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wWrvaslasans

Security Architect / System Analyst

Development Lead / Project Manager

Software daveloper

IT Infrastructure
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Ulwanzan
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Tadwenn

wmnemmiFali

oz

9, NIV

Twrins Source Co

ppplication Security Testing)
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oy

6.IT Infrastructure Soeamdnennsd
Fuduvuanmwsdonlunmsiannizuy
Thflumasanudasnms
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wialal

- Asdlwzay swilunisdeluddui 8

- nsdilsimngan duiuntrelidivd 6
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Source code (SAST)
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- asdflaignios duflundelidiui 14
13.5oftware Developers ufiluszuulv

QnADs

Uszianduanudu: oty (Internal Use)

wihit: 22/39




. nanstuneuluRtumMsiawgedlisedrsiunsUasnsiuansaume
5 = nsunuAalsa
OIS s o s v (Secure Software Development)

5.2.5 nszuunsnaugandtlsegnslasnie (Secure Software Development) Outsource (d2ufl 3)

InszuaumIiRIgeviduafat1sUaanin (Secure software development) Outsource

wivaddazans

Security Architect / System Analyst Development Lead / Project Manager Software developer IT Infrastructure QA/Test Engineers Security Tester Arafuy

13.QA/Test Engineers flsiduvieugnifa

waglal

T3, Haridusbami
Qipavisli

- nadlgnAes Andunseeluddud 15
- naikigndiag Andiunsreliddui 19

s

14.5oftware Developers ufiluszuyliignias
15.50ftware Developers nfssuuiitalii

15 wialfnmasy

Fafutuliim (Uan

waagvusmiuiugldam (UAT)
16.QA/Test Engineers W3HLANMLIANDI
(Environment)dmiunisnaaau UAT

17.81wealAsams neaaunsldnussuuuy

UAT Environment

Anvauftiali

liwsign

Jp— .
) R — 18.d1vaslasans mavaaaunuilym / i
Swlunmweaau - il
R maudlvwdol
17, waspuriimmsy - nsdiwutlyw 7 wdly Aufiunsraluddui
Wy UAT Environment 19
- nydilaiwuilgm dundiunsnaluddu 21
19.5oftware Developers uhluszuy
18, wudlg . WUl 19. ufllvssy (Fidug) Wohi

(Fixbug) Lﬁa'{ﬁawmwﬁwmﬁlﬁqnﬁm

e

{gnden

20.5ecurity Tester naragautodlwivag

Source code (SAST) wasiuiiumsdsludiiv
17

21 ITIATADULEL

iwiuauemfieriu (Cynamic
21.Security Tester NTUIUNIIATITADULBS

lApplication Security Testing)

l

Twivpsuewudwiy (Dynamic Application
Security Testing) uazAniunsAslugHUR
22
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nsrvunTiRYevidwifadsUaende (Secure software development) Qutsource

liwivasuama
pplication Security Testng)

22. yemglRanivaslemansiie)

Anfiums Deploy svuy

{Prodiuction Enviranment]

Timnean

25n¥nenng

wnemnvioli

26. fima Source code uavRI

U Production
ey

30. Go-live & Mornitor

wWrwedatans Security Architect / System Analyst Development Lead / Project Manager Software developer IT Infrastructure QA/Test Engineers Security Tester Aoiue
21.Security Tester N5¥UUN1SATIABUT
21 mwwmm Twivasuanydwmdy (Dynamic Application

Security Testing) uaailunsas s wui
22

22.Development Lead / Project
Manager woayiFonidivadlasenisiie
AiUN1T Deploy s¥uu
23.Development Lead / Project Manager
w‘hLﬁum‘|mllsuﬂawﬁlmumiu%mimi
Wituwas

24.IT Infrastructure Snwdeam3nannsi
nluvuanmwedaulunisuiiRnuess
(Production Environment)
25.Development Lead / Project
Manager fi91saninensanumzay
wiol

- nativanyeay siumasialugdui 2a

- nadilsinegay Fudiunsasludduil 26
26.QA/Test Engineers ﬁﬂﬁa Source code
uaziitAszUY Production

27.Software Developers Verify #9131
nyasuinsuiuvial

- nadlrsuthu dnduntseeluddud 28

- nadilsinsudou Fuiunsraluddui 26
28.Security Tester waaau Performance
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29.Development Lead / Project
Manager @1/aussuy
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Uszianduanudu: oty (Internal Use)

wihit: 24/39




nanstuneulumlunisimungendulsegsliuasUaoniuasaume

)
: nsunauAulsa
5 eomematnt o ot comnas (Secure Software Development)
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. AAUAAIILADINTVDITEUY WU TEUY Software
Wvadlasinig ) .
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Context
> ATEUIUNTRAIUN <
ganawsadnslasnny
Security Architect ] PNUUUIEUY FAATHUNITNGING [
» < IT Infrastructure
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development)
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/ Project Manager

Security Tester
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! |

[ 1.2 Security Architect 1

1.1 Wvaslaseims 1.3 Wvaslaseims

/ System Analyst

ANLABINTTEUU

Iy ] e - - N3EUIUNT
o ¥ AUABINTIZUY > v FIEUATTRNLUY = ' o P a X e ¥
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A aand AR TP AT R GERTY
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ADAAADIAILATILFABINITIZUY
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| |

] 1.4 Development Lead /
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Project Manager
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ADARRES
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1.8 Software Developers

Fufiunisimnszuy

oewnineniduiiu

1.7 Development Lead

/ Project Manager

TR IEUY

ligndias

Teuninensigniu

AnnARD

1.6 IT Infrastructure

¥ ¢

1.9 Security Tester

nunTRTIIAouTealnives  ATEUIUATT
—

Application Security Testing)

Source Code (Static

FITUNTETATIVABY

nIIREDUTRIlNd
U949 Source code (SAST)

Y

TWIURGRTIIADUTEUY

Y

1.12 QA/Test Engineers

nagauilaidunsiinuees

>

fswminensivanzay e Fowsamiwonsiisduuy
wapld anmwndsuluntsiaun
(Development Environment)
JSHRTRE ]
) 1.11 Software
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- = TWITUMIEEILTEUY N
WTEHAN VARG DI Verify ATI988UAMNATUNIY
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uilvszuuligneias ¢

Haiduhrugnieviala
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v . 1.15 Software
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FIWUNITARGY FINURAGT " -
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UAT Environment (Environment)dmiunis fuuglden (UAT)
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FIPNUNAAIY
r Y )
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(DAST)

S —

P ———
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luninsaaeutiaalvi

(973U UAEDEW

ATuiy

.U TEATUUE

3 Anflunsnginaoy
doilwi

\Agrdas uasdnilums
uila

YU

alovpindadusng

sninAeUialy

“ .WQ"\TWThﬂ'HI’ﬁ
uiillivialal

HumauUfiicins

UsgiiiuATuEng

uhlalafle

TunauuiRng wutalwi

Fanmninda

labwudaalwd

uiilaled

105unsumams 9.aqUNAKAT B

silums dAerdasiuns

1.ivaslasams ssyswasduniaym
WA 38003 wazdmuanislunisasiadey
fa4lwi

2.Security Tester firsunstiazidont
FosmsinAsuduvsali

-nsdipsudiau ddiunsselugiuil 3
“nsiilipsudau dufuntsdeluddudl 1
3.Security Tester sivunisasradoutodlwi
4.Security Tester Av3aaauiinvaindas

Tuszwinaninssaauvisla

s dufunseeludiud 5
-nséilsinuy fudunisroluddui 7
s.dnvaslasinis fiansandtannsowdlule
wiall

nadiudlld diumadaludiud 6
-nafiufllala ﬁwLﬁumwué’umﬂuﬂﬁﬂﬁmi
Janswmaindas

6adwadlasins Ussanunuiifvides uas
Filuntsudily

7.Security Tester nsa9aaudmutasluivie

T

natiutadvd sudunisdelus i 8
-nadilinutadln fuiunsroludiui 9
8.Development Team ANun"7ia1701
wilvdadwiluszuuiudleldvialsl
-nadiuflald Fuiunsaludeud o
nysiuilalalle ﬁ']LﬁUﬂ’ﬁl?ﬁll‘il‘;Umﬂullﬁﬁ’t?lﬂ'li
Usziluaandes

9.Security Tester ajunauazsToauliy
feadorduns

10.s81wealAssms Sunsumanisduiiung

Uszianduanudu: oty (Internal Use)

wihit: 30/39



nanstuneulumlunisimungendulsegsliuasUaoniuasaume

| )
: nsunauAulsa
5 eomematnt o ot comnas (Secure Software Development)

5.3.1 USUNNTEUAUNTNAGBULINZIEUU (Dynamic Application Security Testing)

HAan1saIARaL
- Security Tester
Context
Y W WIMIATIARAY ﬂﬁgU'}UﬂqﬁﬂsﬁﬁlﬁaUﬁaﬂ
W1v841ATINTT , a o <
J WanITRaNTaN Iﬁ'}l?lENLLE)WUﬂLﬂ‘Uu
(Dynamic Application
Security Testing)
Development
wHanITLAludasiul Team

Ussuamduanudu: Wnnelu (Interal Use) wihit: 31/39



e,

= g,

e
)
): nsuaruaulsa

» <
e DEPARTMENT OF DISEASE CONTROL

nanstuneulumlunisimungendulsegsliuasUaoniuasaume

(Secure Software Development)

5.3.2 JUABUVBINTZUIUNITNAGBULANZIZUU (Dynamic Application Security Testing)

LUAVITAATITdADY

Y
Wivadlasinig

eazdualiasuiou

y

1.1 Wrwaslasans

- 1.2 Security Tester
T1YaDYANIIATINEDY

»

TeazdunaTuRens

JumpuUfjiFn1sinns lafanansaunlald
<

seyTwazduntayn wuama
F8m3 wazimuanislunis
nyyvdaUTedlnd

1.4 Wvaslasenns

wigdindas

- - -
WANTUNTIWALLDUAVABINTG

e
nAsufiauvaall

1easdannTvdautaln

fnsuhannsoutlulivio

Lai

Aol

y

1.5 Wveslasenns

wad o

Uszanuanidiieades uax

dJurpuujinnis
Uszdlunndys

A

TaiuAlvaslwd

1.6 Development Team

o 1.3 Security Tester
enumndadas o
eutasinl
fiiiunansiadeugelnd
>
serudluvadndes FBURTREDUTaIlwl

1.7 Security Tester

ddiunsuile

aqUnanazseni

[

srenundlvtoding

diiunmsiinsanuilotes
Twiluszuu

R
HINGIWDITUNI

FeuaTUNENIRTIRaa TRl

»
Wrupalasens

Security Tester

seuilytosin

Development

Team

Uszianduanudu: oty (Internal Use)

wihit: 32/39



e,

e

W = g,

&

)
= nsundunalsa

For " DEPARTMENT OF DISEASE CONTROL

nanstuneulumlunisimungendulsegsliuasUaoniuasaume

(Secure Software Development)

5.4  N3TUIUNIINTIVADULDIINIVaS Source Code (Static Application Security Testing)

nszuUIUN1IRTIadaUYaslwitas Source Code (Static Application Security Testing)

wWwailazins

Security Tester

Development Team

faduy

hiasuin

1 Sﬁqiﬂﬂﬁmﬁﬂﬂ{iﬂu“ﬁ

wuIe BT wasimuans
Tuminseasutiosin]

Q1IUNTIEELLD

6.UssA LI

\figataa waesidums

uily

K TO TP RG R
uhlylFvdalai

Aupprl g
GENRERTE TN

RO

ATUEIY

3anfiunsnTaday
Fodlwi

wugadlid

Yunouddnng
a o
Uszidluaandes

uilulailst

Taiwudaslwi

wiluld

9 ATUNALAYIIEITY

waiaaiuni

Liweslasins seyswaniduadosa
wuI 383 wardvuanslunnse
aoutodlwl

2.Security Tester fln1sanswazdonil
fvansinasuduvdely

-nsdirsuiau dudiunsasludidud 3
-niflieguiau didunsdoludiudt 1
3.Security Tester AiiuN1sATINADUTD
Twi

4.Security Tester ﬂimaau‘hlﬁﬂma
dadalussuinaniinsnasunseli
-nstwuws fudunisdeluddui 5
-nsdilimumg dudumsasludduil 7
sadedlasanis fasaniannsoudly
Iom3ola

-natiuAleld sdumssglusduil 6
natudlelad dndunduneudohng
Janisiunindo

6.$1veslasants Uszanunugiifiertos
wazaniunisuily

7.Security Tester @s1aapUTWUTDI1WI
winli

-nsdinudesivy duiunisdslusduil 8
-nadiliwuteslvd sdiunsseludduii o
8.Development Team A Liiun1sfiarsan
unlydadlndlu Source Code

natiuileld sdumssgludsuil o
-nadiuAlylala 6?1|.ﬁumimn5’um'ﬂuﬂﬁﬁﬁ
msUsediuandes

9.Security Tester @jUnauazs181ulvie]
Aeatasiunsu

10.3104lA5ans Sunsunantsdiiy
s

Uszianduanudu: oty (Internal Use)

wihit: 33/39



nanstuneulumlunisimungendulsegsliuasUaoniuasaume
(Secure Software Development)

)
= nsuaduAlsn
& DEPARTMENT OF DISEASE CONTROL.

5.4.1 USUNNTZUIUNITNIIE0ULR9I1I9B9 Source Code (Static Application Security Testing)

WaN1IRNIIEADU

. Security Tester
Context
W LUIYINRSITEDY N3TUAUNITATIVFDUYDIINA
v i
Wivaslazins J R vaauanUaLadu (Static
NANTIWITUN
Application Security
Testing)
N ’ Development
. . Team
HansA vt dlng

Ussuamduanudu: Wnnelu (Interal Use) wihit: 34/39



- nanstuneulumlunisimungendulsegsliuasUaoniuasaume

nsunluaulsa
S i o mata sy (Secure Software Development)

<
9F pp©

=

>

5.4.2 UYURBUVBINTZUIUNIINIIVEDUYD9I1I9B9 Source Code (Static Application Security Testing)

Teazdualinsuiu
1.1 Wvaslasans
1.2 Security Tester o2 g
. HUINNTIVEDY FWazBYAN15ATIVERY FBALBAATIAABINTI )
Wvaslasinis SEUSIEazuatoua > S Security Tester
- N Ansnseazdend
wwI BT uay . o w g Ao
. fimansimsuiiuvioll Tuna LU AN
ﬂ"luuiﬂﬂ'ﬁ‘luﬂ"liﬂi'ﬁ]ﬁ@‘u - o
i ) Uszadluanuaes
Failvd ) —
eazidennasuYedlul luAlusiaalnd
Y
1.4 @Wrwedlasans . 1.3 Security Tester i 1.6 Development Team
P o lijﬁTNTiﬂLLﬁl’ﬂﬁ ETU\TIUIMWJWJW'UEN TIENUTDILN i?ﬂﬂqukhmﬂﬂjaﬂﬁj Development
TumBuUUANTS = : v [€ o = - T andlunsiasaawily
Somsondatos fasaianunsouiluld fidunsniivaoutadlng Team
. vilals daslwiluszuy
annsnuilald o . SIBURTIIAR VTSIV
euwiluwaindos
y
[ 1.5 Whwedlasainig [ 1.7 Security Tester
. sreamuunilagein
Ussaumuiie 1o asunauazenuli <
wazAndunisudly gHiedasiunnu

aglnansasRaugednl

v
Wrvaslaseanis

Ussuamduanudu: Wnnelu (Interal Use) wihit: 35/39



. nanstuneuluRtumMsiawgedlisedrsiunsUasnsiuansaume
= nsunuAalsa
OIS s o s v (Secure Software Development)

= g,

5.5 NITUIUNITNASBUAUIIOUSVBITEUU (Performance Testing)

NITUIUNTNATIUANTINUZVDIIEUY (Performance Testing)

Wivailazens Security Tester Development Team Aadue

1. Wrveslasenis szymeden Toya
blnsuu W 815 wazivuanislums

nagavanssouzliAsuiu
2. Security Tester fi915u1ANNATY
furaswaziden

Lasymwasduedoua wuams

Fana wasdmunntslums

S o = ' o w o a
MARBUALTIOUETDITELY - psdlasuiou Audiunadaluddud 3

CRCENERE RN - nsiluesuaau sdiunsneluddiud 1

TRCER AR e

3. Security Tester ALUNNVAEBY

Asudu AUTTOUSVDITEUY

3 Antunivaaay

4. Security Tester wuwniauatly

EWNMIVAFEUVEalY

6. lazausTIE

, T A
- nadiwuive Anunsegluddud 5

\Aeaios waesuiiun
uly - naddlaiwuing dnumsdeludndui 7
5. Wvadlassnns finsanieunin

unluwvmdndosiwulaviali

s A
ulvlawioll

Fumouugtan - nsdlld Andiuntsdeludsiud 6

niRTIdeUvIal; Ussdiumrude - rsatlalld ddunsmaenansiunon

L Ufjginsdanmamndadesueosdng
sy 1

TluFuuys 6. weslATaMs Vszauanugiifies

A 8 - *
H i wardumsunly
_ | BumouliinTg ?ﬂiﬂﬂlﬁuﬂﬁﬁ‘dﬂu‘tﬁ LRI . v
Inmsmainda i u . < o 7. Security Tester agﬂnmmsmmwulwm
! Fiigatmaiunsm viiols ia Y . N
ffeveaiunsu
8. Development Team FUvTIUNA WAy
. fsanUiulssausIouzvedsEuy
Uiugs

- AsdlUFuuse dudunnssielugduil o
- naliuiulss dudiunisanudunen

9. funITuHaN3

Andiuntg .
iR TUssdiuaEss
9. Wvaslasanis Sunsunanisaiiu

ns

Ussuamduanudu: Wnnelu (Interal Use) wihit: 36/39



)
= nsuaduAlsn
& DEPARTMENT OF DISEASE CONTROL.

nanstuneulumlunisimungendulsegsliuasUaoniuasaume
(Secure Software Development)

5.5.1 USUNNTEUIUNITNATIUANTIOULVDIIZUU (Performance Testing)

NANISNARDU
Context
. W LUINNAZEDU N3TUIUNITINAGDU
1W1Y29lATING -
J NANTSNATUN AUITIOAUSVDITSUU
(Performance
Testing)
HansUSuUgsausIauY

Security Tester

Development Team

Uszianduanudu: oty (Internal Use)

wihit: 37/39



o nanstuneulumlunisimungendulsegsliuasUaoniuasaume

= g,

nsunluaulsa

DEPARTMENT OF DISEASE CONTROL

%
Sty =

o

7 9 pues®

(Secure Software Development)

5.5.2 JUABUVBINTZUIUNITNATDUANTIOUZVDITZUU (Performance Testing)

eazBualiasuiiu
1.1 Wredlasanig 1.2 Security Tester uis o
Y WUIMMAEDY JHavBuavasUEITIOUE FIHRZLDUAMIWIADINTT
Wrvaslasams > > . Security Tester
svynwaviduntaya finsansvasiduai
WuIMAg g wae fimanisipsusaumaeld
fvuansluniinasaay
AUTINULVDITEUY )
IYALDEANAADUANTINULTEUY
A 4
. - 1.4 Wheedlasinig ) 1.3 Security Tester
0 ldawnsoudlule TenuRinte & ==
JunaulfifnTg - ‘ yp ’ — Wf“aw‘ﬂ”mﬁ
" . —————————— fansurhaunsauilule FuflunmadeuaLTTOuY " =
ﬂmmima‘uﬂ%’m o N Uszillupunass
visold | szuu e S—
LsivSudgaszuu
annsauilald swnuudlowgindos | swnumezeUaNsIALETEUY
Y
\
1.5 Wrvedlasams 1.6 Security Tester 1.7 Development Team
aTUHaNINARDUANTIOUETEUY o
- R Teuliulgiansiauessuy
Uszamanigiigdos ajunauar el > SUnuma uasfiansan e Development Team
waganiiuniaufly gieatasiunTy Yiuugsaussoustaaszuy

FenuUivlisausIaugsEuy

.
Wivedlasams

Ussuamduanudu: Wnnelu (Interal Use) wihit: 38/39



90,

- wnastunsuUfURluN IR genilsogsunsUaonipansauwme
A nsunauaulsa

(Secure Software Development)

6. MINUNIU/wNbY (Review)

= 'Y P o A A P A A Y =
numuNen1sUIUUTIUay 1 A9 300N UA s ULUAINLN N UAUANTAUNALULT BINTT
NAUITEUUATAUNA

7. 1@NE19591999

- NIST Secure Software Development Framework (SSDF)
- ISO/IEC 27001:2022
- ISO/IEC 27701:2019

- Secure development policy
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