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4.2.4 Lfl![ranvlairuuu Software as a Service (SaaS) fraur:oru1gnr1 aM:nn1:lirltrlri
aoond'olfi'unr:1{.nu Insbiirirl{'riT uorinursrfirrfrr

4.2.5:r!ua1l.r'irnair.:u5oq:nrrnr:irurir:auuo'urr'oairln:ylrunrrsrouauo.:6'flIurifi
(Workflow Automation/Playbook) yr'yirrruirln-u:vlurJolflun:t:tr.Jaonriuror*orJn6rntiu
(Apptication security) lnurdoniro !n'r:Inrifi :vrrdorarur:nfilrio4alofit or {1s1fi (Attacker lp)

' ".]r - )uavdlrird{rl:viu nr:rf,arsro (Btock lP) lirrml Web Application Firewalt (WAF) r.rioqrJn:oiinur

nx1!!aofln'urnioriravr'rn'urdolld'r{ufiIouo-mlurifi lnuu-6us1unr:1t.rrulilriaun'ir 100 workflow

execution

4.2.6 arrtl:flJBy1:nr:n:roaau rhun.t ".*, *"b Applkation r.rio API rdoi'nn(unr:n:tmodd
4.2- 7 artl'r5olix'ri{onll aro{n1l0l:xaaounl:donl'iuacnrr aoon"uld

4.2.8 a1u1:0ltdn.laralu:rJulr: Dashboard viooon:rortlui!u!! Spreadsheet Mta PDF

'ldrfruotirqiou

4.2.9 ls!!d'rx'u0o"rJrongru{oXa rioXado.:Irafl oid'nlur'6

4.2.10 ar .l:ooon:rulrudo{y?'to': Apptication d6'n6o.rr}u:vfr'unrrrr:u[:r loudu{iavrio{vi
-lar.rlJo{6o{uruu0u1.ru0u

4.2.10.1 doria{ra'j

4.2. 10.2 :rd!R'r1r]iu[:n
4.2.10.3 asrluuFl']1t.l5uui{

4.2.10.4 n'1o6uru...

I



1

+.2. to.+ riroiururiotlr,r.j

4.2. t0.5 n'ruuc rnr:[fr'ltdrviurifrnrur:cuu
4.z.tt lri'uinr:arilarlln r:'l{'lrudruryrnfi rr Iourn"ryrirvr'vr'l'n rrrLrdurtr qrrirlriui n rt

lugrJ*r.n: onsite yia online luttar:rtntr (8x5) 1 nil darr,'au riil:vuvl':ar 1 fl
.J

4.2.1z ?vr6nr:ltrluiurrur?al 1 tl

o.zss {duiotauoncri'0.lkiiu nr: uqir#rhi'rt un-r uyudtariru uaciu:o.rroyleiur ivr'rau o'lu

In:rnr:'irrflur.roflr.ui hirnut{rrurT riou draqllarunr:Nisr loauan.iranar:uri.rf;oitr:orn'llfltilJauu

vnlmnf,nnaonarqdrgrgrornt6'rtorar6suirudyiaartrroqrdrrarzu6firirucilu!:vrrnlylurovrrvln:lnr:d

5. dt,lunrrardluauvian
, - c., ^ .)t

(truovdarailrouuavfrnri rJ:*n:unarfirrnoifi{otru*nvor1rgrnli1{f,yrB ru riol Data center
--- J

nordiri'nrfronr:nrunr:I:n n:rnrurlul:n 1#u,a':ra5ont1u 6o iu fun-orornrluaruu'tud'qqr 6til
s.t f;vrfsodriuriil:rr,fiuun r:':oaa*io.fly'inrulumiorira,iruru t 8vr6

--- J . - J
5.2 dyritoyls\*risr:'lodounrulaoofiuro.r Source Code uav Application iiruru t SvrB

5.3 q'fionr:lftruIrl:un:rooufilnodl"rrdrtanar: iiruru i r1o riorriufinrio4aa.rur.lat1n:r{
riruru t r1o run;h1J uutr6 rdnyr:oinda.iruhJ:uniti6rd nvr:oi nri itdi@ddc.mail.go.th dr!'tl{ 1 Wr

---..tru no rdiri'arfi onr:orrnrrl:n n:unrrnd:n

6. vfrnrncurilunr:fi or:rurdnu6on{orauo

v{n 1: ru'r 9ln d u Lfiu Ll L n ufl 51n1 [r a c v'l n 1t fu 1n 1n:1n 1t'uJ

z. rrfi u{url:gurru/ r.xiudldiu,i'oa::
'lu.tlRllurJ:grrzu 4,330,000 lry (ddruaruuauaullirvrvrdru) lnurindroornltrl:ylnuno.l

fiiviard onr:nrrnrLl:n il:vririrurj:srr''rru 'vr.q, 2569 zuaaf,nri z finn::rva'nvi 7.6 In:rnr:vriouur:vtr
^-- J - J .t -
0 n'lia rfi oarirarlunr:riu rn6ounr:rf,r:v1"1uavnr: rs]-oun"0d'1uq!n1 (n o l66ri'nm- onr:nttrqul:n)

) -2^,tIn:rnr:tioufi i oo{aivrB:crlu0r:rtaartia{v'inraturniotiru uavn':u!aooriutoi source code uav
) J ) l^1

Appti621;6n tfioao nrutdurdrun"ulttloi firn::1ff i 6 oflvr6tor'{siuri :ctfiuuavn:roaouriollra'j

nrrlurniotra uac6on::!vl' z doindtovldulin:rraornttrriaoon-utol source code ll4,

Apptication

8. .r':olrurrasn'nriruriu

8.1 {xoi'l! 1 n?o
-l " - Jw r , : 4 ) rer.'

8.2 n1id1u['ru 1 i?n Eianuril:ttau{,i [o:?ru']u!anltYlr.J naan0un'lu01n:0u 1 uasnlLtnlu
Jau!-vililr r ud:lriuri(tr u r:r' a{tratrid{lrukin:! riruflrudrg rg16 ot ruvSo{ofinalti uvu"'ifro rav

nu?nr :! n1: n:?o iur{aqld'n:roil.rru riludrEutio u udr

f. in:r.

I

!



B

s. dn:rririli!
q -Av! "..,t a
hn:rfifrfr6atiilu'ldiniuonrdndrlrgr firruov6ordr:cri"!iulf ridorflu:ruiulua'r,:rioua: 0.20

(qutinnaoqlri) $0.:rn'{drunl!aalfirrfloii1'u"rh"td:"urLou liunharniun':lrirruomrld'ryrgroufilr-ud
4. ,,&

,J1J'lL IOUT LU:rLn:UnAl.tll1LnA:,J',tA{UAU LvLLnrJ{OAU0nfl A{n5UO?U
t)

. JJ J "nlln0,nr!iuLxnrru0Jt'rtifl{u0utit[Ln:!na'vrlrmoi11mnaidoryrurLavaIqJ1flL,Ltdyr0tflt{

lr.rai:uviouad':url:rnolrirulnriuili.ih r45o?i{:rsuLl:un:raaufrruroifivro rusrldlrul:r"td'nndar

n:!n1!n'ru10 5 t{aifrta !y5 uuuFr0r]111t0r0t'y1'114rJo lfl.:1u tr.r La LyoalluilrLna{ ouL!:[Ln: narrl[nor
! . - .z

l.l1rrau tlau [unonl!i!tt]ut'ttJ?u0'tn:'tn1 LU:[Lntxn0rJlI?tn0:,t1,u
t , -'.t " ''-.- ^ Z - -! e ,
1u:vv'irrfir.i0o'1,:.i!ild6rBronrFna'rgrgtiu rirri6orfiu'jr{trukiornrJfru-o'n"udrurUriohlkY

tZ itr g Jo
lifiotvl{f;vr6uonrindrgryrua;irviorild'ror nydnrl: vriu riuriunioflfitprkl: - nrfruiuirlrufrritauoli

outqpvva r,-c,-v )
LUnl:U0nra na fuf]J'rn Lfl ttar01ut 0 to t[0,iuo$ u nt 0 r Lxnl:ynlUrL [Uu.:r]lJ'ru r antL nlvuod.ruolJua')
rJ -- -.1
trtorJerv5vrns!:uH1r'runro{21Jt0nLanaqJql to0no1u

10. n1:ri1r4u0lrsr,!!xa1iu{r;fiun?1 ri1lounfl do.r

(n) nr:riruusr:cucriali!thcfr!n?lurirlounriat
(r) {muiu:ol'irdunslurirrard{dot6'furauIU:un:rnorfilmoi 1!:un:rnorfi':rnoirv
J" - crlnlu lfl0r111vtfl 'tv1ro L101 anrnrluo5rn?ua!115tu11n1 15sn15

(2, r{r'ruuuuoI]1sr-ufrntor'l!n?'ul1i15o!n :0.!vionrrrrf,uyrulol vr'rnoduuri
J - - ..1 q -l .,/ q - -Lnl0{na}l}r 1roa: lrac0untrufl 0l,li?'1 y:0tu:un:!na!1111n0:0u6,] 115 0d.i 0 u [ooutn f]a1na'r'rutlln

unrio{ro, :rrn::Lno:Lfirrmoi hi'Jrovrfiod:oruqlo riurxal t tvu'l) t ullnhorniud{daloiir,rLou

1 :un:rnorfr ':rnofl nuqndoln:ldrun'lJd[]Jru1

nlutr-r:vuv rxali!rl:c riunrur::nvi.l lrrnLJ:un:l n oufrrrsra irfi onr:rir:r:r nniosraiotri

aM:oyi'?1.!1uldo:rriruauq:niotrfiriruuolud'rXcgrd firruov6'omjouu,ulufihL.J:un:unolfir rnoi
rY,.rn;irrllirirrruld'adrrarl:ni v5ofron{rl:un:rnoufrrrnoidl'lr,lridldlrm:gruuavfiqruailfArvilriu

^ t;3 - ,.'".,-u XAq,-y5ofin'jrhJ:un:rflaufr1rnaififiot1urasaqqJ1nl#lda16mrrLflrgrgrfiloutilrinir ri'.rfi hirfiu : (aru) iu
- A,- .J " r,- ,.., " .l !:

uun9ra'rn?uytlo:11[1ntll.lyuna0n']nrJt0 Lnu urnon'] l! 0'ru Lodl a1n {avr{al.l

dr#tr uhin-onr:ciorl[trrufihyiolrj fi onsrIU:lrn:unot]yr-rrnoflrflrarinru'ludruuoirarn-rncirr
,ld- -J " ! de ea. L v ,4.' &: .t
4{0!a110 nyvr''rn1tuur0{vtan1{{0ur1n'llu1ruvrufltlu Lou{'ulusro raann'rL?Jn1ur{aruvlu{$0

(rl) nrtdrvrn:cuvt'r aliu!: uriun?1rdr:nunt'tior
(1) nruluriruuo:srla?a1nriolrrgla}il{frvB1ulJ:un:rLno}rfi?teroirrludo + {rLra:nil:uriu

, - ! , Jv! qv- J"
11ulleti[lfl1']al r.tua Lo:urou r!:![nr!a0rfi'] rmai }J:un:unoufi'lrsroi ovlirlru'ldnufrnir,1uo'lifirr.r
-tflryfu1un5un?ua!ur ln!rYn1r

(2) {truBlaoroci!fiqtautunrrrldrlounn:oruion?1r.rteuvrulfl1 dufioduurirnio.r

oo::fixuroilrauQ!n:njriadx uSoI :un:rnolfi'rrIoidu.l raiod'rdr:1o dutffoornn':utir1fl!nnio'!1lo.t

1rl:un:unoufi':rnai hi'jmslfiorirau,rElcr nruluritruorurru!?n'ioxeln'lriliif,vrBlull:un:unotrff?tn0i

flr {a4
Jl1ulu...

I

I



9

nrulu:gsc trnrir.r!:criun r !r::nydl urnLl: un:r,norrtr lno{lfiornrrrir: srlnniar viahi
at:r:ndrlruld'o:udruarLqrniorrudrirr,runluii'ryrprfi #rLrurc d'aldouuuLurikl!:un:unolrtrrsroi
o"rnriml#rirrrutriodr:alu:nj yio6odrLJ:un:uaorfirrrroio-u'tvrid'[6'rr r,:_orrrLayfiq[ud!u-6 ryilir]

- '.JJ - .r( r ,- i r;" .'-v:on n?11!:Ltn:!Jn0!v{ lrmolvr{01J lulravo1]fu1n [r4 Llaylfifll].izirutu1tlou L .rndl yl.i, LxLRx 3 (a1!)11
- -q,- si s q,- ,"u, " -l Z:

uur]fr11n?l] [rr5u$t tlLuyu{aon1n $a Le tu Nnon.] Lrnlu Lo.l nln rayt.ia
,r,u dq,-&s 

"3-fjltltJlu L! nrln1rflotJlr{run [1v:a L 01frn.:LuuD5 n0 y{']LFt0:tr,lt14}jnlutufl'tuxntxa10lfla't?,,tdoti
- -J l, - , ,J . Z .
frvrBfirvrirnr:riurolraia{r.:{6udrnri!'uLrru{rru Ioufrtrudoroonrirl{iirardrBuuvu{fi0

11. n1rBu:
e) pA""""

EllrlU0]O{nn0u5 n 1l lt.r'rl.r tlJ: Lrni rJn 0! ?,r'r t0r0: t1,{ rLn Lal vu lvrr s{rJlt0 h411,1 [a Iaua1 "l5flhJ{1U! n_-
h.l:un:rnarfirrorofldriluotir.r6 firJ:cf,rEnril lnufrolrirrfrunr:flnou::Llriurd.rraSonrulu to (f,rd)

iudrn^: u-r o-onr n iu d dr{ol oY:-t r arltli un:rn arfi': rn ai ln utr;6 q rir'[{o r u nr:r-oor,:rar n e.ida

" ^ !, z. \,iiruru 2 nir lriuicirir:rrou:rihirloun'ir 5 au :yucnarn:;{av1r:riounir 2 iu

rz. rifi onr:ld.rruI :un:uaaufi lorsiuacnlrlfidruuvdr
12.1 oitrudorl-nurrifi onr:ldlJ:urnr nolfitrooi iiruru 5 (r.ir) r1o lrirflun::lf,lrs'r,alr{do

d J.
fl r !:r ua s rd un fi rirr,ruolin io rril o c 6'arrtiurJl.:{fi oo-rneitlri'rduariuvrnnirfifi nrr!ilr.J1fitJ:*n:r

^ ao- - -l
n0!Yl?L9]0: L14yr1]6Ltu1ufla00:vU ! Lla1:uu:unu LLaun 0{ [yn'] ul.lyuT tunl: tt Ll.l:LlnIIn0! 'ttfl05lla,

.e 4 , a a t! un onl:LIt1]:Lrnt na fl?rma:L 0rn1:U5u1j5.:tU: un:una:Jy{'t totol9innal ) u5autor.lltoia,il00a 00r?a1

:c rrs t?a riu : vn-1. oru1ri6orir1dijro1rr 1 or nfi{o

t z.z frtrudofli'drruucdrrdri{olunr:1thl:un::Loo:rfirrnaiuavrifionr:biLJ:urn:roolfl'rrsrai
te,e

:rrvr''.lo vpiolrir rrjunr:n 1i cl lfi s? d!I!i un:r]norfi r roroi 1u#nuru:ro.:nr:lriui nr:raaitnr:tr u
3l ) a*

r.i'rfi rfi o1r.[ll: ununoufi: lnoiatrr: odrrrdd'o drra!!:oi naofllvev r?a1n'']rlnljl!fiu loulri6n
.J

R'r LlJt',rulfr 1 aln so

13. t't0u ttn15rduafl6'I
,4 e ' lc.c, -

13.1 r.ru1.rlJ0Lau09l0{r1JuLnl!0.lr.Jann[uq] yt0n 0{ lfr51J [Lnin.r lyrl]uq'ILyu{114ulua1n,,JiJa0uta

fi'rrulrudryrirulurJ:arnlvuIqubi'drrrrucr?irrauo:1n1ii1v:-dor.rnr: rvnao:rnTdani:driodfro'rfinr:
- ,. .A
tl.i:0w0Y,{q t[?:?l Ldua Lu Lnl:n1:?'rt!ulr0': Lvr L!tnu Ll,iiu:J'r n0u 8,i0q tualu n1:r.JBn !ourraonronal:

uu{a 0lu:a:n1:duuduuv}1{traufina 0 001uafu 1a1nta1t0n&ta nJ rfu?lv50d'tu'110,t t1't10.!iia nn ?l
!'iu :vrnfl1yrulqflr;In:cnr:f, nt:i)o 4.1.23 uaufl1 {o 4.2.13

tdv v A
13.2 itLutatauonvn0'!uuvanslul,0.lyr1{nl:n0n0 :a v lEJtnltvr:ftflvrttau !U5BmuoLan11:0ufla

viodoum.:du 1 Inoaur:nfioo{oud'rn,lq{ar{olt6'naoor 24 cidur lilriu?iuuqq:rtn'rr
rr.r ciduriarauod'onfiuarrn1:o!:rn'l:1{r1uld:ltn:!nalfi:rnoi rlrurio 4.1 - 4.2

ta.c {dr.r{arauoaiorduur.runr:rJirifir'r nr:1d.nuI :[n:!n0r]fi?tnoi rtll)ila q.7 - 4.2

r:.s idurio rau ofra rfi ronar:uao.:l1uavr6unn"1?unfl'nou:rr rtlrdo 11' 
,r.o r du...

t

I

I

I



-10-

.- v) e
1 3.6 rlErlts[auoda.ifr ronarittao{iluaurdufl nruatffr ro{Ilrunr nlrJ{o 4

. ,z,l y
t 3.7 {6u{o uauodou'ronar:uanr:ruas rdun nr:!rfitrnizuurLJ: un:11r.{riau't{lruor; rara

.:,(o! rosr [? 0:ru)
y) y - .!

13.8 4uu110tau0nsfl0.ivr1n1:'r.rLUiuurruL:'ruauLaunuayL.touLrtaly'ryflal,oniyup)
uau:roav16unq dnusucraflrvrdu:rada4ndotorran6::InIinr:r 1otrt{'sirourlu!ul,loir
n1:u]iu!ryr'sulunr:r iuuLfiuu:ranr:n-lnrirr yrnfin:fiddorfinr:dr.r6rrionrTrraioronar:

J i- . v2'luri 
r ud uvr* r"ovir raror'r ri6urauo:rnrd'0.::sulrirfiuod.i{nrnuuaralrr:0n:?ndolldIou.iru

v,-i)w"^-!,)A-"
L'r Llr tona'l:[tJ:uu Lr ult9t?u':1d.r11F]o{ n1:a1.:a.ionuu ou[i.]d?u[00r1[t14u,!Lota.1L0nd15au.] yrioyrl

)v --"- -ro)"-rauo rd1145utona'r:vr0'r.i0{n.!tl4yu1tiryqyrolroLdrJtny5a:uu1ua1150ur1ruu14210n1n!tlt aIu

a 1:J'r:00rr?n a ouriuronar:rdiorrfi ulldir0 [avm: rn]uriru

ffrotjrl:rJuulmr:rq iurrfiuuniualt6{odryueruavl'ruau16un{oraroln5inii "r

ronalrerlrJ{o fi .1 - 13.8 fio$ruuduluiurauorrnr

tc. iloukdu ";

{ruvnr:auo:rnrfr'ordrrorronar:,iruru z qn biriu{daluilddrd'rgrlt 0".:d

1 4. 1 :TUar[6uonr:o!:ilnr:1{i1d!iunir]no$fi x[uai

14.2 LdnAl:ArJ0fl llttnlulrJrunirnoul?tm0t

14.3 r'luacrdBo nmlnao!nrt{{1xIil:un:rnarfi riooi
14.4 :ruacrouonl:tv!:n'n aifl1:I1e]

14.5 r1udu16unnl:udhrt's!url iun:rlnolrfirrsroflri'ddu

0'l.rn{$0 {orirr,ruozqrJn:nid

sr0.t n1l

,t)
1l0n'tyuo/0un5[uyt

u'tlfru0

[0nfi']5a1{o{

:cu1ir{otlin:rriu
v 11J0 Vr5 s U LU

:1 U As [0 U0 n ru a nr90.lY

to 'lY

L noaann anuiuv
J.

tonlsvtnl fr?!aul:a
nluuolr'rntanlufla.ru

'lfi:vlqudnnru;rarrad

u51rvl1 tauo

:v 1J14:.l1El tfl 1J14U',',I? 0 {

t0n41581{0.r110.i

li$vrr

I

I
!

I
i

i



[l1-! !n.ob

a151.:[160{?.r Li!rurJ:yurrufildiuo-od:rrrac:luaysduorir'l{dru
-8 *e a^d,

n1:0 q g0a q01.tyt [1 .:1una fi T'1.1

, .l-i

". 
daln:rnr: !.qny.c.IgIruli-'r..ti.8.1*nlr:::tpl:jp.ilyi.lt-oihlni.ql:t

i-"--J
U 01U?U o 4110 [n:rt8dr15

.n:mdap.n:-ril-r]non.n-q-rns..5.pu!.es.l..gde.$.afl.Ap.plisalian.ir'_T:t:.!..q.

.!ni,i.6.!ry.l:rnrs$p.lrr:llrl.disis-rtlyt?.q:.tRtiritlt:9l.lul(e;hiqdi

u. urirumur{rrorln:.:nr:...np.s6-i.rlntd.on-r:nrlmLrn..n.;.unrunul;o........... ... .

n

)ru- o ,Jo ) -
m. ?{rir{u :yulniftloiiuor"oa:: ..5r9tfl9r9-o-9_.'l:.Jll.lfln.l}.{fl-1}tfl}i:l}.],!L'}lll:1.v.1.11]1.l....... .

<. iudri,raun:rnrnat (:rnrdr.:6.r) ru iud B 3 nI 2509

riluriu .(.,(.dc,6.-b..F,hh.. urn (d#ruaruauurjorvduuirr-uulnfooddur,tn!rrynf,ur,lndmrrridru)

.J
c. uueilfi lrsol:rnrnnrl (:tatdrl6l)

du:rnrornviolqarn o'ruru m :ru ri.rf

d.o 1jiuYl U
..........-...........11

,r.i r
Lutmo oxl4Ja 5t!$u lnliu o1flo

e.u uifvr ruyfisr 61td rirficr

d.5n u:uvl Lo rgul nlno

.l tc^
b. 5'181'O(:Ur.rOt OUn',lUUOllA',tnnl,t

h,,.'U'lU?5lvUflUnlnU:olu?l Un1S1n'15O0U11?Ltl0t'[1].Jl[Un 't!n:5 n1:

116'r',tfl5',1.1 u-nit, nr:flo ffrtsroi!b.b 1.J't n11 n::!fl15

- u - -- J
ulun:1vr8 a116flno rinitrnr:nolfirrnairjb.6r r-uI1I..........1::l,lt:.. ........ .. ....... .

u.c . 11!31llI3lL1!i.lll1'(9. ufl'tt'tn'l:na lt?Lna5u ntnl::....... n:5rn1:

u.e .llll!1f.1lllfl ..t].{.111i1...... ....:i.L?:t:Y,.t-:.oprfr :tq.o..t.! nn'l: nlt:1n15 [agLall1 !n1t

I


