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,uqnn,]t.] lin0!flxlna:n't:ltn0ultIafllsa!v:!n5}.lnt!r]tJL:flr14'tul.r (clJstom

Ru1,e Creating and Tuning)

m.b.m tl.,lFl'lUinullnUlnU:vUU116l:lvl,nl11]!nUllt]ltallvEn]r$nat.r.l'llvl!n01nn'lrJll1l

fra:.J14't tflo:
r'b.d 0f'llr:tt4li'luf\0ulvnlutnul iluo.! uuatJuo'lunllnunl'lllasoflo']:.rga{411?a'l:

rn'arn'rnrur.laanrioar:aur fi (security Research Team)

m.b.d i"eli^fl'fi0r^:!iur.s'rdrvuo. tn^:fl rruto tr vrrrr"ioriru.r:r"rrrl :n
, - ! r ! o ^w 

.l-
moi A51iO]'!nYOallllnlvilr1Mll:Yll'ltl51.l!l vl:.1n]1 :nr1!a1 'l:fl tOUivnlnLLLOSl,ildlU:LiOn

.,1 . i "rn't']lrLlJfJ']t'rtu01ntn't$a':flaFflfu1ro1.1.l r110Lvn'r:auuf,\un15[!ntrury111n']:?l111u1to!n:x



b

r Iou{iri'rr rvdala'ullrl:snrnioriq:uio'lr.rY!:0.:n:rrtdrrtrqdru:vrttniodrutriu
Cisco Cetified NeMorkAssociate (CCM tfluotirqioo

- " - . - Z - !. -m.d ?lnInlU]n].lll.flolqonntdv!uk1:/1qi!l.lnlr-11.-tl10.l rylUn'1i010.i11^''l:ro0'ilUanL U

.J,
tos:sLrl.ttnio.:u:ldru!a!0u (Guest VI"4) !utnia.:uritirl:vrr.r VMware tolqutiar:aurun

n:rn:rqul:nfr 'ldrrua{ uar6'o$rJriolfirfron:urf,uurerrionr:lirrruro.r:;r.rr.rurirr 1

talgldar:aurrn n:rn:rqf:nurnrfion':r Gavru viofr'0.:6nsirqr.Jn:nirfirrdr:oit1 n'ir
J- i.

n'l.tsl0lulLflrlltl.l'Un]tJnlflt1,!dlrr'lr0lflt"lLlu9 lL!nr.!a35L efl0rfl^l{n-Ulu'l 14!ltlt1"lL
"i, - C - - !

n'11llnHlEAcq!n:tu911{ 1 Y0ro l0rln{l !.aL11{yllo

, - -td. n1:d{!au{1u:1u6![auofl{u
--,cd.o. [Uaito]/lUtln{ul,J

a.u. :rurruafl :va'liu (Oaily Security Repoft) 1ri!llu! Corretation Report dlrJ:tnotr

lr-Jdrour.ru4i; nruuan.lal!uaqnr:niodrravtABe (corretation Graph) trav{a{n
)" a 6 - L - !

!tenaL11a1t!u lul41tao,iu

o) nr:im:rvri rlo.rniun"aqnnrlrilln

d.6i. :'lU':'luAli :ud1r6au (MonthLy Security Report) lu:U[uu Corretation Report

drrJ:vnauIJd':a*rur4fi? a"r'tlr[ar]{alUr qn r:njadrravr6un (conetation Graph)
;o 1. 9 v w4

..a: 10}]aut3.dlJ, i^rlll.JtLu:. 001 !u

.) nr:,rin1:rjrTinurrloru{utuit'ofliXu'r (Corrective Maintenance : CM)

Io) n'l:'lln:'] .,i U0 InUfl Urlnnlxll 11'l

, - ' "f,d.d. tT Unl!alu:1u tgrrrr'tatuy'r1aq.i!

6) nltBuainul:luu!e,.:to.!nr-r (Preventive Maintenance : PM)

u) nr:tinru$ tfirilJinr*rrfi u:n-lnr:inurnrufunqJaonn'u:rurniarjra

d.d. i'tu,!''rualdn6nr:si"rritr''11.r:rafl

t.:0u[r8u"l

o.o. tnfldn'r:ri'ru'rruni:n-o{a':siatfrarnr:J!rn:gru druuarir Service-level agreement (SLA)

l9tuvt

x = (il. tc - zreo)\6/ -

X - S'lulIn1U:n'l:14t}]A1:J'l:0ta!un lljq!fl:tu'Inqfi'l'll.J1rl10{U:A n ILt!lYlJ1,

rnEorirulriaur:ntd.rT uldLlnfi (uu'ru!fl rlrl111)

e = rirrinr:rirT:hur:vurnioriruoa!fi 'rrnoi n:r:nrrq':n oior6ou

(ur.i:arflruvr)
!-

B = d6n,boo l.Jlra (n'1ulrun1fl:3tJ!L'lalvlluulnll'Y{Uuafl0lOounluh'lvl s{n'lvlJotv

o tdautrirriu cno iu)
c :vuvna'r Downtime )?!ro.1rzrlurnEalruq ar6 ar (uu:r,r{lulrfi dlrilaunhi'

lfl Utalll]'lvlfi nlur] 6) u"lyl)



.,.b. nlii!d:!fi'u ra;nlxjarfli{inu1 {fud1':doltauanr:irrl:vduqrunruuarrioruu:
Ulll:nU1'tvUUlnia{n0UYl?lqAlU:r!'lU(5erver) qUn: nOYt?{ saY:rU!rn:01'1U

e0:.JYl1[q0:IUU Onsite Se.vice nA09':tUUmlaqfll']
-.)6'.$.4:Unlin!Uo.iqLBqUfl:lLJalQrlli^0vt e r'lIq!''l:{U:VUUln:B1l1UFA!}nlnAi .16lAi

fl0 111[n0lilrllUuAUqUns&fla il n:lnl!qr. lt":vv:ll01qdfUflJ1

6.d tt:uo''li n!oEnltv[.]''tuLalLYl:flttYlfruu[a{tuFr 14:a Hot Line Ll]lrio.t0i?ra{ InulJa']irt1u

tBnr:iuui':tr,rnk,orolrtv uncar!r:nl#uinr:lfinaon ue r'rtlr vnriuloutlr{u

iuuqn:rtnt:
o.d.i.{:L0.'livsla B.i!$l1"'l^:.IJ^U'll.il nU.lU nt FUU6'nAl.lYl?lu1n"lfl?UNIJ}rB oJfl1ntl! d ?l"Y'lrE
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,)
rana't:[uufl1u 14 0

61nri'l{t3uutff to11!iia!fl ?lnat

riro'r..t ,18fl,)l 610',:n?{u1 un

:wu firewaI

b :c!u authen

:vuu Wire(ess LAN Controtter

d AD Gateway

d DNS

DHCP

g, Log software

d APC Management



lona1illuu!i1u fi b

orJn:oi:vtrrrnBoriruaarfirrnai raiaonaufirroairuiriruuasorjn:0itia r{n:laruEul:a
61rri.]ll 0ua tJlil,ln 5!

Cisco Catatvst 6bdo Se es RACK o

Fortinet Firewatl Fortinet 6t ooo (FcoKbDolobdooobo) RACK o

Anallzer Fo(iAnatrzer 6oooD

GL-oKomAodooosiod)

RACK 6

Brocade Core switch VDX ldrdo (CPlodboMond) RACK o

Bro.ade VDX b.rdo (CPLm6bot oml) RACK 6

Switch L6 ICX crddo (CPlomoci[4o65)

Brccade Switch Lo iCX srd(o (CPlom6.dModb)

Ruckus Wretess Controli.er ZDdooo (bo6t bboocrobo) RACK 6)

DLINK NAS Share Center RACK lo

APC UPS Smart-UPS 6doo (o<d6-od.dr_oo$) RACK o

Dett Setuer 6U PowerEdqe Rboo (BRONbbd) RACK d

IBM Server bU xobdo Md (o5XEZRo) RACK d

IBM Server bU x(5do Md (olrXEZRo) RACK d

HP Server btl Protiant DLmdop Gd (SGHdorrCEBL) RACK d

HP Seruer 6ll Prot€nt DLmbop Gd (SGNdobxCdd) RACK d

DELL Sever bU Power edqe Rs,bo (.rSLGWbb) RACK d

APC UPS Smad-UPS 6)doo (oddo-od cr-ood) RACK d

Cisco P,ACK t)

Cisco SeNer oU UCS BEboooM (fchb6odvods) RACK b

Cisco Server 6tl UCS BEboooH (fchbooovocp) RACK tl

Cisco SeNer 6tl UCS M[4doov (fchbooovod6() RACK b

HP seNer oU Protiant Dlmbop G6( (SGHdobXC6(o) RACK s,

HP seruer oU Prolani DLmbop G.i (SGHdobXC6f) RACK cJ

r8M Server bU RACK d

IBM Se^/er lou xobdo (ddccdbm) RACK d

t8M Server oU xolodo md (obFRPM6) FACK d

IBM Server 6lJ xmbdo md [obFRPl'ro) RAC( d

IBM Server bU xobd6 md {obXEZRm) BACK d

IBM Server bU xsb(o md (obXEZRd) RACK d

IBM Server t U x6bdo md (obGMEKd) FLqCK d

DELL Server 6U Poweredqe Rbbo (FHVPsbb) FACK c(

HP Server oU ProLiant OL.iE op Gd (SGHdobXadP) RACK d

HP Server 6U Protiant Dlobop Gd (sGH(obXCdH) RACK ci



$

HP Server 6U ProLiant Dlmbop Gcl

(SGH<6,5XCdV)

RACK 6r

HP Server 6iu Pro(ant Dlobop G.(

(SGHdot XCdM)

FACK d

IBM Server oLl xoddo mb (c<dcdbbb) RACK cr

]BM Server btl xqrbdo md (obGH(Em) RACK .(

iBM Server ou xoddo md {obTNWZo) RACK .{

HP SAt! Switch Sloragework d/< RACK.(

HP sAN Switch Storaeework d/d MCK ci

HP SAN Storage

HP 5AN Storage RACK d

Brccade switch Lrn lCXgrbdo(CYTsErc,c<MooB) a16'lr b 'i1l 6 n5xa1l]qdrn

Brocade S\,!itch Ls lCXcrbco(CYToiioG(^rorid) oln'r: o lnu m n:!n?u4dtn

Brocade Swit.h Ls lCXc,bdo(CYTomadMooM) o'rnll m 1Y! m fflla'r1lq!}n

Brorade Switch Lm lcx.rbdo(C/Tom6c(MobN) olnlr d r?u o nrlrnluldtrl

Brocade Switch Ls lCXob<o(CYTo.no.(Moteo Alnll dtu o nixn'lunlllln

Brocad€ Switch L6 CI cibdo(CYTmm6crMobC) 0'lnll crr {U h a:!nluFlL!llfr

Switch L6 lCxclbdo(CYTomodlvlobb) 0161l d t"u m nt!n1!q Itn



:.un't:quniuv'a'tun:11]1a.!nLnx!4r]t:cYr 6' (lttr.ilt4r.J)

B$O ttt l11 iu dnllrl|f,{

HP LnsnnnarlrlraatLLlrlrllr Server HP ProLia.t Mlodo ODPCO

sMc q nrnian'ira-ru{rtumio{1lr SMC dobd ODPCo

HP Q nroiaa'ldruluirurfiiadro ODPC6)

r8M tflloalro!111t00ltllr11g Server IBM xseries lobb ODPC6

HP rffo.in0!1!?tBotu!119 Server HP ProLiant ML6oo Gb ODPCo

taM Lnrn{6nrrrlroatLlullllr Server IBM Xmdoo M< ODPC6

HP llito.ifi 0!nltn0tuLlllu Server HP ML66oE ODPCa

51fi n1501 ln5aljvalun{1utlA!nln',llroutSnv b (ul{tulan)

a1i!11 d1la {rrulr4 irJ

SRAN Log sRAN Securitv Center ODPCIo

swano DVR-d bboo d Channet H.bbd

Digitat Video Recorder

ODPCLo

St!'1C SMCdobd Lt ODPCI9

saom Swhch Lb mcom Basel]ne Switch Ledbd swlich ODPCb

ZyXIL NAS ZyXEL NAS 6l,b ODPCIo

ZyXEL Swii.h Llo PoE ZyXEL GSo6(oo"dHP d port GbE Smart

Managed PoE Swltch

ODPCIo

:1En1rq! nroifi dT fi n,!1ufl o.rniun':rq!1:nli * (un:ar.-:r{)

nlau?t Jr1rl,\'l i! aa1uiin'i

5RAN Log SecLrrity Center ODPCm

Swann Video Recoder DVR-d blroo < Channet H.tebd Diqital Video Recorder ODPCm

SMC Swltch Lb ODPCm

Lenovo Server Svsiem Xndoo [4d ODPCm

Fotinet Firewall ForUgate-booB ODPCm

TP"IINK Switch Lle ODPCm

:1uni:q! n:rjd!i1fin,i1lr1o':n'un'':uqIl:nd < (a:vlj)

th!l,] 11 iu nrmJtrnt

Zt <el q!fl rnillo,!nr-urm-od]u Firewal.l Zyxet Sosrozdooobf,b", ODPCd

Slvlc qlnr$i6;'udrurylruraiadr! ODPCd

SMC qUnroiaa'! a-qJqJ1tu!F; olha Swhch Hub bd Po,, Tododododm ODPCd

Z)r(et qinr$ir:lo.in-urniodlu Firewall Zrxet So.rozdooobobc, ODPCd



:iun1:q!n:niddrfnl, uilo rn'un:rq :nfr a (:Tt1i)

aa rJ:s$'u l! gnrlin'r

Microtik qdn:oiiuurrduv t.trniarjro ODPCd

sMc qrJn:niad'ud'ryryrruinioriro S[,4C 6obdL6 ODPCd

sMc arJn:oiaa'udqrlruoiorir tr 5lv4c dob<Lb ODPCd

r!ilLnliq!n: 11d1Ln rluu0:nustLflL l:rwr b (1n\:)

!t,a ri:rur i!
Zyrel aunltu1la1mJLn5at10 Zyxel Zlv,/at( USGhoo ODPCb

Zy/el qr.Jn:aiadua'tyrprruraiatirl Zyxet Gsbboo ODPCs

:1un 1:qtn:nidA'rL-n{ru1lO{n'Lq:Lq:,I:nd c} (1,dx!!nL)

rll,ljtv

Firewatt Fortinet Fortigate boo D(Fcboo0dD6<do6orrb) ODPCs,

IBM 5erver IBM System xnddo Md (obTNWYd) ODPCC,

tB^,1 Server l6M System xobdo Md {obPYlVYci) ODPCq,

ZleL s\ritch Lb Zy,et GS-moobF (SoeoZremoooJmb) ODPC.,

d s[4c Sv,/itch LLe Swltch SMC dbod Lb (Ad6dolrdodb) ODPC.I

HP Switch Lb HP Switch ocrbo (CNb.ncPdodlr) ODPC.I

:-un^rqunSnrlr F.ur i^rua rnun?u6lxlinyr d (qe:5.u)

410!11 0$a Jl!rrx fll

Foirinet FirewalL Fodinet Fortigate boo D(FcleooDfldobdoodbb) ODPCd

Cis.o ODPCd

Cisco Swiich Ls Cisco SG6(o (0NlbodooooR) ODPCd

HP 5AN HPE MSAbodo Duat Controtter (SGHdodWNVX) ODPCd

( HP Switch Lto Switch HP cJGiboG (b5b.rooBoooc) ODPCd

Linksys Access Point Linksys tapnboo (odboddodboocrob) ODPCd

:1un1:o n:riiaifin.i']utorriun:unll:nd x (un::rrfr 
'.J1)

ulto iir
Switch Switch Lb Swiich SMC dbod Lb (Acooodlocid.r) ODPCc<

Z) ,r'atl firewatt Zywatt USG nco (Sooozodood\,oo) ODPCc(

HP SeNer ODPCG(



:run1iqifl:nji6ifinrrfl o;niunrurl :nfi 
"o 

(qua:rtori)

ut40 drrMv iu
]BM 5eruer BM System xmLoo Mm Tower Seruer O0PC6,o

Microtik ALL in ONE Microtik RouterBOMD o600 ODPC6o

st\,,Ic Switch Lb SMCdold Lh ODPCoo

HP Switch Lb HPorbo-bdG-PoE+ (m.row) swtch ODPCao

11Un1:aUnl yrA l1,]n{1uU0{nLn )!n!hnfl 6)o (lJn:nln::x:1111

rJ*u14 TJ

SMN Lo! SRAN Securiiy Cenier ODPCo6

Swann Swann DVR d bboo d Channel H.bbd

Disitat Video Recorder

ODPCoo

sMc Swilch Lt' sMcdob< Lb ODPCoa

6ncom Switch Lle mcom Basetine Switch bdb€ swltch ODPCoo

(t ZyXEL NAS ZyXEL NAS mb\, ODPC66

Zy\EL Swiich Lb PoE ZyXEL GSoGroo-dHP d pori GbE Smart

Managed PoE Switch

ODPCoo

:rLn1':oLn:n:fi iildni1r.rlo.rfrr.a:uqul:nd ob (a,!ra,

lu

sMc Switch Ll' SNlcdobd Lb ODPC6b

DELL 5erver PowerEdee Tn6o Tower Se^/er ODrcob

Fortinet Frrewall Fodlgate nooD ODPCob

TP.LINK Switch Lb TP-LINK TL-sFooob ODPCob

Swich Lb HPddbo-t dG-PoE+ incrow) swit.h o0Pc6b

:10nr:o!n:njfi afl rl-Jurlo.rriun:uq :nrzndo i (!'r.r11])

iu 6o1uiili.r

aisco switrh Lto Switch Cieco Scboo-bt, bb-Port (DNlbobcrodAv) ODPCom

fe Cisco switch Lte Swltch Clsco Scboo-let, bb-Port (DNlbobcrodtrj) ODPCom

Cisco swit.h Llo 5wi1, h (,s(o Scuoo-bb bb-Po( (DN l.eot sr6a!,N) ODPCom

Cisco Switch Cisco Scboo"bb loo-Po.t (DNlbotro/odQP) ODPCao

Cis.o Switch Lt Switch Cisco Scboo-bb bb-Port (DNlbob'rodQD) ODPCao

Cisco Swit.h Llo Switch Cisco Scboo-leb bb-Poft (DNlbobrrodEN) ODPCoo

Chco Su/itch Lle ),1,i n ( isco Scboo-e. lea-oo1(D\ boesrodio) ODPCom

Switch Ln Switch Aruba mdoo]\/-bdc€-slot (SG!,mGYToTD) ODPCoo

ZyXEL swtch Lb Swtch ZyxEL ES-r,obd (5oG?oZooooerbb6,) ODPCoo



HP SAN Swltch SAN Switch HP d-d Base SAN Switch ODPCoo

DetL Server Dell PowerEdqe Tcoo (SGHmodNoVX) ODPCom

HP Server Seruer HP Proliant DlodoP{end ODPC6h

HP Server PP Prolranr 0l obo{ena (SChoodWI\Wo) O0PCom

HP SAN Server HP tulsAbodo (LNdsodModsr) ODPadd

watchcuard Firewatl Watchcuard Flrebox Mdboo (doDbobo(ffic(srsd) OOPCam

:'run1:ain:o:dnai?-aul:n ul.ilnei

Irt io'ru h.t

Mikrotik RouterBoard Mikrotik RouteiEoard na'tituIra !1$nri

n Corn Switch Lb slvit(h m Corn na,itruI5n !1 Rzi

$ com Switch Lb Switch o Corn naiituI5o u'r. nri

6 com Switch Lb Switch fl Com .!.rioIi6 ui.ilnei

Switch Lk niiluirar:rtrtr.l noiinrt5F !r.i16ei

5[4C switch Lb S[,4C nd!$n].i1!mrUrv6!ira no,,ituIio tr1,flh;

Swiich LID nalrllqtl]rllnT flo{r-.ul:h lJ1,{cil

Switch Lb ndxrUfr tAnl:d1.!6i n'u(n:irul:nuriltrF nt,!]"tuI:o m. nii

Swltch Lb ne $rq)Mnlnrft:011u [avaEallal!]lflri naiituBn ln.ilnd

Swltch Lb nd!aiBfl!3niri"eI!n noliflI:n !i.fF?i

r1u'r'T rEi "ro:ia'.iflI:qraodlravlinFodaul.i.fl fi fxfiud r:#U::$q.r

i1olJ11 Ui.lA Ufttnr l1r aolufin"r

Zyxel Firewatl ZywaLtoro drfnl:arooii[avI:nfr oqior1.ir1.tfl a"!fiuii )i:c :uIf].1

sMc Swltch dlLnLlal00a-dtltFtrnn0rll.14fl at v\u: 14:vu:Yltn !

:iun'liq{nrfl iiaf rluiur'rti:c{'rar]'ra-afl icr-vlln.i
91,{0 rlrrl,lv i! doluvnt

ForUgate F rewalL Foitigate booD aolliu:'lt :rl,ra rdu rls lUltq.t

STIC Switch a01!"!:1ltlt!{16tJia'u fl tuUl!!!o.i
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, ..J
@. [{L HaJdwdre AppLrdnce vA a r -Lt t'].fl0v^1rU]v110.ilLn^:U r: l[[43'.: tn:J0] lqUqU'llru1l

rgrado.ilnaonuu!r.J'tilu lPs lrio Threat Prevention Systemlnaraarc'Lrj!flu;inuflrs urM
(Unifled Threat Management)

b- a'rr.l''t:0 tcu'taftA loairir Latency iaanil ooo microseconds

6r. i rDs Inspection rnrougtrput llriaun'i1 doo Mops uar:o.rir,nr:tfiri6l1d6l r Gops'lu

aurnoflorlrjdo rrdFuuq n:ni r:r hi:or:nnr:rfil rhrougr,pur lfirauoiu o Gbps uld
d. do{a't 'nulo.ii! Concurrent Session ldbiiaon'ir o,ooo,ooo concurrent Sessions uav

do,ooo Connections per Second

d. fi tnredace !!Lt oo/6)ooloooo ru-ec rl'^t :utriria t ni ' - triovia6r'j"
b. aM:flll''r l-lardware Bypass 16'6':rdrqrln:aira.:hn5n: Hardware/Software tfioirglr:,)lJfir

n:dtylihn'u lou6r!1:ni6on Fai(-open vio FailClose l,u*siac segment td1un:dfiqtJn:ni
draralria,rr:ndrHardwareByoasstoid?rn-'r!ora1!'r:0raLaqLn:n:6u.fid{?u1llnii
aypass kY

nrr. fi lnterface a'rriuuiur:{nnr:qrJn:ai (Out of band management) aa'rliou o uoiql

fi :vlroorauo.rn::qn:rrar.i:vuulnSolhuo-.!riol d

ei orjufr n.rannr:n:arlt.rrurlo:.aiufin.urn r:ni tE,en. Log)

"vr,.bflr!'l:o!Lvlnn1:vr1.1'1u11{14lJfrtor{)n:r!11lt,!Lvan!11]?rn:n:'rLlfln:Yvr11'l:

adrlt:irluavarur:nrirdulrn:rnaourBrld

cl.*or'nnr:fr orialor{1n:lulouo'prlutlG

.l.aarlr:n ui'lrdau nr:q n lnkivnrnraarui6 rriu E-maiL llio sNMP Trap uavlfru

Record riulirfi oaur:ndrna'urm::naould'riluotitriod

d. Pattern Slgnature lun1:rl:-?a6o1.1lrasilfl:rsfnr:!nin1ult!urili1 a],I:!r Update a1n

lnternet loerd'fl1L/tl6 (ReaLtime Signature Update)
aeau: -.c. aT T :01fiti['6!fr!r6!n']L1io!a!i&? dl,n1:ln: ,LU.o r (Lser Defined S:g-arure)

ro.,io ri t- un.tion luni.rr'roolrn.rlnr',r1r;rlruurir{ 1 adlriaud'rd
oo.o Anomaty Detection

c)o.b Siqnature Detection

oo.* rlorfiirnr:Ior6uuu DDoS ld
oo.d rlorn'unr::vltoto{ Virus, Worm, Trojan Horse uau Spyware

oo.a iorffunrr-1n1nt!!u Vutnerabillty Exploit, Reconnaissance (portscan/sweep)

oo.b n:?n{'ui6nrrqnlnd:ui6nr: Overflow, Backdoor Program ![6v Podscanning

oo. a''r ''t:o:a.i:Yun'r:n:?nni!nT :llnlnuu lPvb ld'

6)b,.41:]'r:6rti'rn'r:u6'{16ouii']uvrl.r E-Maii, Sys(og [a, SNMP'ld

osr.i Command Line lnterface (cLl) mvi:vuun,riuir4l:n'r:i'on'n[u1] Web-based
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