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**http://www.verizonenterprise.com/resources/protected_health_information_data_breach _report_en_xg.pdf
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Recommended Practice: Creating Cyber Forensics Plan for Control Systems*
Recommended Practice: Developing an Industrial Control Systems
Cybersecurity Incident Response Capability** smﬁqmwﬁa;&amﬂﬁﬂsﬂﬁﬁuaq
National Cybersecurity and Communications Integration Center (NCCIC) Industrial
Control Systems (https://ics-cert.us-cert.gov) Suunthenuitduasuninusiung
Uaonsiaved ICS vaaUseneansy,

*https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/Forensics RP.pdf

**https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/final-RP_ics_cybersecurity

incident_response_100609.pdf

DarkReading
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Hello!

My nickname in darknet is gonzalo80.

| hacked this mailbox more than six months ago,

through it I infected your operating system with a virus (trojan) created by me and have been monitering you for a long time.

If you don't belive me please check ‘from address' in your header, you will see that | sent you an email from your mailbox.

Even if you changed the password after that - it does not matter, my virus intercepted all the caching data on your computer
and automatically saved access for me.

| have access to all your accounts, social networks, email, browsing history.
Accordingly, | have the data of all your contacts, files from your computer, photos and videos.

| was most struck by the intimate content sites that you occasionally visit.
You have a very wild imagination, | tell you!

During your pastime and entertainment there, | took screenshot through the camera of your device, synchronizing with what you are watching.
Oh my god! You are so funny and excited!

| think that you do not want all your contacts to get these files, right?
If you are of the same opinion, then | think that $533 is quite a fair price to destroy the dirt | created

Send the above amount on my BTC wallet (bitcoin): 19D67Tgb3neliTHd8pZDEBYmUn2qSjxEeB
As soon as the above amount is received, | guarantee that the data will be deleted, | do not need it.

Otherwise, these files and history of visiting sites will get all your contacts from your device.
Also, I'l send to everyone your contact access to your email and access logs, | have carefully saved it!

Since reading this letter you have 50 hours!
After your reading this message, I'll receive an automatic notification that you have seen the letter.

| hope | taught you a good lesson.

Do not be so nonchalant, please visit only to proven resources, and don't enter your passwords anywhere!
Good luck!

ThaiCERT

http://thcert.co/3Vrg2x
17/10/2561t
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COMMAND P
E CONTROL

vl

STAGE Z SERVER

STAGE 3 SERVER

3UN 4 Wsunsu Task Manager dwsunsiageunislday CPU

gunsaldlngiilasunansenuaindauas VPNFilter Usenaumegunsalvie Linksys,

MikroTik, NETGEAR uaz TP-Link saulufivaunsaidmiutuiinteyaluia3atng NAS 210

Ay QNAP

E1200 1016
E2500 1036
WRVS4400N 1072

DGN2200 R600VPN
R6400 -
R7000 -
R8000 -

WNR1000 -

WNR2000 =

TS251

TS439P



asvaeugUnsallussuuiinnudssnagindawiivseli Inglddayadmsu

53980 (IoC - Indicator of Compromise) andoya nsideuseluduiuled

yneavlef 57u0 A1 File Hashes vadlawmissosasdunieluniag sanalul

szuufignldanudugiu C&C uazmnaavlof

YoyaiAertesiusresd 1
photobucket[.Jcom/user/nikkireed11/library
photobucket[.]Jcom/user/kmila302/library
photobucket[.Jcom/user/lisabraun87/library
photobucket[.Jcom/user/eva_green1/library
photobucket[.Jcom/user/monicabelcid/library
photobucket[.Jcom/user/katyperryd5/library
photobucket[.Jcom/user/saragray1/library
photobucket[.Jcom/user/millerfred/library
photobucket[.Jcom/user/jeniferaniston1/library
photobucket[.Jcom/user/amandaseyfried1/library
photobucket[.Jcom/user/suwe8/library
photobucket[.Jcom/user/bob7301/library

toknowall[.Jcom

%a;&aﬁﬁm‘ﬁmﬁuswzﬁ 2
91.121.109[.1209
217.12.202[.140
94.242.222(.168
82.118.242[.]1124
46.151.209[.133
217.79.179[.]

91.214.203[.]1144
95.211.198[.]1231
195.154.180[.]60
5.149.250[.154

91.200.13[.]76

94.185.80[.182

62.210.180[.1229

14
1

zuh3vcyskddgipkm[.Jonion/bin32/update.php
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o s PN

AT 28N 1
50acdfcd3fbc8abcaa766449841b3a0a684b3e217fc40935f1ac22c34c58a%c
0e0094d9bd396a6594da8e21911a3982cd737b445f591581560d766755097d92

siawd3s szezh 2
9683b04123d7e9fedc8c26c69b09c2233f7e1440f828837422ce330040782d17
d6097e942dd0fdc1fb28ec1814780e6eccl69ec6d24f9954e71954eedbcdc70e
4b03288e9e44d214426a02327223b5e516blea29ce72fa25a2fcef9aa65c4b0b
9eb6c779dbad1b717caad62d8e040852759436ed79cc2172692339bc62432387
37e29b0ea7a9b97597385a12f525e13c3a7d02bad161a6946f2a7d978cc045b4
T76cb9a7ad%f5afbaffddddbd052c6420030b2c7c3058c1455e0a79df0e6f7ald
8220dc9538d639623878a3d3d18d88da8b635ea52e5e2d0c2ccedad8c5a703dbl
0649fdag8888d701eb2f91e6e0a05a2e2be714f564497c44a3813082ef8ff250b

o s =

ALY 28N 3
f8286e29faab7ec765ae0244862f6b7914fcdde10423f96595cb84ad5cc6b344
afd281639e26a717aead65b1886f98d6d6c258736016023b4e59de30b7348719

Self-Signed Certificate Fingerprints

d113ce6labledbfch32fb3c53bd3cdeee81108d02d3886f6e2286e0b6a006747
€52b3901a26df1680acbfb9e6184b321f0b22dd6cdbb107e5e071553d375¢851
f372ebe8277b78d50c5600d0e2af3fe29b1e04b5435a7149f04edd165743c16d
bed715b029cbd3f8e2f37bc525005b2ch9cad977117a26fac94339a721e3f2a5
27afdb890db1a611d0054d5dda7d9a36c9f52dffeb67a053be9eald3a495a9302
110da84f31e7868ad741bcb0d9f7771a0bb39c44785055e6da0ecc393598adc8
fbd7ba27dceeadd6aab7a0f8ec5674332calf6af962a1724df89d658d470348f
b25336c2dd388459dec37fa8d0467cf2ac3c81a272176128338a2c1d7c083c78
cd75d3a70e3218688bdd23a0f618add964603736f7c899265b1d838609902526
110da84f31e7868ad741bcb0d9f7771a0bb39c44785055e6da0ecc393598adc8
909cf80d3efdc52abc95d286df8d218462739889b6bed762ald2facladb2ec2b
044bfallea91b5559f7502c3a504b19ee3c555€95907a98508825bdaa56294e4
c0f8bde03df3dec6ed43b327378777ebc35d9ea8cfe39628f79f20b1c40c1ba12
8f1d0cd5dd6585¢3d5d478e18a85e7109c8a88489¢46987621e01d21fab5095d
d5dec646c957305d91303a1d7931b30e7fb2f38d54a1102e14fd7adb9f6e0806
c0f8bde03df3dec6ed3b327378777ebc35d9ea8cfe39628f79f20b1c40c1bad12




nvaeuIgunsalluaseviedindauisviel Inglideyadmiunsivaey
(IoC - Indicator of Compromise) 91ndoyadnasiu wieliuleanienisves Cisco

winnuaunsalidadsasuaesdmiudninauuunndn (SOHO) wieaunsal
analsa (NAS) Tivihnssidaduaisuiuainlsenu (Factory reset)

Alfnuanusassidesiunadrdaiduuimsdanissnesnnasetie
Buwmesiln densidenldemileridu ACL (Access Control List) Bailuiteridunly
Tunsdndansidniiausniseng g muleulenashedu Ndegluisimes iieanaiy

desninnisgnlanfitelwissnanld egelstnudlidsnadiaudssfioragnlaus

nyliniaRndensesgluszuuineviededtuiugly deudsddyngaforld

NuATTuATIREeuAsg 9 Aaskiluswessenineigiaunidunlelymaa

nan wazdUimmgUnsaiilunestuaaaiietesiunisindiawss srudeasaniu
Tunsiinfisduusnisdanisssuulinaenlaen

Aawaszuunmeglumhenuenafiansanan Feulvlunisnsadungfinssu
sosaduuugUnsaliasetneisesiunsnsiadu tngldReululuguuuu Snort Rule
nungaY 45563 45564 46782 46783

viadl Inedsaldsndumsdssauredoyasenismneiarlefifldsunansy
milulszmelnganmhenunmeluedodns Tasdestunusuumneadled
Alanidssndn 50 1em1s wazidsUszanudeyaludaglruinsdumesiini
Redos dmsumssudunsudlusioly

1. https://blog.talosintelligence.com/2018/05/VPNFilter.html
2. https://www.thaicert.or.th/papers/general/2012/pa2012ge005.html
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Fuitusene: 25 g 2561
YSuusaangn: 25 wiweu 2561

UssnagAnA: Intrusion
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McAfee IdimpunsmsdunudfiRnslaudlusdoyasetanns Fajauthluds
Mﬂaamuiﬂida%waﬁugwuﬁﬁzg MhgUNAAENNTTNTUIY N1ANTTEY AA
ansnsaign ludssmesing q a1 17 Ysea udssamalne TneEumudiou
ounuaiug 2561 UiiRnsdenanigndstodn Ghostsecret Fasiiunisloe
nauLeninesTide Hidden Cobra Tus1euves McAfee syynumsldigsmnes
Tuusemalnelumslond  Jmmnoavlefivesssuudunguiefuiinuluns
Toufu3¥m  Sony  Pictures  uenaniidamuindnsaztausitldlauing
afusfawasTldlaufu3em Sony Pictures fe



TakISAINAINANNANNITONANEUTENT WaLDI1VNMAANANTENUBENY

JuuseszUURRNImesNTTeyad Ay Famansenuludieing g aansaasulisl

v @ 3

- goydedeyadifny/UeyaniuauTeteIAng
- aydeanunenldeu vilvissuueeuiiunesldansaldanulduna
.+ gydeAnldIneiiinTuannmsiausyuy

UfURNT5 GhostSecret laauannlagfnilsanunIANsRuveIUsewmensi
Tudoununiiius 2561 wavluyiedun 14 s 18 furey 2561 lewerevauian
mslauAlugmuhsanuang 9 011 17 Ysea swdsusemalnefinu 45 szuu

U & o

AnawnIsAInNan?

Global Infections of Destover Variant

sULEne Tuiuseuufaiawns wiswnulseng Yradeuiiunay 2561
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McAfee A salintugasusniinisunsnszargannislauimesuwuy Spear
Phishing dadumsTasfnuufidmneiamsaizas fawstigninogludssay
Backdoor @sfleuanunsavauteusiitednsefugusvasdiieduvdn uay
annsnuddsig 9 1wu Ylueteyaiiieaiuszuu amadlvanuazdUivanlid am

Taglugrafoununius 2561 wuingusrasdieladedmanuulng
a3 Microsoft Word Fefilinsunsneilaey daludmisaunianis
Ruludszineansn 1andunsnedenailaufionfededinives Adode Flash
(vaneLay CVE 2018-4878) iilelneunssianasfide Bankshot

pouTlutfouliuA 2561 Qﬂisawﬁwaié’ﬂﬁ]mﬁiﬂwmmmﬁu 9 N1
17 Uszna Ingldtawsifonlusdoyn seauliilfszyvemsildlunisine
wnssiufedoyaiignalue saursunsiiildlunislond wu Bankshot2 fidnwa
Aoy Bankshot Aldlaufifioununiiug uazunsfumilourusiauasaeriug
Destover ldlun1slaufiu3sm Sony Pictures Tnesfawas Bankshot2 Sl
ANUNTORAENEANTTY il

- lusteyalunieazdduduedondimneslasnluda

. AadenIoadsinesinu wesn 443

. aﬂﬁiaLﬂéaﬂL%%‘WL’JE]%IG]Siiﬁﬂiiﬁlﬂaaﬁﬁgﬂizmﬁ%’]EJﬁ%’NLEN
- aulvdse q lua3es

. Fnds Service 3y q luirdes

. 138n9318M13 Process MinuluiaTes



IxGREEMENT
Between
(Exchange Name)

With

This Agreement is made and entered into on the (month-day-year) by and between the undersigned
parties below:

1 (EXCHANGE NAME), a company established under (Country Name) Law and having its address of
business at (Address), in this matter represented by CEO name, in his capacity as Board of Director and
therefore acting for and on behalf of (EXCHANGE NAME) hereinafter referred to as ---------=--smememememeenen
FIRST PARTY;

hose holding France passport and having its address at -
and therefore acting for and on behalf of himself/herself,

ereinafter referred to as SECOND PARTY;

Here in after FIRST PARTY and SECOND PARTY may sometimes individually be referred to as PARTY and
collectively as THE PARTIES.

In consideration of the following underlying matters of the agreement, hereby declare as follows:

1 First Party is a company operating as a marketplace for trading the digital currencies especially
Bitcoin, through its website exchange URL;

2. Second Party is a trader engaged in money service and cryptocurrency trading system and has a
concern to cooperate with the First Party to conduct the trade of Bitcoin Trading;

3. The Parties agree to cooperate within the terms and conditions set forth herein, in order to
allow the Second Party to operate Bitcoin Trading Activities and to distribute bitcoin on the Bitcoin
Marketplace operated by the First Party, under the supervision of the First Party.

NOW, THEREFORE, The Parties are intending to be mutually bound under this Memorandum of
Understanding and hereby agree as follows:

o ' a v o
E‘ULLﬁGNCﬂ18873L@ﬂﬁ?§%§1§1@®8u@5’18
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NVoYAUNIATIENVEI Mcafee WU Insdulvgjiawisdana1iasinsely
fapdes C&C rumosn 443 uazldanu SsL lunsdstoya Jaeravilinismsradu
Jululdenn sgrslsfanuliiasanauiaunfiveussesmeufiawmesiisinisdou
serulofisrelull fesmminavilduieafunsiauesiawnd $198991n0anns
A1 viTanIsues Mcafee IP addresses UaaiA3a9 C&C

203.131.222.83

203.131.222.109

203.131.222.95

14.140.116.172

Hashes

»  fe887fcab66d7d7f79f05e0266c0649f011dba7c

+  8f2918c721511536d8c72144eabaf685ddc21a35
*  33ffbc8d6850794fa3b7bcchb7blaal289e6eaads

*  650b7d25f4ed87490f8467eb48e0443fb244a8c4
*  65e7d2338735ec04fd9692d020298e5a7953fd8d
*  166e8c643addb0df6ffd6e3ab536b3dededcofb7

*  a2e966edeed5b30bb6bb5c978e55833eec169098



- Wewiuenafiansanuiennadeselududsnnesuaienis andeyalu
drudauuziilunisnsiveaey

o TunSANNUINASDIRBNRMDIAATALIS AITARNTSIYBUARANNATDUE
PR LU NSANENELAUADDN

. Tdwafla Application whitelist iotlosfusiauasuaslusunsuiladlésu
nseymasnsavhnuueIesneufnesle Tasdanslriliiesusunsuiissy
LarATIIAULEIUUIASeIRRNTImeS danlusunsudug Jenudatauiies
Talanansavitanule

- Suweszuuufiinisuazeenduasiidulegiuediane Tnevedlwives
Waknsuuazszuulianstuesludmanglunsmslaufiegussnss msfinsa
wnadlunestuaanaziioldindunisannmudssninnisgnleaudliidusead

- wudumeldsunsudeaiulaga wazadlraswendwisainiulefnig
PN19NNSNIBNAINUWTBT D

o w

- Pinansveslda (Permissions) lun1sinasiazsulusunsusngg lng
Bandn least privilege dmsuynszuLKAZYNUINIS M3dinandaananaziluns
Jostufiawaslunissu uaznisunsnszanglussuuiesevieneuiiames

- vandedluda Macro Mnlldlenansuuuaniudiue esainenadinig
Senvihanuldandeudieglulnddnan dwalviindawisuuaiosneuiames uaz

neliinAudemels nsdimhenulazesinsvwiniveg msudendwanilig
wuunurasliiugete

- mnnuwgResasdeviseseanm sz iAnlunsilil anunsaUsya
Aulne@inlanisdiua report@thaicert.or.th wselnsfinm 0-2123-1212
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Tagtulne@inegluseninamsussanuludmnhesnunineideaiionini
Joyaludsneildlunislaud welaseriTiuiu McAfee wagymiieudy
fhetes wazsivrumenmsfanlundelulssmelvedfiediunisuszan

wdamauaglvinutiemaesialy
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https://securingtomorrow.mcafee.com/mcafee-labs/analyzing-operation-

ghostsecret-attack-seeks-to-steal-data-worldwide
https://www.thaicert.or.th/newsbite/2014-12-09-03.html

https://securingtomorrow.mcafee.com/mcafee-labs/hidden-cobra-

targets-turkish-financial-sector-new-bankshot-implant/






Suiusenne: 27 Suanau 2561

USudgeanan: 27 Sunay 2561
399: THNIC udaiiiou

UssLnnaeananu: Availability
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THNIC Usznauddiinumniigsu
wisunSousuilewnnisal DNS Flag
Day Juil 1 nuanwius 2562 1losan
simaiAsuulasnszuaunsie
%94 DNS spuviidaliisesiumnsg
Tmdonaldanunsaldaula

DNS (Domain Name System)
Wulnsineearildlunisindededans
WuBumesidn geuszasALivald
aansadnldauiuled Sua wise

a = a ¢
U3IN150u9 Tuduwesiialalagnis
Rusidelawuunuiagidunsauii
agloflaunss 11mIgIU DNS \indu

Tl we. 2525 uagiinmsuudaiam
G]IEJZJWL%‘IEJEJ‘] wildlunisiasuutas
PddryAeiinsifinuinsgu EDNS
(Extension Mechanisms for DNS) o
il w.e. 2542 lagdinsuSuusvany
9619 WU YenevAvesToyaTiTUds
f1u DNS anianlaiiu 512 Tuddu
4096 lugt 14 DNS Cookie iitatlaariu
nslanAuuy DoS wasld DNSSEC Tu
msuduimaudsnies [Wusu



agabsinny Saugdunnsgiu EDNS
AzfinsusenAltauuiou 20 Tuad
UL SIS N1S DNS vidensis
AN/ IWSI1988 209U9TEUUBD
galulasunisusulgslisesiunnsgu
il ruaniteditangonduasuasls
U313 DNS T43suAdgmianiznin
Tnpgeusunisiieusefuszuuidsls
5935UNMsgIU EDNS Turau aeals
fany fesnnsudlatlymuuuame
wihiufinansenuvaneegng 1wy Ay
andlunsieuiesainszuudes
sesfuianasguiuarivallundon
AU Wiadadinlun1simuazldau

AandRneglunnsguln Nddny

o

Aofiidsnneseginnunnndidslilasy
nMsUfulsssruuiilelvsesiunassu
Tmidlesandsaddnuszuuidusioluls
AwLgonALIs DNS wagdlviuinig
DNS $18%an< Semnasiuindausu
i 1 nuanviug 2562 azdafulviuinig
DNS luduwmesidnfossassuninsgiu
EDNS windu Tnguinsfidslisessy
wnsgulnlazgndneanatnsyuull
5’14‘17'1'%sﬁmiﬂ%’uﬂﬁﬁwwﬁy’ﬂmﬁﬁgﬂ
3un31 DNS Flag Day wansznufiae
auinAesEUURdilisesusnasgu
EDNS o1alyianansasdndiela

Aausdun 1 nuanius 2562 szuulbiuinisiilisesduninsgiu EDNS

19ldanunsadnnele

g19detayanyailBaudarsaumnanieuiglne (THNIC Foundation)

nuItaululssmalneyszann 10,000 Ty sedady 15% vadlaiuy

TH vianue Galilaseasuuinsgiu EDNS vinlissuudinaienaliaunsoand

falanausiui 1 nuanwus 2562
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N13INIIVEADU

HALATEUUAINITONTIAEDY
’.i’ﬁx“wusuawuﬁ?uia\‘l%’ﬁ.mwmg’m
EDNS waanseld Tawnrslauinig
asnsaue wu Vuled DNS Flag Day
(https://dnsflagday.net/) visotiulad
EDNS Complicance (https://ednscomp.

isc.org/ednscomp)

n1suSuUsessuY

mnnuinssuudaliseasuninsgu
EDNS naifinlaann 2 anngmen fie 14
umonduas i mTedslallidanli
5995 EDNS fudnanvmfaiinnasiae
Ini$readliignees

nszuaunsuiludaym

1. A99aeUkAsUSUUHTONAWIS
DNS liiduguagn uwazmsavaeunsns
Al15095U EDNS

2. asn@sunsieelisioadln
5945 EDNS 12U aygy 19l UDP packet
ey 512 lusanunsasnudneanle

v v
o =2 £ '

afl feudmeamhsauagdinisuily
Yaymluszuuusns DNS Ua3nULo9lad

wannueuneuanbullainiswiby

Hopmdanan Wefletudl 1 nuaniug
2562 sruuUaenstuenalilanngn
gl mamhenuesdndudeadinng
Uszmdunuslinuyaainsniglunsiu
suslinnuuazeseumnaud iy
Wi Call Center, IT Support ey
Help Desk lunsalffigldanilnsdwriiin
waevanudamiluiuiifinisususzuy
119351 DNS



1. https://www.thnic.or.th/edns/

2. https://www.thaipr.net/it/909743
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HLP8w: Martijn vander Heide wag aiglyd adniuwi

TUMHBWNS: 3 AanAY 256%1

UFulseangn: 3 manmu 2561

Mnunltiudonnaslsuesigiiuesisiaios lutligtussdnasa q 3
audndalusuanutunsaensulsuesnntu Tnevildumssudiunisudn
flosdnsmsfinnsan e madndagusufoRnisluiues (Security Operations
Center — SOC %30 Cyber Security Operations Center — CSOC ) ol
audnandlumsihszfuasuiiefunnaumsloesvesosdng Jududn
vilslunmihiivesdiy CSIRT (Computer Security Incident Response Team)
Tny SOC fiilUszansan azveliesdnsannsaduifeanunisaifvanau
19 Tuasetievemnuldenseungu wavausaseuiuvansaiiaund
Fothanaiuasusiug) nufsmevaussdemansaliuldviuried wenain
i soC fannsavhmiidu iy malinneideyaiiedn nsmmasoumYes
Torilussuu wasmsadsaumssmindlisuidminlusséng udu ionlu
U‘V]ﬂ’)’liJ‘ﬁLﬂUﬂ’]SLL‘L!S‘lj’]mﬁﬂﬁzﬂ@uﬁﬁﬁﬁ@umﬁﬁﬂ&%ﬂ SOC 919899 1NLONEANT
Tnefiseasdondil



nsiunveulsmthiives SOC iuesdusgnauiiiaudfniign Lile
Tinndhelussdnsiimnuidilesgadaauin SOC Aoerlsuagiminesls ua
ansainnnuiniwazysEansnimnsaiuauues SOC 1¢ lnaianans
fvuaveuLanTfives SOC msUsznause

< Wusna
. UINS
o W

. BNNANNSURAYEU
o U-LIAYIINIS

.+ Joyadmiuinse

+ lassafaiuniayaainsves SOC

Wwithil soc Fesdinnudilasgnsdesurilulasiadauazanitnenssy
52UV UNuelAsIEseSeTne (network diagram) wazanasnIseueALiuag
Uaeady saufifinsdmintninindauamsaumaigoniisey futmun 1ilo
THansnlesgiuasmanuduiusvesvamsnlanififiety sufwes
aoudestviluszuuldognagnies wenanil Wuthil soC mswifunsraaey
AIUYNABITBITLUY SIEM ioszuudnfivkaziiasigitoyaniuuasnsie
vosszuuAFet e Weliulaldinden (log) :ngunsalinietnesing 4 lésu
nsUuiinegATUNIY
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suiaagifiveud miing SOC aevialuidudsiiuantlunsed 1
aafnsansaLdeniasu iR wan il miniluesding wieidnauiem

Adanuigwney (Outsourced) Tutunu peAnsAIsHIIMINTUTET9E191UDY

niiauluusiazszau ogdlsinu asiinswleufiudminfdses ieln
annsasuilesuanauvualng Gsdndudeddidmihndvunniesiing

sz 10 [Wwhnaesed
msudadeuieAnaAN
(Alert Analyst)

S¥U 2: WmthAsuile

gANAY (Incident

Responder)

U 3: B:il,%mﬁmiyl,aww
174 (Subject Matter
Expert)

hseuazudafoufuanmuedideliios asaasumy
wienvasgunsaiinwaniunsasnselaues éud sensors
uazendpointsnsrvdeuuaruTItoyaiuanaludesiuuay
Uszanulugadmihiflussdu 2 (Smihiisuiosunnau)

Ansgiseanauidedn mennuduiusvesdesaiitieaiums
ToufldFumnumdsdng q Ussiliusansenuvesssuutazdeya
iy sudunnssutegdaieuiiolannsansadusy
ananuvaldeeediuszansnim

fianangearaflusinueing o W esetis nsnsIefigatineiu
WaNgIUAIA NsdaTIeilanas vselsariaieatiurenduas
= < ' v o A v d e ua
wiosruuamzAiltlumienu fifienyamzmdivihnudin
a v o = o v
madegn Aumseanauiveuudsluszuy Waun Uuusegy

wuunsIIduuazlinsgifunna

A5797 1 UsgLanidmting SOC

seAnssduseadenidinlimunzaudamnsainussansnmnsuon

Nuvesdmig Wy sl szesanildlunisnevauewiaduanaiu (time

to first response) wnuiazld Suunsudusieudeanaulasunisianis

(number of alerts handled)
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ASTUIUNISEMSU SOC AnannuaneunuIsunLazusn1sYee SOC
Tuwsaresnns Tudasdu SOC AITHNTEUIUASUANAIT

© NITUIUNIATINIUAYANAY

.+ nszvaunmsudafoudeaneu (uiuled sdnd Sua)

o o

¢ N5TUAIUNSIENUUTRINNTNNTEAUAS WazensEauNISALIUNG

Y
- nszvumsudefeyaridudulifiuiidnglnifunsuidewasuns
- nsvvumstuiinnuiidmehitléin

- nszvaumstuiinduanaaiing

. nssviumamsaeudielriiulainmsdiunsldinesgu

- nsPUUNITATI Dashboard Lielihsg Suagseauiennany

¢ NTBUIUMTIATIEVAEANAINANY

nszvaumMsiyadsinasudunszuaunslunsdanisfonnay Ssvane
mhenuldaiamnasguvieuuvnaly fog1e wu NIST SP 800-61 Fadu
WnsgIUIRNIseAnAlagndIeal NIST (National Institute of Standards
and Technology) Usseansg I¥ay 4 sunoundndie
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1. MIwiguiiiieFuilesuAnau (Preparation) 1Wu §n15319v8ULYA
nMsiauvesAuds nszviumsiuile Muuanthiuazunumveudmii
aunlanatnaiu

s

2. MINTITULAZIATIZI (Detection & Analysis)

- eyl mawdsuwlauunliuseanan wagdesinweslouiesu
AnusuasUaendy

.« AUMABANALULEN LazUTsliunanseny

- Auteyammmsaiuasnanfomg Welimslinnesihldietu

- syydnuazgUuuutesiognaiiny

- Ussdiugaduduresnislaud

- Usmidiuwdwungveanislaud

. vidndssmsiuiunsiilEladsfhesinsnsadunslandliudn

. A@1en vienulanislayd

3. MsdieAUdEene (Containment) MandeanausIutsdunelym
WielilliAng wagituszuulianunsaldnulaesiiian

4. msatun1sudinisunlateimn (Post-incident Activity) Anwiuniseu
PNVRNTINAR InTeigendiiesdsulsuneiiuyseansamlunisiuile
feanAuuazanAdeeNenafinvu Ui



idalaualuraNEUIMs inUsuunuleus nszuiumMssvilessanany uae
AnAsUTuUesEUUAUANIuAIUaRn L LAY

nszuuMInauatiagldnulad asinistuiinuazUiulysedemeiiio
aafnsendmwsenvinnanvsonesy dmsulddeasdediatunnaiy Faaeld
Suflefuananlisaty

indosilefiatiuayumsufiinisves SOC liur infesdiofummindaumsaumnea
(asset discovery) wSeailou3msdnnisvedind (vulnerability management)
\nseafionsiaduduanan (intrusion detection) waziAdosiionssIuTILas
Anszvideyaiiisriufognana (threat Intelligence) WWusiu Tunsideniadesile
wazuumeNsRnsaninzay Tiinsanananunsaifiesdnsfieansl soc
ansniuileldl uazneunsUivuiaaiesielusmaduivanaudaiuduienan
msnaasddnudodioluneu ileAnwiuazaiteyaussingiu (baseline) 1
ansauenuezsULuuteyaisudddueietisuuuunfuasuuuinundle

uennil SOC Asiiszuu ticket AdSuinnsdANIamAnsaifoana s
msiduszuuiueneeninmesnnanszuy ticket 1 9 (asaneaiideyaiiiu
iy waziileteatuldliiawasuninszneludiszsuudu uazasldseuusnlua
(automation) ludufifesvienlinnitan Tneweneuashsssuulioguuunanies
Wenduiteliumsdanisliie
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Tuszpzusnfiseuuans 9 Galdlasunsuiunnsin nvdmalndnisuiasiou
Hanann (false positive) $1uauann Jedndudesldiailunisuiuuss Taie
Wumsaliunsiiddgues SOC

Tuunensdl SOC enadesendeuimsatuayuduiisiu 1wy msiigadney
ndnguRIaite s uraluTueNa MaUsrauudnengvne wienuiidedld
anuidmgyanzduiieguenmieveuunes SOC lunsdlaudl mindinng
Jmihdennaseusiuiie s Assthelsunnideifndeanau

Wovmluuneruiidunsuusihdeyalessulunisdnss SOC Inediiaulaanuse
Andeyaiuinlavnenaisnall

*  ThaiCERT Handbook: Establishing a CSIRT
«  NIST SP 800-61 rev 2

*  McAfee (Intel Security) White Paper: Creating and Maintaining a SOC
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https://www.thaicert.or.th/downloads/files/Establishing_a_CSIRT_th.pdf

https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf

https://community.mcafee.com/nysyc36988/attachments/nysyc36988/
siem/7399/1/wp-creating-maintaining-soc.pdf
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1. L%’ngiwu AWS Management Console https://s3.console.aws.amazon.com/s3/

2. @8N Bucket 1A09N1SAAUAENT NNV

4 Create bucket

Bucket name 1=

¥ admin-created

g admin-created-one

T e SUEPPIPE L

AN5197 1 USEenmeanuiting SOC

3. L@enwiiu Permissions

Objects Properties ‘ Permissions Management
Access Control List Bucket Poli

L ot =

JUN 2 amuandludiuimua Permission
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A1115099N15NNSAMUAFNS NS Dl fasalul:

Owner access: 1ag Owner ¥R :[,‘ffd”nu root U84 AWS (root)

f

1.

2.

[

15uURansliny owner tngidunau fadl

¥

WonUaydld (root) Tngagludu owner access

v
=1

ntuimune permission Tnefiseaziden sl
Access to the objects: fi® mSL‘ffﬁﬁaaﬁlaﬁagﬂu Bucket
List objects: anansaundayaitaglu Bucket ¢
Write objejects: anunsaideutoyaty Bucket ¢

WarruaAasandl antiuden save wiatuiin

Access Control List

Parmissions

Owner access

Access for other AWS accounts — —

- % wWrite bucket permissions

JUN 3 nsrimun Permission Wiy Owner



Access for other AWS accounts

nsiruRdnsnIsiasliiiu AWS accounts 8u Tagsey User ID 9
soamsiviiintiedoya
Fansinualil AWS accounts duqanansadndetoya vl Yoyl

annsaimueadnsiinduildneladayddanaild wisdu [4]

o

for other AWS accounts

+ Ao account
= ucket
Albows g antee 1o irst e ions
Account L] List objects (AR  obiecis in the buckel
79a55019000949e550%6ate | T OO b "

JUN 4 m3riwun Permission Tiudaydaldau

Public access:
Jumsimundnsliaumlianunsadfadeyalu Bucket Rl lnemnidu
Jeyanumnudunselinuddy limsiwunldmualudinla

U

v
Y o @

nsiwueansldlvgaumilansadniiald Svuneudail
4. \&en Everyone Tudiuves Public access
5. ¥ihmsenidn checkbox yinsn

6. lamuunaasanad 1den save ilatudin

179



Owner access

Account o

ownar This bucket will h

ave public access

Everyone will have access io one or all of the
following. list objects, write objects, read and wilte
PENTHSSIONS

Access for other AWS accounts

& Aod acoount
I List objects
Account Li ] 10 [ Writs objects
Public access
B Read bucket permissions
B write bucket permissions
Group [i]
e

S3 log delivery group
Group [i]

Loa Delvery

g‘dﬁ 5 N5ANMUA Permission iU Public access

1. https://docs.aws.amazon.com/AmazonS3/latest/user-guide/set-
permissions.html

2. https://docs.amazonaws.cn/en_us/AmazonS3/latest/user-guide/set-
bucket-permissions.html

3. http://docs.amazonaws.cn/IAM/\atest/UserGuide/id_root-user.html

4. http://docs.amazonaws.cn/en_us/IAM/latest/UserGuide/id_roles create
for-user.html
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